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Abstract  This paper analyzes and compares the existing situational awareness methods and pro-
poses a network security situational awareness model based on log audit and performance correc-
tion algorithm. First, nodes theoretic security threat is got by log audit and the value of nodes se-
curity situation is computed by performance correction algorithm. Then the value of network se-
curity situation is computed using service information, the future threat is predicted by several
prediction models, and the Security Situational Graph (SSG) is drawn. Finally an example is giv-
en to validate the network security situational awareness model and algorithm by simulation soft-
ware. The example proves that the model is more effective and accurate to reflect the network se-

curity situational and its trends than traditional methods.
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BEGIN
For each host Hy, H, ..., H,

1

2 Let L represent the logs, Eve represent the security events;

3 Eve = audit(L); //H G BRI e A gl

4 Let VoT represent the value of theoretic threat;

5  VoT = evaluate(Ewe); / /A BRAS 2 4

6  Let AP represent the change of performance;

7 SA,= correction(VoT, AP);//TEGEAE 1E V51 WL % 4 53441

8 / /L5 L 8 i A A A,
where w,, is the weight of network nodes;

9 return SA.

END

SA = compute(SA, , w,);
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BEGIN

Let Eve represent the security events database;
Set Eve = s

For eachlogl,, L, ..., [, of nodes

Eve+=match(l, r); / /WG TE AR DU 2R 15 381 42 4= A
Let Eve=merge(Eve); //VA I TS () % 4 A
Let Eve=relate( Eve, name, time, target); //"% 4545 B0 M7 s

where name, time and target are security events’ parameters;

1
2
3
4 Letr represent the rules database,
5
6
7

8 Let VoT represent the value of theoretic threat;

9 VoT =evaluate( Eve); /AN T 25 R 2 A 5
10 return VoT.

END
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(id1, Web, 0. 4, Serverl) ;
(id2, FTP, 0. 2, Server2) ;
(id3, Database, 0. 2, Server3) ;
(id4, Database, 0. 2, Server4).
MO G 4 A W 45 IR 55 % 7 SA E AR
WA 0.4.0.2.0.2,0. 2.
SLEG R ONS2H Y HEA TR, X IR 55 7% AR %
Hi A% BT K AR A I R G A5 19 28 4 53 i) 18 A
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HERE AN R Ot B R AR SRR 3 Y Al
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ST AR 0 B I R I 24 2 A AR AT R
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Server2
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Server4
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PRIEATRLAU «
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Server 2 fll Server 3;

1. Server 3 %Z % SQL 1 A ;

2. Server 4 5% %) 1 Server 3 #H47H) SQL F A ik

3. Server 1 %2 3| UDP FLOOD 35 (DoS #i) ;
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5. Server 1,Server 2 il Server 3 [A] it 32 | L |1 1.3.4
YR B

6. Server 3 &2 #| SQL 1 A B Al —Fh K HI Bt 5
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PEAY H ) 28 PR AE NIDS 2 fil Server 3 |
PR G H A 28 AL B S AR 4 A S A5 B ml
FKm N
(id1, timel, Alert, SQL injection, NIDS2, Server3);
(id2, timel, App, SQL injection, Server3, Server3).
HRAE LA b H 3204 2 A 4 5 347 1 9 J5 4
#| SQL i A B A iz Yo 19 © A F i PE Al
Z BB S Server 3 MY HIE & A E B K 0. 2, ]

*x1

BE ) 7 % R AP Al e i BT T A H I i e
JE

SR R 45 B B BT A SRR AR fE i AP,
X5 A PR 2 4 R VoT HE4T ¥ & 1IF 15 3
MR HSA, L B BRI SAE TR N K 2
A SA. B Bl MOt A R E 1 R
(9p=0.5).
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= - = po - = . SHESA
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B 7 0. 300 0. 345 0.323 0 0 0 0 0 0 0 0 0 0.129
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Background

As a result of the wider application of computer net-
work, network security gets more and more attention. Secur-
ity situational awareness is a hot topic in network security.
There are many works on situational awareness modeling and
quantitatively analyzing, but they have some shortcomings
such as lacking for security factors, inaccurate quantitative
analysis, with out forecasting, and so on. In this paper, a
new network security situational awareness model based on
log and performance correction algorithm is proposed. First,
nodes theoretic security threat is got by log audit and the val-
ue of nodes security situational is computed by performance
correction algorithm. Then the value of network security sit-
uational is computed using service information, the future
threat by several prediction models is predicted, and the Se-

curity Situational Graph is drawn. This model is more effec-

tive and accurate to reflect the network security situational
and its trends than traditional methods through the example.
This research work is a part of research plan on security
model and key technology of distributed computing. The plan
is to establish security policy framework of distributed com-
puting, research network vulnerability assessment model and
The security model,

security situational awareness model.

vulnerability assessment model and security situational
awareness model can help network administrators to compre-
hend the overall network security and execute some security
policies to improve network security. This research work
is supported by the National High Technology Research
and Development Program (863 Program) of China under
grant Nos. 2006 AA017437, 2007 AA01Z475, 2006 AA017412,

2006 AA01Z433.



