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Abstract

GONG Jian

This paper applies fuzzy default theory to transform reasoning mechanism and automa-

ted response system of intrusion detection system(IDS), and sets up an intelligent IDS——FDL-

IDS. The experiment results show that FDL-IDS increases the detection speed and sensitivity and

decreases the cumulative cost as compared with traditional intrusion detection expert system.
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A 0] 25 48 S AT 1 YT kL TR R AR A

©  BIIARYE H AR ) sl SO kR Rk vE R O
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) 1. B i 8 [1] 45 37 sk -
> 47 7] 4 %
W 8 ] 35 3 4 )2

FEmEE ]

3 RRE M4

C={ICost,RCost,DCost,DICost, DRCost} , A %
PR AE 7] e =[1,1,10,10,1]. AR
) 0] DU BRAT] S N AR R 1 R (AL
DCost 1 DICost).

[0 45 32 48 = e FF — gk ma B 2 L 1% R 04 ST
W N SR OMT IR N B A AL 2 8 A E e Y i
BRI N iy A G 1 A BE Rl B gl AR D, IF HoR
i) I iy 4 T N W)Y 3 o, AR S i 4 B ) B AT
2 Wi AR 5 1T 22 1] 4 32 4 2 0 i 0w 1 [R] 4 i
A EH S A R I 2 K B A8 e B i 4 g D A
Wi N A SR R AT 3 45 [ o A B
[B] 5 ) B2 A7 Dg B AR AT B S i A A
RIER
A4 K & 2% (Intel 1SP4400 server, Redhat
6.2) ./ M1 7% (Intel 1SP2150 server,Redhat 6. 2) fll
I 2% (Sun Sparc20, Solaries 7) W 441 & L #EAT
TR I AR FAF K SYBASE £4is .

5.5

% 2 FDL-IDS 5 Snort-IDS &Y 14 B EL 42

YILH PPS W4 EPS o —

(M/s) (M9 PPS(M/s)  EPS(M/s)
Snort-IDS 0. 21 0.042 0.21 0. 042
FDL-IDS 0.167 0.033 3.71 0.72

R4 Lee [ BCidi 43 28 77 1k A S AR oF 55 AR,
FeATve it 7 BL T BRI Snort-1DS A1 FDL-IDS
) 2.

(1) ¥ N A A P vh g 2 A 1 22 TH AR AR .
WANRFEMES N EN

CPE = CumulativeCost (E)/ | E]|.

(2) 4y H1 FDL-IDS i 4 %, X 08 i l s A=
F A AL SR AR I NAR A R o8 . B N AR
PR FAEE N ES, SR AT A ES,  WHRK

ek, T DICost 1 DRCost Mt LA & 14 , JATTE &
ZRAR VAL L3 K.

# 3 FDL-IDS 5 Snort-IDS B CPE Lt%;

CPE W J¥ [5] 35 Eb 6 ( %0) AN Y EE 2R (%)
Snort-IDS  247.73 — —
FDL-IDS  73.43 5.12 10. 32

45 B 7R FDL-IDS () PPS 5 EPS 5 Snort-1DS
LA IR R I3 . X &4 FDL-IDS 5 — A 45
W BB AR, 54, FDL-IDS ) CPE b Ik
Snort-1DS [ 24K, X & I 4 FDL-IRE 15 ¥F £ 1 i
AN RS KWL H RRE KRB T
DRCost. Wil IV [7] 35 2 52 R A 7 42 [0 45 1) A o5 i A7
FFI) 5. 12 % T 3X 38 43 44 1) DRCost F&AK 7. A
M) J37 55 A 5 R T 26 = A1 AN i) 87 AR e U 1)
4t

6 S 4

H A B b S N AR RS R 48K 2 A7 AR D
W R GO R K WS 9 % B IDS 1 7 4K
5135 308 000 H50 0 A TP %, T 2 AP ) B9 % B IDS
7 M A 5 L A S v R R R A 02
IS UE NAR A R S8 HE HE 5] 2 R e N 1R
Ho I 5 2R 5 010 H T 5 B0 T ) % SR AR 4
TDS o 0328 Fi 1 5 i A AR 1

W [ 45 2 A S I T — MR, A

O A KE Y. Ay A 4k Expect BIZR , Expect J& — AN 28 H
FRIT B ) AT A I iy 2 i R 25
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ARG W IS PR) 5 A PR N AR A TR X 2 A
191 a0 2 P i 55 245 3 Fofr o S 0 A 0 I HH P ) A ok
AP ) 7 ] 3 g AR A 06 B L e B A A R R ) R
Sk A . 3R 50 G B 3@ e 8 ] 25 B A A0 H B R
IDS £ H 1A

0 ok A ) 5 A AR Sk R A A T R 2 AR
SCA S R, S TDS B 12 BA S5 /N R AR A 48 T B
KA %4 B br L X 2 IDS R 3. AR Scg T
TN A AR A 5 AE 2R R iR T o R, % S A (1 S
BEZ AR T8 A B AR 3 BO B, PR A] BL R VS
M A T A R B

¥ FIA B ARF WL LS & B T FDL-IDS. % &
25 LURUH) BRI\ I 58 208 O S A o 4R M R AL R
& T B, AL TDS BAT 72 I A T3 .
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