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Abstract  Quantization Index Modulation (QIM) steganography., which embeds the secret infor-
mation during the Vector Quantization, can hide information in low bit-rate speech codec with
high imperceptibility. This paper tries to detect this type of steganography. For this purpose,
starting from the speech generation and compress coding theory, this paper firstly analyzes the
possible significant feature degradation through the QIM steganography in compressed audio
stream deeply. And it finds that the QIM steganography will disturb the phoneme sequence in the
stream, and inevitably make the imbalance and correlation characteristics of phoneme distribution
in the sequence change. According to this discovery. this paper adopts the phoneme distribution
characteristics as the key for the detection of the QIM steganography. In order to get the quanti-
tative features of phoneme distribution characteristics, this paper designs the Phoneme Vector
Space Model and the Phoneme State Transition Model to quantify the imbalance and correlation
characteristics respectively. By combining the quantitative vector features with supervised learn-
ing classifier, this paper builds a high performance detector towards the QIM steganography in
low bit-rate speech codec. The experiments show that, for the two typical low bit-rate speech
codec: G.729 and G.723.1, the proposed method has an excellent performance compared to

existing method.

Keywords QIM steganography; steganalysis; low bit-rate speech codec; phoneme distribution

characteristics
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RENWIEE BRI Am C 2 XM S
245 TR 5 W B AT g 2 e kAT I 2 RN
LR E /TR S I R NS R 9 S R Rl | BT R 2 fars
SrIR) R, P AR SR T X (10D 5 SR 43 28 1 1
Precision %6 1 5815 1 1 B8 1) #EAT PEAR -

>

. +0
Precision :m (10)
Hor A0 RRRAE TP C K S BAEARM A B A
1O U2 43 2 28T 1 5 B C 260 S ehEA
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4.1 REXREFERLHF QM BEERNMER

B FHFEA PR CM (1 5> PCM. 4% 2 A7 i
(ITE 5 B BU G, 729 g% 5 2% R AT HE 45 4 5 3043
WA HITE B R 500 D G. 729 458 H 0 A
BT G729 MKl 10 ms, PR B A Befl
1000 4~ G. 729 i, X 26 FR 4718 3 B BEALSCR B B 2%
HCC ZOMEA. i I SCHERLS I 4 1 CNV Bk ik
XFG. 729 HEAT R B AR B 3 AN B4R A AR
A R4y AR5 7R 4T QIM Hj A Y 23 2H A% A, TR
XA PCM A8 218 S AR A ST 2T G 729 brife
() G Fe 45 9 H, 76 %5 B A~ i) LPC R E kAT
AL QIM BLH i AL (5 B SR S R
P M5 B 500 A~ G. 729 FE4 1 35 i A B X B8 IR 46 15
B BEALR RS 200 (S 2O REAR. C I I HXF Y S
S AT B U R B A B AT 3 28 4 I 5 R TN B i)
CM 4. R BEv] 73 CW . EM 1 EW $#E 4. X
4 B S 0 B A AR AR B TR & (Hybrid) %0408 48
PRI s A SCHE 5 AN ) 6 5080 4 1 P4 T 305 PR R

FHZEAL M 7 e AR G 7230 1 1F ik %
T G A 2 T 2R AT R A BB T A Y B .
HTENEEFBERKESN 10s, G 7231 @YW
KB 30ms, WA G723, 1 R4 i B
333 1.

Xif b3 B AR BOHE A e PR 75 001 C R AR K
HOXF RS ZEREAR AL % Rl 28 43 2w 1 U 2R RE AR
JBE T4 1) 25 Y0 FEAS 21 B0 3R AR B 1 PR Al U1 25
FRAF 2 4m R ER M. & 1 45 T 45 21,
& 1 %] PDFV J& i B A% 3C 05 3 3K 4% 1 B2 5 A
455,51 MECC 2l k(13 1M ik RS RS
o 25 5. IR R A SOy e 5 A4l il Al s
LEYL T SCHRLI3 M 7 ik AR & i BERE K o

10's B, 06 0 P A1 B 281 5 G 5% s 94 A ST T A
T o R X R 9894, i STk [ 131 Y 7 ik X
G. 723. 1 A L Joik A SRl - xF 5 A £ 48 S A
W RN T 60 0.

x1 BERERKA 10s BENKER
SR 4 il G. 729 E’J%Eﬁ’% ffif] G.723.1 E’J%Eﬁ/%

PDFV MFCC PDFV MFCC

cM 100. 00 94. 00 98. 40 49. 60
cwW 100. 00 88.72 96. 80 52. 26
EM 100. 00 80. 00 98. 22 54.63
EW 100. 00 77.43 97.87 56.55
Hybrid 99. 98 86. 70 98. 62 52.76

TR A A R Al R A E R B B
10's. A SCHT ] (1) & VoIP Hp I 48 g 5 1) s 46 16 &
it Y B 5 R 5 VoIP H i i i Ik J2 S5 B i » R 47 R
RS I 0 2B AT A A A S T 8 F B AG  A
S/ A7 BB &L AR IR B AT DL 2 B RS A
1 R B FRAT] A B2 T T B AE A 1 T A K
FEER AT, R b, ATTHE T SCRHE S A B K S5 RS
W PEREHEAT T PPAR.

4.2 EHEFERENKINIESRUERNZI

T VAR TR R B KON B SR I 2 R Y 5
M o S MR AN [ ) R 3 258 s i A TG X B 4
Y 10 s KB IR E i B AT 8O AL L X T
G. 729, 1 THMWIK N 10ms, 10s KEWIEE h K
BAEAE T 1000 i, FRICAT N (O<TN<C1000) /™
2 5% T 9 T RAE A A B 0. 01T XN s 1T 1Y
CM.CW.EM.EW #1 Hybrid %% 4 4. % 3% 28357 1
Bt B AT 43 28 A W U R 0T I R ME R M. 3 2
BT ONRNE & R BEEE R B (N BUAS W) D 9 Az i

45

R2 EREEANKELRE G 729 QIM REHRAME R

CM iR 45 4/ 7% CW IR I 25 25/ 7%

EM el 45 4/ /%

EW [y 45 5/ % Hybrid (#0045 48/ %%

/s PDFV MFCC PDFV MFCC PDFV MFCC PDFV MFCC PDFV MFCC
0. 10 69. 16 53. 60 65. 22 52. 26 67. 84 57.07 66. 20 52.91 74.33 58. 37
0.15 78. 14 59. 60 80. 35 57.89 78.42 63. 41 74.75 56. 80 83. 38 61.21
0. 20 85.42 58. 80 87.59 57.52 85. 57 63. 66 81.67 58.50 89. 60 61.73
0. 40 94. 61 66. 40 94.73 60. 53 94. 25 67.07 93. 56 60. 44 95.92 66. 29
0. 80 99. 40 67.60 98. 21 65. 41 99.02 77.07 98. 66 62. 86 99. 14 69. 51
1. 60 99. 90 77.60 100. 00 67.67 99. 87 75.12 99.75 67.23 99. 85 75.11
3. 20 100. 00 87.20 100. 00 73.68 100. 00 77.32 99.93 74.76 100. 00 78.92
4. 80 100. 00 89. 60 100. 00 81.95 100. 00 75.59 100. 00 75.24 100. 00 81. 54
6. 40 100. 00 89. 60 100. 00 86. 84 100. 00 76. 83 100. 00 80. 34 100. 00 84.45
8.00 100. 00 94. 00 100. 00 88. 35 100. 00 77.07 100. 00 81. 30 100. 00 86. 92

N T M LB PR T A PR RE 1B 5 4 ik
15 ANEUHE AR 7 TG D e R A 5 TR i Bem K Y
KRB MR AT LU W B TR 5 R B 3
TN o B 55 A 00 9 Ay 3 Al B 2 4R T 5 AR SO IR AE AT — I

KT HAG I B AR B0 T SCRR 13 i U7 ik s 7E il &
Fr B R 0. 40s AR SCT7 v B RE RS 18 21 A 20K I
ORI HE B R A 90 00) o T b B SCHk (13 ]/ Jr
HEARAE L 700, G X G 729 FEiE & Bo
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KB/ AR SO e PERE I AR T SCRik[(13 5 781835 A B
A A KGR 4. 8 ), AR IR 3 100 % 1) ot 5 46
A B 2R X — 2 SR [ 13 ek iR B Y.

A0 20 B T 7 1 SR AR, A BT K 0. 03 X N's 1)
Bl CM,CW.,EM . EW I Hybrid ¥4z f. %} ix &
BT B B2 AT 4 2 A8 B9 DI 2 04 40 2K v A A

3 TR R Bo KON IROR R {ED 1

100 S))
K45 5L S T S A W R 3 1 PE BE L P 6 2
or 1 T 5 AN RCHR A T 1 R R S A B R
= gol ] f % 22 ] DA% PRI T LA B 25 0 2 P B
i T A SC 7 1 16 I 55 0 e A 2 B T (L
% 1 R (134 7 325 G I o o — ELAR T 6096 CRT LA
S o J6 2 0 B AR R R D . LR IR AT RE A G 723, 1
= ] 30 ms By FRERLR T SCHR[8TH QIM B 7 1% X
50} ] WA 3 bit B B A K IR S BUR 5 1918 7
e e TR Y 51 365 PR B 5 17 7 2 e K 1 e 3 i 3

0

FRMEAE T AN Ge T 0 R AE X B S N % Uk AT
HORL I FRA. AR AR S5 158 e 4 38007 1 - AN %5 54 i
B ) 0 0 Rl » A1 I 47 8 R A5 e 1 B S G
B R AR & BUSH R BRI 65 i A SOT7 i K
0 1 5 5 90 0%

®3 EFEEFRNKELREN G 723.1 QIM BEHMER

0 0.0 0.5 0.20 0.40 0.80 1.60 3.20 480 6.40 8.00
W BUK B /s

K5 5 AEUEAER G729 QIM BR5 A I - 4 oE ff 5¢

hF G.723. 1 BOMiK K 30ms, 10s K i
R BRI T 333 WL AT N (0<CN=C333)

B K /s CM #6545 58/ %6 CW (60 45 5%/ Y6 EM (#6045 5/ %4 EW B4 25 5%/ % Hybrid ()6 0 45 5%/ %
/3 PDFV MFCC PDFV MFCC PDFV MFCC PDFV MFCC PDFV MFCC
0. 30 52.79 56. 80 45. 95 54. 14 44,74 50. 24 45. 69 47. 82 49. 71 48. 80
0. 60 55.48 52. 40 46.52 51. 88 49.75 50. 98 50. 60 50.73 53. 96 50. 45
1. 20 57.48 56. 80 51.12 47.74 56.47 52. 44 60. 74 55.10 68. 37 48.73
2.40 71. 85 54. 40 64. 56 51. 50 80. 01 52. 44 74. 27 52.18 80. 18 52.47
3. 60 87.62 51. 20 80. 45 51.13 85. 81 53.91 87.10 53. 64 88.78 52.02
4,50 89. 42 50. 00 85. 90 56. 39 90. 95 53.17 89. 44 53. 88 91. 70 51.79
6. 00 92.61 57. 20 90. 97 53. 38 93. 82 51.95 94. 23 53.40 95.12 53. 44
7.50 96. 10 50. 00 94. 73 57.89 95. 90 52.68 97.02 52.43 97.23 52.32
9. 00 97. 90 51. 20 95. 86 53. 38 97.31 49. 02 97.63 55.10 98. 09 53. 14
100 T - -
—&6—— PDFV 5 15N Z:E
—24A—— MFCC
90
2% S0 A T R A A R QIM A
= oof Y U T R R 7 . AR SC % B — B VE P
e 2 HL A3 A A8 A Y4 5 T R G A B AR SR T
§-E - Lra=q N / N Ay
2™ TR S B S K D GE RO L R
N YA RN T RS R U4 2 58 5 0 T I A Y
- 0 Vi Y Y e N
- AT A L, AR S0 7 1 R A L A5 %6 5 1 e
ol A V% T EL A8 T TR 4 2 1 S I I, S BT %
FE G5 1 T 9 0 M 5 . A S T R TSR
10 03 06 12 24 36 45 60 75 0.0 [y 1) d3t 25 ) 32 5 3K ML oy JE A T 2 A O
BRI s 7 VR B U 2 JE AR S T A SC R BA S K
B 6 5 KRR G. 723, 1 QIM B 5 46 - 44 e 1 % . ARSI N RS K AR T — o i A
AR RS20, A 305 P 6 T T S 8 4 {15 3 “ .
s X X

SR gt 2 R QIM RS B REAT RCR I L A I 1
REZL AL T I S Ak il BT 3%
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low bit-rate audio compression coding.

This paper proposes a novel method for QIM steganog-
raphy detection. Based on the speech generation and com-
press coding theory, this paper firstly gives deep analysis of
the possible significant feature degradation caused by the
QIM steganography in audio compressed stream. And then,
it presents the statistical models to extract the significantly
changed features in the compressed domain. By combining
the extracted features with supervised learning classifier, this
paper builds a high performance detector towards the QIM
steganography in low bit-rate compressed audio stream.
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