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A New Malicious Nodes Attack-Resistant Security Location Method in
Wireless Sensor Network

YE Miao WANG Yu-Ping
(School of Computer Science and Technology . Xidian University , Xi'an 710071)

Abstract It is crucial that wireless sensor nodes should be properly located to facilitate the oper-
ation of the whole network. When wireless sensor network is exposed in malicious and dangerous
environment, attackers may attack the nodes in the location process and cause incorrect location
results which may lead to the complete breakdown of the entire network. The sensor location
probability model based on maximum likelihood estimation is one of the commonly-used location
models. However, it has two flaws. First, it usually treats the standard deviation of the received
signal strength (RSS) as constant to lower the calculation complexity, which affects the accuracy
of location. Second, it is not secure enough. Under malicious node attack, this model usually
cannot fulfill its location function. This research generalizes the functional relations between RSS
standard deviation and distance through fitting test data and thus fixes the first problem. To
tackle the second problem, this research analyzes the reasons behind the failure of location under
attack and thus improves the probability formula of node location, and designs a new sensor node
location probability model based on the characteristics of variant variance. As this new model is a

highly nonlinear characteristic global optimization problem that is difficult to work out, this
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research has designed a new and effective evolutionary algorithm and proven its global conver-

gence. In tests using public datasets and actual experiments, the designed model and algorithm

are finally proven to be able to fulfill secure location of the nodes on the premise that the accuracy

of location is guaranteed.
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Background

It is crucial that wireless sensor nodes should be proper-
ly located to facilitate the operation of the whole network.
When wireless sensor network is exposed in malicious and
dangerous environment, attackers may attack the nodes in
the localization process and cause incorrect location results
which may lead to the complete breakdown of the entire
network.

A voting-based algorithm (Vote) is one of the most typ-
ical location algorithms to improve network security. This
paper addresses the drawbacks of the invalidity of the proba-
bility-based maximum likelihood location method under the
circumstance of malicious attack and that of the uncertainty
of the size of cells in grid-based Vote. It first establishes a
more close-to-reality RSS-based variant variance (VV) prob-
ability model. After analyzing the security flaw of the proba-
bility-based maximum likelihood location method, this paper
adopts Vote in designing featured VV probability-based sen-
sor network security location model. Considering the difficul-
ty in working out the object function with the highly nonlin-

ear characteristic in this location model, this research takes a
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location approach using probability maximum with evolutionary
algorithm which more corresponds to the communication
characteristic of the sensors to find out the maximum likeli-
hood point. In this way not only the malicious location refer-
ences can be filtered, but also the malicious nodes should be
detected. This paper continues to prove the convergence
through stochastic process. When simulated in public data-
sets and implemented in realistic scenarios, the results con-
firm that this proposed VV probabilistic model and designed
algorithm, under the premise of achieving location accuracy,
can in effect accomplish the security location of nodes and the
detection of malicious nodes and can also avoid the overload
of computation in the Vote as a result of the overly divided
cells for the purpose of increasing accuracy.
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