H35 % A9 it " HL =2 Eire Vol. 35 No. 9
201249 A CHINESE JOURNAL OF COMPUTERS Sept. 2012

P % 3 it 58 F03% £ B8 B XS &Y iR U &

KR # W TAKAGI Tsuyoshi’
VORI KRB M 510642)
D BTG EHITHLE . 79%  710072)
D OUMKE TALBCERIICRE 0 8190305 HAD

M OE PUEHIME RN RS F R (DB E B O U A R e Soh it
T AU i 10 R0 1 R RO B T 5 1k 7 8 PR RN SRS R A A 0% S 0 A ) OF R PRI R A
REI. TE R RGN T LSBT 8 4 2 W A S 09 32 55 41l 8 AR P o 9T o 5 it R 0 4 7 58 T s ME A
TR BT A8 T BRSO W 107 A2 ax bk TR )M 1 07 S 3 R S B T R A i R
i S B R AT LA IA B 73 00 1 T 5 S, LA S 0 0 T R T

KR RO 5 U5 5 A ] PO s RUR U 5 nl I 4
HEESES TP309 DOI 5 10.3724/SP. J. 1016. 2012. 01856

Master-Key Leakage-Resilient and Continue Leakage-Resilient
Functional Encryption in Dual Affine Spaces

ZHANG Ming-Wu"” 2  YANG Bo” TAKAGI Tsuyoshi®

D (College of Information . South China Agricultural University , Guangzhou 510642)
2 (School of Computer Sciences, Shaanxi Normal University, Xi'an 710072)
P (Institute o f Mathematics for Industry ., Kyushu University, 819-0395 Fukuoka, Japan)

Abstract A leakage-resilient cryptosystem considers that an attacker is able to learn partial in-
formation about some values used throughout the lifetime of the system. Leakage-resilient en-
cryption guarantees that the scheme is semantically secure even though the attacker has the abili-
ties in obtaining bounded private keys and/or master keys. In this paper, we propose a leakage-
resilient functional encryption in dual affine spaces that encryption policies and decryption roles
are specified as affine (sub)spaces. Also, both encryption policies and decryption roles can per-
form delegation functionalities, which are flexible and expensive in practical applications. The
proposed scheme can tolerant the bounded leakage in masters keys and private keys. We prove
the security under the static subgroup decision assumptions in the standard model. Meanwhile,
we analyze the tolerant bound and leakage ratio, and benefit the property of fine-grained leakage

resilience.
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Background

Traditionally, most security definitions assume that no
information about the secret key is leaked. Otherwise, the
security is broken. However, this is not practical due to un-
expected attacks. Taking side-channel attacks as example,
an adversary may attain the information about the internal
state or the key from a hardware device (such as memory.
communication cable, wireless channel etc), and then uses
this information to break the security of a cryptographic
primitive. In order to tolerant the possible key leakage, leak-
age-resilient cryptography models a class of leakage output
by allowing the adversary is able to specify a computable
leakage function and obtaining the partial keys or other possi-
bly internal states from the output of function. An encryption
scheme is semantically leakage-resilient secure if the adver-
sary is able to gain the partial information about private keys
or master keys.

In a delegatable encryption scheme, the delegation has
the partial order relation such as reflexivity, antisymmetry

and transitivity. We use a special algebra structure of partial

order relation—affine space—as encryption policy and de-
cryption role to construct a delegatable encryption scheme. In
particular, the encryption policies and decryption roles are
specified as the affine subspace and the delegations are de-
fined as affine transformations over the affine spaces. Our
scheme is leakage-resilient that supports the private key
leakage resilience and the master key leakage resilience. Es-
pecially, the scheme is simplified as an IBE or HIBE when
the affine subspace is reduced as a point vector in affine
space. We prove the security from the technique of dual sys-
tem encryption and statistical indistinguishability of orthogo-
nal subspaces. We also give the leakage performance and
show it gains approximate 73% leakage ratio.
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