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Abstract  Piccolo was proposed at CHES 2011 as a lightweight block cipher with block size 64-
bit. The key size of Piccolo is 80-bit/128-bit, and the corresponding round number is 25/31. Pic-
colo adopts a variant of generalized Feistel structure, and its round transformation consists of the
round function S-P-S and the round permutation PR. The designers show that Piccolo is resistant
against most classical attacks, such as differential and linear cryptanalysis. This paper presents a
first differential fault analysis on Piccolo-80 based on the random nibble-oriented fault model by
treating the S-P-S function as a Super Sbox. Both the theoretical analysis and the experimental
result demonstrate that the key space can be reduced from 80-bit to about 22-bit by injecting a
fault at the first and third register in the 24th input respectively. This indicates that cryptograph-

ic devices supporting Piccolo should be carefully protected.
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Background

Due to the rapid and large development of low resource
devices such as RFID tags and sensor nodes which need cryp-
tographic algorithms to provide security and privacy, light-
weight block ciphers received a lot of attention in recent
years. There exist many lightweight block ciphers such as
PRESENT, MIBS, LBlock, Piccolo, LED etc.

usually implemented in special hardware or software environ-

which are

ments. Hence, they may suffer from a kind of physical at-
tacks—the so-called fault attack.

Fault attack is where the adversary could actively disturb
part of the internal states, or cause calculation errors during
the execution of a cryptographic algorithm. The idea of using
faults to break the cryptosystems was introduced by Boneh et
from Bellcore in 1996. They showed that in the RSA-
CRT setting, a single computational mistake can completely
In 1997,
Biham and Shamir extended such idea and proposed the meth-
od of differential fault analysis (DFA), and applied it to DES
successfully. Since then, DFA had been applied to many oth-
er block ciphers, such as AES, Camellia, CLEFIA, IDEA,
SMS4, PRESENT, Keeloq, etc. By introducing some faults

to the states during a normal execution of a cryptographic

al.

break the scheme by factoring the public key.

algorithm, this kind of attack can derive the information
about the secret key by differential analysis based on both the
right and wrong outputs of the target algorithm.

At CHES 2011, a new ultra-lightweight block cipher
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Piccolo was proposed by Shibutani et al. Piccolo has great
hardware and software performances, and its energy cost per
bit is very low. It achieves both high security and extremely
compact implementation. The key size of Piccolo is 80-bit/
128-bit, and the corresponding round number is 25/31. Pic-
colo adopts a variant of generalized Feistel structure, and its
round transformation consists of the round function S-P-S
and the round permutation PR. The designers show that Pic-
colo is resistant against most classical attacks such as differ-
ential and linear cryptanalyses. At ISPEC 2012, Wang Yan-
feng et al. presented a biclique cryptanalysis of the full round
Piccolo-80 without postwhitening keys and 28-round Piccolo-
128 without prewhitening keys by analyzing the distribution
of the subkeys.

This paper presents a first differential fault analysis on
Piccolo-80 based on the random nibble-oriented fault model
by treating the S-P-S function as a Super Sbox. After intro-
ducing 1 fault in the first and third register of the input of the
24th round respectively, the keyspace can be reduced from
80-bit to about 22-bit. This indicates that cryptographic de-
vices supporting Piccolo should be carefully protected.

Our work is supported by the National Natural Science
Foundation of China (61103192, 61070215), and the Open-
ing Projector of State Key Laboratory of Information Security
(01-02-5). One aim of these projects is to evaluate the secur-

ity of block ciphers.



