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Abstract  Protocols for gateway-oriented password-based authenticated key exchange (GPAKE)
allow a client and a gateway to establish a common session key with the help of an authentication
server. GPAKE protocols are suitable for mobile communication environments such as GSM and
3GPP. To date, only a few GPAKE protocols are known. Most of them are either proven secure
in the random oracle model or only have heuristic security arguments. In this paper, we use a
modular approach to propose a general framework for constructing GPAKE protocols in the
standard model. Our framework is more secure than related GPAKE protocols in the sense that it
can achieve mutual authentication and resist undetectable on-line dictionary attacks. Another ad-
vantage of the framework is that we can obtain various efficient GPAKE protocols under the DDH

assumption, the Quadratic-residuosity assumption and the N-residuosity assumption.
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Key exchange protocols are fundamental for establishing
secure communication channels over public insecure net-
works. Gateway-oriented password-based authenticated key
exchange protocols (GPAKE) take into account the presence
of firewalls when clients communicate with authentication
servers using passwords. It brings the PAKE problem closer
to practice. GPAKE allows a client and a gateway to estab-
lish a common session key with the help of an authentication
server. GPAKE protocols are suitable for mobile communica-
tion environments such as GSM (Global System for Mobile
Communications) and 3GPP (The Third Generation Partner-
ship Project). Due to its practical importance, researchers
pay more and more attention to GPAKE protocols.

Existing GPAKE protocols either are proven secure in

the random oracle model, or have no security reductions.
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Moreover, all known GPAKE protocols either are vulnerable
to undetectable on-line dictionary attacks, or are claimed to
be secure against the undetectable on-line dictionary attack
without rigorous proofs. In order to improve research on
GPAKE protocols in the standard model, we propose the
first general framework for GPAKE protocols in this paper,
and prove its security under standard assumptions. The
design and the proof of the framework are conducted using
high-level cryptographic tools. The framework can be instan-
tiated under the DDH assumption, the Quadratic residuosity
assumption and the N-residuosity assumption to obtain vari-
ous efficient GPAKE protocols in the standard model. We
formally prove that our general framework for GPAKE pro-
tocols in the standard model can resist the undetectable on-
line dictionary attack. Our framework only needs 6 message
flows to resist on-line dictionary attacks, which is quite effi-
cient, Although it has higher computation and communication
costs than related schemes, the complexity costs are accepta-

ble consider the fact that our framework can be proven secure

in the standard model.



