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Abstract In this

Stream cipher Trivium is one of the seven finalists of the eSTREAM project.
paper, we apply linear cryptanalysis to the simplified Trivium with the initialization of 288
rounds. The equation, which involves the key bits, initial vector bits and the first keystream bit
in linear approximations for 288-round Trivium of Turan, is corrected. In addition, when special
Key bits and IV bits are allowed to be chosen, the algorithm to search the linear approximations
with the biggest linear bias is presented. Based on this algorithm, 3 linear approximations with
the same linear bias 2~ *are found, which is better than Turan’s 277,
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0 %) 20 101110131025 126 1031 1032 135 1U38 1040 1041 1V49 1054 1U58 162 1067 1070 1071 1073 1076 1077 2799-98
1 ke 20 10111013125 1V26 1U31 1U32 1U35 1V38 1V40 1V41 1019 LU50 LU54 158 1V62 1V67 LV70 1071 LU731U76 278615
2 ksg ki 20 1U111U13 1025 1V26 1U31 LU32 1035 1U38 LU40 LU4] LU49 L5350 LU54 LU58 LUs2 LUG7 LU0 LU71 LU73 176 2—33.49
3 kss ks ke 20 1011 1013 1025 1026 1031 132 1035 1038 1040 111 1049 1050 V54 1058 1062 (V67 170 1071 1073 1076 230,41
4 ks kaokys ks 20 101110131025 £V26 1031 1032 135 1V38 1040 1041 £V19 1U50 1054 58 1062 1067 1070 LV71 10731076 2- 4
5 ks kiokis ke kes 17 111 1013 1025 131 132 1035 1038 £V10 1041 1050 U5 1V58 1062 167 1070 1071 1073 2-%
6 kizksgkio kuskeskes 17 1011 1V13 1025 1031 1032 135 1038 1040 1041 LU50 LV54 LU58 1062 1V67 LV70 1071 1073 27
7 kizkigksskio kaskeikes 16 101110131025 131 1U35 1V38 1010 10411050 1U54 1U58 V62 1V67 1V70 10711073 72'1
8 kizkigksskiokas kigkeikes 16 101110131025 131 1V35 1V38 1010 1V41 150 1U51 1058 162167 LV70 1V71 1073 272
9 kiskigkss kiokiskss ksskekes 15 101110131025 1U31 1035 1038 140 1041 £U50 1V54 1058 162 1067 1070 1073 2-2
10 ks kigkosksskiokiskis kssksikss 15 1011 10131025 1031 1035 1U38 110 LU111U50 1051 1V58 1 U62 1U67 LU70 1U73 2720

27 FR % 2

Background

The initialization processes of stream ciphers are our
main research areas, due to the secure faults often existing in
this stage. With trying all kinds of attacks on the ciphers,
the secure faults in the initialization process are hoped to
found. Based on our analysis, some secure suggestions are
hoped to presented, to improve the design and to enhance the
security of ciphers.

For some ciphers, such as SNOW2.0, Trivium, Py-
family. Salsa20 and so on, our analysis results have been
published. Stream ciphers SNOW2. 0, Trivium, Py and Sal-
sa20 are all submitted to the eSTREAM project. We point
out that SNOW2. 0 can’t be against the Guess and Determine
Attack, that some differential chains with high possibility in
Trivium can be found by a differential cryptanalysis based on
automatic deduction, that improved related-key attacks on
the Py-family of stream ciphers are presented by extending
the least significant bitwise distinguisher to a word-based dis-
tinguisher, and that the differential algebraic analysis tech-
niques can obtain the best result on 5-round Salsa20.

In general, the results above are based on our careful

analysis on the initialization process of these ciphers with try-

ing all kinds of attacks. So it is very important to analyze the
initialization for ensuring the security of stream ciphers.

In this paper, we apply linear cryptanalysis to the sim-
plified Trivium with the initialization of 288 rounds. Trivium
is a hardware-oriented stream cipher designed in 2005 by
Canniere and Preneel, and has been chosen as one of the final
ciphers by eSTREAM project. It is well known that Trivium
is on the edge of low cost and compactness, with a simple
and elegant structure. Although Trivium has attracted a lot
of interest, there are no any standard attacks faster than the
exhaustive attack, except for side-channel attacks. For the
simplified Trivium, Turan et al found one linear approxima-
tion with bias 27°'. In this paper, the equation, which in-
volves the key bits, initial vector bits and the first key stream
bit in linear approximations of Turan, is corrected. In addi-
tion, when special Key bits and IV bits are allowed to be cho-
sen, an algorithm to search the best linear approximations is
presented. Based on this algorithm, 3 linear approximations

5

with the same linear bias 27 %" are found, which is better than

Turan’s, and our results are the best so far.



