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Abstract  In traditional integral cryptanalysis, the integral distinguisher was with probability 1.
Knudsen once mentioned: “Integrals can be probabilistic just like differentials”, but there was no
further research afterwards. In this paper, we study deeply into this problem. Firstly, we intro-
duce the method of Probabilistic Integral Cryptanalysis, and then we testify the validity of this
method both in theory and experiment. For block cipher which contains S-boxes, it is proved
that the closer the differential uniformity of S-boxes gets to random probability, the stronger the
resistance of the block cipher to probabilistic integral cryptanalysis is. Finally, we point out that
the techniques of higher order differential cryptanalysis do not work in probabilistic integral
cryptanalysis, for the reason that the probability of integral characteristic regresses toward the
random probability with increment of the number of sum variables. Furthermore, after the exper-
imental probabilistic integral cryptanalysis of two block ciphers LBlock and AES, we come to a
conclusion that most of existing modern block ciphers is immune to probabilistic integral crypta-

nalysis.
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Background

Integral cryptanalysis is a chosen-plaintext attack.
which was first used to attack block cipher Square, so inte-
gral cryptanalysis is also called Square attack. In 2002,
Knudsen and Wagner first proposed the definition of integral
cryptanalysis and used it to attack block cipher Rijndeal. In
2008, Muhammad et al. presented bit-pattern based integral
attack and used it to attack Noekeon, Serpent and PRES-
ENT. So far, the integral attack applied to many kinds of
block ciphers, such as IDEA, Camellia, MISTY1 and so on.
Integrals have many interesting features. They are especially
well-suited in analyzing ciphers designed with primarily bi-
jective components. Moreover, they exploit the simultaneous
relationship between many encryptions, in contrast to differ-
ential cryptanalysis where only pairs of encryptions are con-
sidered. Consequently, integrals apply to a lot of ciphers
which are not vulnerable to differential and linear cryptanaly-
sis. These features have made integral an increasingly popu-

lar tool in recent cryptanalysis work.
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In traditional integral cryptanalysis. the integral distin-
guisher was with probability 1. Knudsen once mentioned:
“Integrals can be probabilistic just like differentials”, but
there was no further research afterwards.

In this paper, we study deeply enough into this prob-
lem. We introduce the method of Probabilistic Integral
Cryptanalysis, and testify the validity of this method both in
theory and experiment. For block cipher which contains
S-boxes, we prove that the closer the differential uniformity
of S-boxes gets to random probability, the stronger the re-
sistance of the block cipher to probabilistic integral cryptanal-
ysis is. We also prove that the techniques of higher order dif-
ferential cryptanalysis do not work in probabilistic integral
cryptanalysis. Furthermore, we examine the resistance of
LBlock and AES against probabilistic integral cryptanalysis,
and come to a conclusion that most of existing modern block

ciphers is immune to probabilistic integral cryptanalysis.



