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Abstract  Aiming at the vulnerability under quantum attacks and the inherent key escrow prob-
lem of the existing ID-based multi-receiver signcryption schemes, we propose an efficient certifi-
cateless multi-receiver signeryption scheme (CLLMSC), which is based on the multivariate public
key cryptography (MPKC). The new scheme can not only avoid the inherent key escrow problem
in the identity-based cryptographic system,but also have the advantage of MPKC, that is, it can
withstand the quantum attack. The proposed scheme does not require any pairing operations in
signcrypting a message for any number of receivers. Therefore, compared with the existing sign-
cryption schemes, the proposed scheme is more efficient, and thus it is suitable for terminals
which have lower computation capacity like smart card. Finally, we prove its semantic security
under the hardness of Multivariate Quadratic (MQ) problem and its unforgeability under the Iso-
morphism of Polynomials (IP) assumption in the random oracle model respectively. The proposed
scheme also has the security properties of non-repudiation, forward security, backward security

and the recipient privacy protection.
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velopment and application of the secure multicast. The new
scheme can not only avoid the inherent key escrow problem in
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can withstand the quantum attack. In addition, our scheme
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nals which have lower computation capacity.
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