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Abstract It is highly undetectable of steganographers who avoid utilizing public sources of ima-
ges or steganographic schemes. In such scenario where steganalysers have little priori knowledge
about steganographers, clustering is more practical. Ker proposed a MMD-based clustering
scheme to distinguish steganographers from innocent actors after comparisons in various configu-
rations and indexes. MMD merely considers the distance between centers of samples from two
classes, but ignores the fact that aggregation how samples gather around their centers does affect
the separability. Hence, its accuracy needs improvement. To increase the detecting rate further,
we propose a clustering based steganalytic scheme using kernel Fisher discriminant indexes
(KFDI) as the dissimilarities of samples. We firstly extract the calibration features PEV274 and
have them normalized. Then, we calculate the KFD indexes between samples to form the distance

matrix. Finally, hierarchical clustering is proceeded with bottom-up iteration where we used the
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center of gravity as the center for the new gathered clusters. KFDI considers not only between-

class variances that maximum mean discrepancy concentrates on, but also within-class variance

that affects the aggregation between classes. Experimental results show that our scheme obtains a

high increase in accuracy under low embedding rates, about 30% at most, but a little decrease of

no more than 5% under high embedding rates. The key contribution of this paper is to propose a

more reasonable indicators and steganalytic method based on the KFDI, and we raised the average

accuracy of existing methods.
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Background

Steganography is an art and science of hiding information
such that its presence cannot be detected, while steganalysis
refers to the analysis of intercepted signals to determine
whether they contain hidden messages. Since researchers
have made much effort on steganalysis with many conditions
known, blind steganalysis which have no idea of what kind of
steganographic scheme or embedding rates are used. Ker
proposed an approach on hierarchical clustering with centroid
linkage via maximum mean discrepancy (MMD) to decide the
most suspicious actor. But the accuracies need improvement.
In this paper. we proposed clustering via kernel Fisher dis-

criminant index (KFDI) to achieve higher accuracies, espe-

SHENG Ren-Nong. born in 1969, M. S. , associate pro-

fessor. His main research interests focus on signal processing.

cially in low embedding rates. The authors of this paper en-
gaged in the field of information hiding in the National Natu-
ral Science Foundation of China (NSFC) and other projects
funded by government agencies. We explored the accuracy of
detecting steganography in more realistic scenarios, in NSFC
No. 61170281, etc. We have obtained some patents and pub-
lished papers. The contributions of this paper are on three
folds: (1) The impact of within-class variances in measuring
the distance between clusters is emphasized; (2) A more ac-
curate steganalytic clustering is proposed; (3) It’s more
practically useful when there is little knowledge about the

steganographers.



