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Abstract  Aiming at the efficiency and security weaknesses that exist in the identity-based ring
signature schemes, using the method of bilinear pairing, this paper propose a new construction of
identity-based ring signature scheme. This scheme is existentially unforgeable against adaptive
chosen message attacks in the standard model, and can achieve unconditional anonymity. The
new scheme, with constant size signatures, only needs three pairing operations. Compared with
other existing schemes, this construction can provide better efficiency in terms of the communica-
tion cost and computation cost as well as the security guarantee, thus it can more satisfy the

application requirements.
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Background

A ring signature scheme allows a signer to sign on behalf
of a group of users, that so called ring, on his own choice,
and group members can be totally unaware of being conscrip-
ted in the group. Any verifier can be convinced that the sig-
nature has been generated by one of the ring members, but
the actual signer cannot be discovered. Ring signatures pro-
vide signer anonymity in a very stronger sense. In contrast to
group signatures, the anonymity of the signer cannot be
revoked. At the same time, ring signature schemes are very
flexible as no central management is needed. Ring signature
schemes could be used for whistle blowing, anonymous mem-
ber ship authentication for ad-hoc groups and many other ap-
plications which do not want complicated group formation
stage but require signer anonymity.

Identity-based (ID-based) ring signatures, combining
the property of ring signature and ID-based signature, are
first formally introduced by Zhang Fang-Guo and Kim King
in 2002, and several constructions of ID-based ring signa-
tures have been proposed. Recent advances in this area focus
on the design of scheme where the signatures have constant
length. Wang Ling-ling et al. proposed the first ID-based
ring signature scheme using the technology of accumulator.
However, their construction is only secure in the random or-

acle model. Bellare et al. proved that some cryptosystems
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previously proved secure in the random oracle model are actu-
al provably insecure when the random oracle is instantiated
by any real world Hashing functions. Thus, it is natural to
design a practical scheme provably secure without requiring
random oracle, that is, secure in the standard model.

Independent of Wang Ling-Ling et al. ’s work, Au Man
Ho et al. also presented a constant size ID-based ring signa-
ture scheme which is secure in the standard model. The main
drawback in their construction is that this scheme is only
secure in a much weaker security model: the selective identity,
selective chosen message attack model. In addition, the
private key size in their scheme is also very large.

This paper proposed a constant size ID-based ring signa-
ture, which is existentially unforgeable against adaptive chosen
message attacks. and can achieve unconditional anonymity.
Compared with other existing schemes, this construction can
provide better efficiency in terms of the communicational cost
and computational cost, thus it can more satisfy the
application requirements.

This work is supported by National Natural Science
Foundation of China (Nos. 61170278, 91118006), Key Sci-
and Technological of
(No. 092101210502) and the Open Foundation of the State

Key Laboratory of Information Security (No. 01-02-8).

entific Project Henan Province



