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Abstract A black-box secret sharing scheme (BBSSS) differs from an ordinary linear secret sha-
ring scheme over finite field. It works in exactly the same way over any finite Abelian group, as it
only requires black-box access to group operations and to random group elements. In particular,
there is no dependence on e. g. the structure of the group or its order. Until now, the efficient
BBSSS for non-threshold access structure has not been constructed. In this paper, we give an ap-
proach to construct BBSSS for some non-threshold over arbitrary Abelian group by making use of
the technique of monotone span scheme (MSP). First, we introduce the notation of weak MSPs
and give the technique to construct the MSP based on weak MSPs. Then, we construct a pair of
coprime weak MSPs by using the MSP over rational field and the MSP over finite field. Finally,
we construct an efficient non-threshold BBSSS such as BBSSS for disjunctive multi-level access
structure. Our new scheme can be applied to construct the new secure multi-party computation
protocol over rings, linear integer secret sharing scheme, and distributed RSA signature for dis-

junctive multi-level access structure, and new zero-knowledge protocol.
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structure; secure multi-party computation; distributed RSA signature
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Background

The idea of black-box secret sharing was first considered
by Desmedt and Frankel. The original motivation for looking
at black-box secret sharing was their application to threshold
RSA. Later, Cramer et al. further studied this problem and
proposed the notation of black-box secret sharing scheme
(BBSSS). Desmedt and Frankel and Cramer et al. construc-
ted BBSSS for threshold access structure. Cramer and Fehr
gave the relations between BBSSS and monotone span pro-
grams (MSP) over rings. Zhou researches the relations be-
tween ideal BBSSSs and Universally ideal homomorphic se-
cret sharing schemes and matroids. King studied the random-
ness complexity of BBSSS.

There are many important applications of BBSSS in the
constructions of cryptography protocols. Cramer et al. con-
structed a black-box ring multi-party computation protocol
based on BBSSS. Cramer and Damgérd discussed its applica-
tion in zero-knowledge. Damgard and Thorbek constructed
linear integer secret sharing scheme (LLISSS) based on it, and
constructed distributed RSA protocol based on the resulting
LISSS. Additional, Hu and Zhou constructed better multi-
party protocol for computing inverses over modulus by using
LISSS. Therefore, BBSSS is very worthy of study, taking
into account the value of its application.

However, only the efficient threshold BBSSS was con-
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structed by Cramer et al. and the efficient BBSSSs for non-
threshold access structure have not been constructed until
now. Although Cramer and Fehr translated the construction
of BBSSS into the construction of MSP over rings, and it can
be said that they already gave the necessary and sufficient
conditions to construct BBSSS, but they didn't gave the tech-
nique to construct the MSP over rings.

Hence how to construct efficient BBSSSs realizing non-
threshold access structures is still an unresolved problem.

In this paper, we give an approach to construct BBSSS
for some non-threshold access structure over arbitrary Abe-
lian group by making use of the technique of MSP, and con-
struct an efficient non-threshold BBSSS for disjunctive multi-
level access structure. Our new scheme can be applied to
construct the new secure multi-party computation protocol o-
ver rings, linear integer secret sharing scheme, and distribu-
ted RSA signature for disjunctive multi-level access struc-
ture, and new zero-knowledge protocol.
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