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A Petri Net Based Approach to Covert Information Flow Analysis

ZHOU Cong-Hua JU Shi-Guang

(School of Computer Science and Telecommunication Engineering , Jiangsu University , Zhenjiang, Jiangsu 212013)

Abstract  The covert information flow analysis is a key problem in developing high secure sys-
tems. In this paper Petri net is used to model the dynamic behavior of the secure system. A con-
dition characterizing the existence of the covert information flow in Petri net is proposed, and two
kinds of net structures are proposed for judging the condition such that the covert information
flow could be searched in the structure level. Based on the reachable graph of Petri nets, an algo-
rithm for deciding the condition is proposed, and it follows the idea of noninterference. However,
it avoids using the unwinding theorem and distinguishing the equivalent states. In addition, the
algorithm is based on the depth first search strategy such that it avoids constructing the global
reachable graph. For complex secure systems, we analyze how the composition operating of Petri
nets influences the covert information flow such that the complexity of analyzing the large system

is reduced.
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The covert information flow is considered as a threat to
information leaks. Their detection is considered as an impor-
tant task that should be automated as much as possible. In
recent years there has been an increasing interest in covert in-
formation flow analysis. One of the reasons for the increase
is that covert information flow analysis is a part of the evalu-
ation criteria used by the National Computer Security Center
to classify secure systems.
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identification. However, none of them is effective. Specially,
the main difficulty in the noninterference approach is that it de-
pends on unwinding theory. The object of the paper is to mod-
ify the noninterference approach such that it can avoid using
the unwinding theorem. A Petri net based approach to identif-
ying convert channels is proposed in this paper. Its main idea is
to model secure systems as safe Petri nets, and analyze the
covert information flow from two aspects: structure character
of Petri nets and its dynamic behavior. It is always very diffi-
cult for analyzing the complex system. In this paper we further
propose that the covert information flow in complex system can
be analyzed by composition approach. We discuss the effect of
some composition patterns including sequence, choice, repeti-

tion, etc, for the existence of covert information flow.



