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Abstract  Inspired by the idea of the certificateless designated verifier signature, we propose the
notion and security model of the certificate-based strong designated verifier signature (CBSDVS).
Then, we construct the CBSDVS scheme and analyze the computation cost and communication
bandwidth of our scheme. Furthermore, we prove that our scheme is existentially unforgeable
against adaptive chosen message attack under the assumption of the gap bilinear Diffie- Hellman
problem in the random oracle model. The proposed scheme partially solves key escrow problem in
identity-based designated verifier signature. In addition, the proposed scheme has low communi-

cation bandwidth and can resist against key replacement attack.
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In 1996, Jakobsson, Sako and Impagliazzo proposed the
concept of designated verifier signature (DVS). In a DVS
scheme, signer can designate a single party, i. e. the desig-
nated verifier and only this designated verifier who can be
convinced about its validity or invalidity of the signatures.
Furthermore, signer can not completely control the signa-
ture. It solves the problems that anyone can verify signature
in traditional signature and signer can completely control the
signature in undeniable signature. In 2003, the conception of
designated verifier signature was extended to strong designat-
ed verifier signature (SDVS). SDVS scheme have an addi-
tional property that anyone should be able to produce an iden-
tically distributed transcripts that are indistinguishable from
the original protocol that is run between the signer and the
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The existing schemes are in traditional public key crypt-
osystem, identity-based public key cryptosystem and certifi-
cateless public key cryptosystem. However, in traditional
setting, it is very complex to manage certificate. In order to
solve this problem, identity-based SDVS was proposed by
Susilo et al. in 2004. In the identity-based cryptography, the
private key generator (PKG) can generate the private keys of
all its users, and hence, the private key escrow becomes an
inherent problem. Moreover, the private key must be sent
over secure channel, which makes private key distribution a
daunting task. In the certificateless cryptography, it also
must use secure channels. In Eurocrypt 2003, Gentry intro-
duced the notion of certificate-based encryption. The certifi-
cate-based cryptography preserves advantage of the above
cryptography and overcomes disadvantage of them. There-
fore, research on the certificate-based designated verifier sig-
nature is an interesting research topic.

In the paper, the authors propose the notion and security
model of certificate-based strong designated verifier signature
(CBSDVS) and construct the CBSDVS scheme. The scheme
is existentially unforgeable against adaptive chosen message
attacks under the gap bilinear Diffie- Hellman assumption in
the random oracle model, and solves the inherent problem in
traditional public key cryptosystem, identity-based public key

cryptosystem and certificateless public key cryptosystem.



