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Abstract Performance is a most important problem to Direct Anonymous Attestation Scheme in
TCG. It is very necessary and important to analyze and measure performance to every entity
quantitatively for optimizing DAA. In this paper, DAA protocol is first analysed detailedly, and
then a new performance measurement method, called Normalized Statistics method, which takes
the machine period as the basic performance unit, is put forward. When using this method, all
complex calculates in DAA protocol must be found out and statistic, and better algorithms to ev-
ery complex calculate are chosen, moreover, to each algorithms, we need to compute the sum for
each basic operation, such as multiplication of single big integer, addition of single big integer,
reading and writing memory, and so on. Finally, the every entity performance and the whole per-
formance burden in DAA, whose unit is the machine period, are summed. The theoretical analy-
sis results show that the performance estimate is exact, meticulous and effective by this method
which is independent of actual platform. For proving availability of the method, we apply it to es-

timate performance of other one DAA scheme.
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Background

Performance estimate of Direct Anonymous Attestation
Scheme is important problem for trusted Computing, which
is the focus of researches in information security field.

Performance problem is a most important problem to Di-
rect Anonymous Attestation Scheme in TCG. The original
DAA scheme’s computation, is much more complex than the
Privacy CA, is based on the modular exponentiations, modu-
lar squarings and multiplications, of which the great problem
is complex and great time consumption. Due to the limited
computing power of the TPM, the complexity of the DAA
protocol is not only to the disadvantage of its practical appli-
cation, but also to seriously hinder development of trusted
computing widely and deeply. So the study of a simpler and
more efficient DAA protocol is very significant, It is very
necessary and important to analyze and measure performance
to every entity quantitatively for optimizing DAA.

Currently, performance estimate of Direct Anonymous
Attestation Scheme generally takes on “simulation method”
or “operator statistics method”, but these two methods can’t
exactly estimate the performance of DAA.

In this paper, a new measurement method, called Nor-

malized Statistics method, which takes the machine period as
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the basic performance unit, is put forward. When using this
method, all complex calculates in DAA protocol must be
found out and statistic, and better algorithms to every com-
plex calculate are chosen, moreover, to each algorithms, we
need to compute the sum for each basic operation, such as
multiplication of single big integer, addition of single big in-
teger, reading and writing memory, and so on. Finally, the
every entity performance and the whole performance burden
in DAA, whose unit is the machine period, are summed.
The theoretical analysis rusults show that the performance
estimate is exact, meticulous and effective by this method
which is independent of actual platform. For proving availa-
bility of the method, we apply it to estimate performance of
other one DAA scheme.
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