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Abstract  Although traditional virtualization monitoring can help ensure security, the existence
of management domain (such as Domain0) and performance loss caused by OS-level switches
make these approaches unsuitable for many OSs with large applications. In this paper, focusing
on monitoring capability of the hardware virtualization technology without the unnecessary virtu-
alization functionality, we propose HybridHP, a new general-purpose framework of virtualization
monitoring, and implement the prototype. HybridHP merges the management domain and virtual
machine monitoring functionality into the monitored system, and has strong ability to obtain op-
erational semantics of the monitored system. We use the formal theorem prover Isabelle/ HOL to
verify isolation, security and monitoring capability of HybridHP. With the systemic experiments

and performance evaluation for HybridHP, we show that HybridHP provides at least the same
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security guarantees as what can be achieved by the traditional virtualization monitoring approa-

ches, and has well system performance.
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N5 =5 CTAl 59 YIE 1 25 Fh 52 25 9K 2h #2740 &8
R R IK B S A Al (E B e 2R BRI
B RIEE = 7 I FH R T« 3 B R P AR B R A5 B A
WNAE S BRI 2 AN A B B AT T 2R 48 9% 8 Y 7 [) 2
A RR s Bk W 45 28 G 1) N A 350 4 7 1 A 19 156
TR G R E A R AT AR s /£ Hybrid HP HE
2, HybridHP H B 4E AR {53 0 R i H A
JIE A B 5 ) AR
3.4 HybridHP X ERARZ M. FAIEE3

HybridHP {£3F 1 78 H g 8h LUS (1 B Ji) Py
RGNt B2 7E HybridHP J& 3 Z Hi 19 B Bt
TCTERIE R Ge 2 A M. W W R G0 h i R
w LL7E HybridHP J8 3 Z 7i B #f HybridHP, 8% 3
A 11 HybridHP 1)1 3.

e PEAE ZE v, HybridHP )3 8 Z B 1 % 42 ff
P T TPMY [ al {58 shok 63t i 4 FiR.

Trusted Boot
A

HybridHP
A
|
|

( Boot Integrity IKernelRunning-time Integrity)

N

J

v
(Monilored OS Inlegrily)

K4 REsetERy
& HybridHP JEAI 8 45 T thoot® i . il 1f
e P2 Bl i BT AT G B KA Y S R R L BE S A K
i 75 11 28 G0 09 % 2 AR R 8 BT PR I 2R B2 0 B
LR B 58 B R, X B2 HybridHP i 42 R 55 19

4 HybridHP BY35iE

HybridHP {65 & & 6l /£ 8 K SLOC. 477 fifi

Isabelle & 24k 4 Bh3E B T B & HybridHP #E 28
0 B B P 2 A R R W A BB D R B E O R AT L 4
I3

B 30E 350 43 49,35 - Hybrid HP X “ 2 #5514 9 4L
7B BTG SO BRI S VR AN T 5%
Pk HybridHP A K fr 47 BL . LA & HybridHP 5
BT
4.1 Isabelle F=RT

X /NPT 3R B AE S AR B B AT R O kL
KM Tsabelle R GEMAF 5 KR . X FIAF 5 KR8 J7 i
55 1% G R 2 B8 v 19 J7 SUE AR AH ). Tsabelle w] 152
PEXSTH 5 2 48 19 I8 X AL i 3 56 GE SR A9 Tsa-
belle/ HOL 2 Isabelle H1 X} & i 2 % ( Higher Or-
der Logic, HOL) fy 3 ¢ F1 55 B

HOL fEh—Fh R AL 28 R 50 R R R 4t
55 R B B F (A ML, Haskell 45) J2 26 {5114,
ARl LA a0 S AT RoR. XTI
T, Al U 22t a 52 X7 K. Tsabelle xf 28 %1 5 45
P 3 3 A BN nae Lise T 52 SCH A SR 4L AR
MIZ) 2 int ser & CHBIEZE A MRAES.

1E Hybrid HP 94 7 1 55 3k 19 3o % oo 68 5
KRR & 2 2R H 3 i E (53 : datatype. types
Ml record. datatype 5 B X A BRI 28 Y 1 A4 3
il 4, %) A AF i R B E L

datatype reg=CRO|CR1|CR2|CR3|CR4.

types /R ALIC T . U types nat_set =
nat set s & LT H 2B nat_set, B RN H IR BH
LAY AR G 2R .

record [} T 14 & i 44 R (1 JCLH AL 51, X T
3.3 T I Y SRS A 2 E SN

record policy=subject .. string,
cond :.string set,
object . .string.

BRAL policy RAWKIEE L. EEFH 3 DK
B ssubject R WM AE B A SIAE FAK, cond IR
TEXT X R E AR IR LG R object Fom R AE
B EARZ R . X T record, 5] A 51 E B
B LA TR MU subject policy, Fen 5| policy H
B subject ] G1. R & policy YA 1H (| subject =
HybridHP,cond =READ_ONLY ,0bject=CRO|),

@ Trusted Computing Group. http: //www. trustedcomput-
inggroup. org/developers/trusted_platform_module/specifi-
cations

@ Trusted Boot. http://tboot. sourceforge. net
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B EAERT LA TE BN policy (| cond = READ_
WRITE|), RN ¥ policy W14 cond B GAE BLK
READ _ WRITE, {H subject 1 object I Gt {1} ¥
G

X e EE B T =7 A S 3R R R BUE SO
B 3 e S X 0 OG AR R 0T BT R AR T An
g(x ==y) Ir AORKIL. REEE & b E Iz 50
i ¢'Z={yl Jx€ Z. y=gx } Tk, FR K g L
B£E Z Ry M5
4.2 HybridHP i 5 1% 5

HybridHP DA i) 75 78 Bl 45 R G N %
25 () HP IS AT L R AR R G B AT D AT A AR AR
SE SCHY SRS AR RN 22 58 b 45 AR 1E AT 40 . Bl 4%
ARG eI S HybridHP 52 5., 3 A
PHE HybridHP BAFETE. R 58 & R 3l 7 i AT
ROR, ] LLE 2N RGERE W B8 # T,
Hybrid HP 7 it i #2 v 2 3] W 42 A0 ke s /Y 4 HT . 4
5 fr7s.

R R

G Hybrid HP @
N I

LA, 3R %4

5 RIS F A

X H i A Isabelle 38Uk T. 2 X HybridHP )%
S VEIEAT R, 7% 2 X HybridHP g 57 8. DL X}
SRR )7 8 7 Hybrid HP B35 AT, 6 48 44
(Y AR A X R B R RGOREZ
1) B B 0 P 4 Y 1 % X R DL & Hybrid HP
AR TR S5 R R X — I 5T A T A 35
i fdi ] Isabelle X} HybridHP X 42 5 5 3 17 45 5 4k
Fon IFAE R b AR B GIE Hybrid HP b 25 45 51
PRAFHLE]” A B TTR T T8 OGBS A Y
AN 55 k. HybridHP B 3R AR 47 HLA] . DL & Hy-
brid HP S S5 A7 Sy 14 18 7 2.
4.3 HybridHP RFEEBE LR
REPAT RN R  types entity_id=nat.
ARG R AT HEREAE ] record /&
record process= pid :.entity_id,
peb Ll peb_struct ,
Horp peb_struct Jy R4z il e PCB 45 4.
record state=mem . .entity_id => process,

regs..reg set,

pagetable .. pageitem set ,
next_id . .entity_id ,
curr_mode . .string,
Horomem FoR R G0 AT AL i 5 28 2 19 bR iR
A LR B AT B SE R A A s regs KON RGE B A AF
s pagetable Fn ZGEH LR, 2t TR I
pageitem H WA E S, pageitem & L 1l va
YR HE pa H AL record;next_id Fon R G A
B BERRAR I s curr_mod e $8 W] 2 58 H Al A9 B 2L 1
{i i VMX _Non_Root 1 VMX _Root.
BEX SRR S S e AR -
datatype action = Write CRO
| Write PageTable
| Write CriticalData
| Write HybridHPData
| PolicyUpdate policy_info
| Null_Action.
action B, &% CRO, T3 . LB 8045 M1 HybridHP 4§
W A5 B0 sl 1 | SR s B8 sl LA M as 44
HybridHP 19 5% W% 4 & & X N PolicySet .
policy set.
ARG A RPIRS R G E LN S istate set.
AT VE EIRBYTE L BB Subjecto fAction:
action=>subject.
AT B 1E & R B i R B ObjectofAction:
action=>object.
9% 5 1 10 B AF 3% S B B Condo fAction
action=>cond.
Hybrid HP 5 42 4 % 1 SCE XL
policy_judge :.action=> policy set = bool,
policy_judge a ps =
(| subject=Subjecto fAction a ,
cond=Condo fAction a ,
object=0bjecto fAction a|) € ps.
policy_judge FIWr s 1F 275 7515 TUE 19 5 M.
AT BA S 51 19 2R GRS 5 AL T L ek 4L
step: state=>action=>stalte.
4.4 BAMLEIE
AT BT B A ROk U WA B AR O D T Y 4
1+ A& HybridHP 4 fa] B 5 3 28 & 2 07 20 9 5
TR TE A 1 o [ R X 34 s ST R A 30 E
EIE 1. CRO {4,
Theorem1l. Vs€ S. [ | action = Write CRO;
(policy_judge action PolicySet) =TFalse; s’ =step
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L
&

s action| ] — CRO (regs s')=CRO (regs s).

55 1 Ak J7 Ak 18] 25 45 R G2 00 s OR300 AL A
(CRO.WP fii) . T A LIAE B B N A7 L. i T
HybridHP %} CRO #4747, X Fhxf CRO /Y5 4
S RPGE CRA 54 HybridHP i i VMX (1) 4 il
4tk VMCS 352 B fh % J P it I CR2 27 A7 i 19 {EL
F8 1) 5 B0 48 R A0 k. 8 i CR3, task_struct 45
PAFIAT EARAAE S, B B4R 0 SCHEAT R b, IR AR
I WA 50 DB HE 3 ol 48 A 1) o L AR T
AR AT J7 O 1 A R AT R L AT X
PERTSS . RGUIRAS T CRO R A, @ 2 1 Ul ]
TERGEW iz A7 1f B b, 0 2R 24 657 8 4E o 18 2 CRO
(Write CRO) . Tiif ££ 5 W 1 I o o 1% s A 9 AR B A
AR AE B CRO, GBS 56 W6 A4S I C policy_judge action
PolicySet) L i (False) , i 4 R G E Z B )G
R GHIREE P CRO 27 47 #5358 st m] LA
PRAE HybridHP Wi ¥l & 48 h BT A XF CRO [ #24E , fi
o W M A5 AR R AT A 1k PR P L AR Y RE D L B B 2

¥ 8 TR AL
2. TR

Theorem2. Ys€&S. [ |action= Write PageTa-
ble; (policy_judge action PolicySer) =False; s’ =
step s action | ]— pagetable s’ = pagetable s.

X g i O 3 P A A8 AR R Y DR IR
HEJE M - DNITTRT 28 58 1) PAE ST HEA T A 0. X T3 il
Wit Jr A HybridHP W45 1 RGP IRE 5 %
F| IR, HybridHP HE 22 A1 45 58 W {5 2% R G2 b iy
ORI AL SUHEAT DR A7 o DRI A o 0 3R A0 B 0 5|
#2 pagefault B % . 1 HybridHP £ VMX Root ##
T AT e CR2 2577 i 1 B9 [ 703K Pr 7
L. s B 2 i) Hybrid HP W #5351 36 19 18 e sh
PE S T 2R 2 i 3l A S 48 20 0 5% (Write PageTable) ,
1115 75 SR W ) T v 32 3 VR 1 AR B AR IE BT 2%
I B SR % A ) ( policy _judge action PolicySet)
TG 3 (False) s IR 4 RGAEZ N E G RES 1 B
35 TP ) DUER IR FF AN AT PR UE 17X DU A 3.

EIE 3. REAUREIR

Theorem 3. Vs€ S. [ | action= Write Critical-
Data; (policy_judge action PolicySet) = False;
s'=step s action|] — mem s'=mem s.

Proof apply (rule Theorem1, rule Theorem?2)

55 3 M B T7 FOM P AE B OB R kAT B
P 7 X 46 BT 57 B Hybrid HP 5 58 W8 AR 4. 52 B 1 {3
UE 1AM AR Mty Jo s 25 bR &R G i U AR AP AL E B 2
PRAE T AR B T 123 48 20N A7 A R P B DR

PE R 5 3 Fl Moy 7 0 88 25 i & Hybrid HP
Xf pagefault 54 Y 3K, 014 SEid HybridHP f)
P A B 3 B UE T AR T A B B 1 R E B 2.

SEMETER 2 EHE 3 MR T HybridHP 4%
(AN AT 55 P

EE 4 HIERRP.

Theorem4. Vs€ S. [ | action= Write HybridHP-
Data; (policy_judge action PolicySet) = False; s =
step s action; curr_mode s = VMX_Non_Root | ] —
(mem s') HybridHP= Gnem s) HybridHP.

Proof apply (case_tac (curr_mode s) and rule
Theorem1, rule Theorem2, rule Theorem3).

I Ja 1 A HeE Oy SR sE o TR AR TR G
YefF B4 3 HybridHP AURS 714 LA K2 56 W {5 5
FRAE B N AE 50 % HybridHP 347 % 3K, HybridHP
HEZE Y B IR ORI RE Ty S 5d i B B i A0S B L AR
BelL B % ms A5 B A7 I BB R 7E VMX Non-
Root x0T H kil 819, [M A, &40 0 % B R
124778 VMX Non-Root 83X, P33 i s # 4
SK3 %) HybridHP i1 i, Jy it & 3 4 3508, 2 2R
LHPIR S () 138 47 858 20y 32 R (VMX_Non_
Root) , % W& 6 M ( policy_judge action PolicySet)
Pk HybridHP B 5 {5 5 64 Ak 12 3l 1 4 18 o %
A AL AL R (False) s I8 4 3% AE ¥ 3h 7F Jo 48
HybridHP #){5 & . B HybridHP % %4 {5 5 07 ¢
A, FATT LA HE R 4 (I B E B 1 28 2,
FE 3 A B OF X &R G802 m A AR SRR A A
T DL B UE B SR I case_tac K YFfift.

FEHE S, Hybrid HP 5 M 5 5.

Theorem5.

Vs€ S. [ |action=PolicyUpdate policy_infol ]—
(wvalidate_policy(policy_info) = True
(policy_judge action PolicySet) = True—

PolicySet= PolicySetJ policy_info) \
(validate_policy(policy_info) =False V
(policy_judge action PolicySet) =False—
= step s Null_Action )\
PolicySet ®s= PolicySet®s’ ).

HybridHP >R F 80545 24 8 DGk 1) 75 Uk A7
SRS T, FEEIE O T sk A P PR BE R AT A5 X R
W17 222 4 P 1 B2 . PolicyUpdate s 5 W 5857 2
VE, RIEE B E XN policy_info . policy set. 2~
Xt 32 B 0 A B vk (i MID5  SHA 58 3 ) % RSA.
ElGamal %8) fl 5 7% 2 3 47 T Isabelle A%
B AE , I H B B e op Xt AR validate_policy
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Fe 1 FEAT A i 6 UE R SR 15 R Y T SRS SN (=T
D YU T 5w 5 S E g ik, F 4 HybridHP
TR X BB S A5 S A AT IR L A FR 48 1 SR s AR
s a0 R R B {F B 8 i 39 0IE (validate_policy
(policy_info) =TFalse) , 83 A 7o 1/F W 25 1) 3R w8
BrahfE ((policy_judge action PolicySet)=False),
B2 M TR S ETCIESA T LA AR Null_Action K3
7. [l SR A BARFR AL, o PolicySet © s 7R
RS s THRME. EFL 5 WA T 3.3 Wik
TERL WA RGEA T AE 19 BB R 5 W B80T 10 42 4 1k
DA Bl TR AN 2 SR Hybrid HP B 58 #24%.

A A E BRSO T SR £ B R 2 e B
TE M A0 R 4 & 19 PolicySet £ %. PolicySet B] Lk
A e 3. 3 71 H AN R 5 A B SR A S TR
A5 B YA K 1) 2 A P AR R BT A 22 A B AR ORAIE T
i A F] HybridHP i) 5 0% {5 5 A 75 v X
6 g ) IR AR AR B T PR AIE.

Isabelle i % UE 2f 58 i # & Studio XPS 9100
G, 2. 8GHz Intel 17 930 4b¥ 28,3 GB N1E,
¥EAE R 48 K ] openSUSE Desktop 11. 3 4, Isa-
belle 3% A Isabelle2009-2 _bundle_x86-linux i Z<.
#EA~ Tsabelle Bk TR 7 RAEAE 15K SLOC £
A SR R UEFE R 40 min 75 A7

Isabelle B TIFZE R UNIE 6 fF 75, “No subgoals”
Ui Isabelle B iiF 32 %8 56 % , A A7 75 AT A0 A 3IE W] 119
T HAR.

Q@ C X 4 P> X M oW e 0

done

theorem CriticalData_Protection[rule format]:
apply(rule CRO_Protection, rule PageTable Protection)
apply blast

apply (simp_all)

done

theorem Self Protection[rule format]:

-u-:**-  HybridHP.thy Bot L15240 (Isar script Utoks Scripting)—--L
|

proof (prove): step 1 I
goal:

No subgoals! !
sUiEEEatgoalsk iLIEE (pee s At e

& 6 Isabelle 4 3iF 4% % &

5 SNWMARSEMEREITM

Hybrid HP X /5 28 48 (9 14 RE 22 i L H 45 /9
AR R S SR T A T A

TEAL 5 () 1 AL W 2 05 28 b PR BE PP AR 1R 7 ¢
T WP AL A B il > i M BB 40 2 CFF 3 3 4 45
R HPEREE IC R © T Z M9 W 1 R S I AR AR 1
FLACP B AR CE il . AT W FE AL G2 1 1
PR AE SRR L 55 25| A% M fUHE 48 (A0 45 4 1
B4 DomainO DA K& K 9B 4 XEND #& I 19 1 fig GE
IO B). P S WP HE SRR B R i R R (O 1
WCA O N W W 45 R G0 T R 15 1 ) BRPE fE ()
JRE FLLHE ZEFE T (0 PE RE (8) i W 45 HIL 1 3 B0 453 2k 1k
AE(e)iX 3 M ZFL B 0=a +B+e, B O W{E N
100 %3.

B AR R G0 BT A B 0 S ME R DG T Y A
T LAFEPE BB A T 3K — S PEAG S AR R EEA
DL WA A BE HE AT PR RE PEAL - (1) 9 M 4% &R 56 i 4R
AT E SRR (a5 (2) W5 A B BT 47 R 14 1% B 40
4e (o).

9T ¥F A5 HybridHP f4  fE. % #% 7 JL A4
Linux At 3 7 0 32 F2 5 42 45 UnixBench® DA K H:
BB 28 TS N R RS 4 T XEN
0 M AE SR LA S SIML i M 45 07 58 30 A7 %) TG R 1t B
HybridHP ) gE. Ml F & & Studio XPS 9100 &5
LR . 2. 8GHz Intel i7 930 ZbFE%E,3 GB 17 B
WEHE R G010 45 Bl AR 1 e B A5 B3R 2 iR,

K2 WEERRGRHRERFR

Ei A fic &
openSUSE Desktop 11.3 Standard Installation
UnixBench 4.1.0 Make run
Kernel build 2.6.34.12 Make world
Bzip2 1.0.4 tar —zxv{ (kernel file)

BNy 1A RO AT IR REXT FE L A S5 AR
WERGAE N L AR E B i T XEN |1
A S SIM B i PEHE SR b 4 B Domain0 2R ]
2 B4k (Paravirtualization) fit B . XEN % [ #r
PE L B E B R AR 3 PR,

% 3 Domain0 1 XEN Zi BB &2

2 J A e &
OpenSUSE 11. 3

XEN 3.4

Domain 0 Standard Paravirtualization

Standard Installation

T UL T B RS AE 3 FRAEZR TR T IR1S A9
P B (o X H HHp i He S 7 45 4 2 1 17) CPU 3
BRI 2 /O #EE R, M UnixBench &

@ UnixBench. http://ftp. tux. org/pub/benchmarks/Sys-
tem/unixbench
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L
&

— AW, SE %M T XEN /9155 5
SIM A [A], HybridHP % 45 % P 4 Domain0 1§ 77
e UL AEIX 3 X H U >R A Hybrid HP fE42
104 W 2R 4 T AR A5 1k B 34 4525 1 9 B 2 Pk g
AR G e A, B T HybridHP R X 8 W
RGN 1O BT T 0. R 1/0 HERg kA
WA . 2488 . HybridHP X T & 48 7T R 48 AF 19 %
M, A1 XEN H 52 - 01 3R #4E X R G2 09 1% BE 52 e 2
oLy F2 2 A B ) F A A - S 4™ A i B )
o SR ZZ ]  Hybrid HP % 5 3 &b 28 (% Bsf 1] L
B T F V)4 (CR3) Y I i)

100
— ] | XEN
OSM
80 E HybridHP
¢ 60
= 40
20

fif S Gif 1F UnixBench

B7 0 ¥ A G BT AR AT A P RE (oo X HE

AW T LN AR A . 3 MR AEZE T
s PERLA A B e >R B9 PR e 2k (o). T LA L
PR RE 45 K f O OF % IR T SIM Y R BB Bk
Hybrid HP X 8 thi 5 28 58 9 4 B8 52 w42 i 7E AR /N Y
TR 2. 19555 5 X HybridHP 9 PEREZOR
XA HybridHP J& — ik P 4% 5¢ 8 1 1 %
BT 5.

R4 UEABBRENERERRE O

W 2 A B[] /s AR BE B R/ %6
L 3. 487 NULL
XEN 28. 039 704. 1
SIM 3.967 13.7

HybridHP 3. 853 10.5

T g AE HybridHP W45 68 1 B9 A R0hE , JAiTik
B4 FAFIZERIEY rootkit i 7 MY Mood-nt ., a-
dore-ng.Synapsys #l SucKIT2, 3% 2100 X% & H
BRifEAT TR0 E 6 HGE Y Hybrid HP M FEHESE. 5 1
P 7 G EE i 5 CRO 7ok i & WP Oy
0. TG 254 SUER AP BIL TR 5 265 2 b i Oy = B ok
RGP — g HEE AR . DT AT LUAT B
BN 005 5 3 A B T AOR BB o R g R L
XS R G0 ¢ BEBUHE 18 00 5 4 Fh ek Oy U 4k
HybridHP Fr7E /Y 51, i [ & 2t HybridHP B9 X i%

FECHE DT, 3 4 Fh Bl AR T 2 TA R G0 I TR 500
(NVDD) H i # fy Py i e o 7 20, Se B2 S 0
HybridHP A DL A7 2 b W5 45 A1 BH 1k x4 Fh ey
Ji K.

6 ZERIF

ARSCHR W T — R T MR RS R R
% HybridHP, & DI S ) 07 276 o W 45 R 1 N
A% 8] v 52 it P9 A% 58 8 M WS 5 IR 55 . HybridHP 1)
REH 4 A 8 H R R S BB AR L A TR AR
PSR S RN R A RS B0 S RO AR A B R X i
W A5 5L 1 O B R St R A B I RSB AT
F VMX Non-Root 3, HybridHP % 17 F VMX
Root B0, fRiIE T HybridHP ¥ 45 (1 AS A 55 #% M.
Hybrid HP Fik W ¥ 2 G2 1 A A6 7] i 57 R 90 il
FARAT YW R G0 A 45 108 S, HE v W s Ak P ) K
R {H HybridHP AR5 Fn 508 15 8 2 82 T W
REMNARET NI AT HybridHP 9 B8 &
PR T RE L B 1B WG 1 3R G b 0 R ot L AT
IR, Hybrid HP SR FH W 45 BL i R 5 s 2 9 1) JE AL, AR
B DR AE WA R 7 - 3 20 5 s 5B 1y 23 R OR
EHSY RN PR e b e CE W O NI
1 FH 50 2 44 88 1) R DRI 51 B0 B A 1) 2C 4
P DL SR A5 8 1 HIL 2 1 AS AT A e F0AS T O v
PE. AT R s H R $E 47 HybridHP X 9 Wi ¥ R 4
S it Wi s A 45 =2 I I 28 A L R E B W 4 R G B
WA 2% HybridHP #4786, 928 1 Hy-
bridHP 4 J5U %1, H-fdi F] Tsabelle % i iE 8 1 3647 T
TEBA. [E I, A Se %k HybridHP 3E 47 T 3 5 00 3% F0
RGMEREVEAN . 45 R R W HybridHP RE A7 R M 1%
Bl X N A% 5 e P 1) T T Bk A A 4R AR G T 1
5 W 42 i) 2E AR /DN 1 Y L

ROk B TAE TR HybridHP 78 2 4% 40 3
w6 AT B S B, i 45 HybridHP 32 47 76 7
ST AR FRERAZ b in bR W A A PR Y 3 % . Hybrid HP
PEAE T W A e M ) R A O 2L ] R 5 R L
A By 2 4 S WS A5 (I BLP ., Lattice f Biba 58 % 1
BRI A5 ) 8 B DA S A0 o] 449 8 B oA 4850 1 2 4 SR s
PRAEJS AT e 22 1 B0 3l 1 A ey 3l 7 e 900 e i o
SRS — Ay ).

@ National Vulnerability Database. http://nvd. nist. gov/
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in which novel security technologies and virtual monitoring
are researched, system design are formally specified and
some of the security properties are verified formally or infor-

mally. In past years, the group has done a lot of related
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works including a trusted boot revolution, an operating sys-
tem integrity surveillance prototype based on VMM (0OS-
ISS) . an operating system object semantics model (OSOSM)
and its partial formal specifications and verification. This pa-
per reports the authors” works on how to design and imple-
ment lifetime kernel integrity surveillance for OSOSM.

This paper aims to resolve how to provide lifetime kernel
integrity surveillance using virtual technology. but without
loss of performance of monitored OS. In this paper, the au-
thors explain the existing problems of the traditional virtual
machine monitoring approaches, such as system performance
loss, trusted computing base (TCB) expansion of the moni-
toring programs, and difficulty of obtaining the operational
semantics of the monitored system. This paper proposes and
implements HybridHP, a lightweight approach to provide li-

fetime kernel integrity surveillance, which resolves the prob-

lems above. To the best of our knowledge, HybridHP is the
first system that merges the management domain (e. g. Do-
main0) and virtual machine monitoring functionality into the
monitored system., and provides monitoring services in the
way of embedded module. The memory view of HybridHP is
consistent with the view of the monitored system, so it is
easy to obtain the operational semantics of the monitored sys-
tem. HybridHP does not intervene in the I/O operation of
the monitored system, and the performance loss is little. Hy-
bridHP has the small amount of codes with 8K SLOC, and is
easy to be verified formally. In this paper, the correctness of
HybridHP is verified in strict formal logic with the theorem
prover Isabelle/HOL. The authors also introduce the sys-
Hy-
bridHP. HybridHP can effectively monitor the kernel integ-

temic experiments and performance evaluation for

rity, and has good overall system performance.



