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Abstract  Since variations of statistical features caused by image steganography are indeterminis-
tic, vague set similarity measure is introduced to steganographic system for security evaluation in
this paper. The first-order and the second-order security measure based on vague set similarity
measure are defined to measure the similarity between cover images and stego images in the sense
of the first-order and the second-order image statistical feature, respectively. The newly defined
security measures are then proved to have the properties of boundedness, symmetry and unity.
Finally, under the assumption that the pixels’ statistical distribution is identically independent
distributed, the first-order and the second-order security measure are proved to be equivalent.
Simulation results show that the second-order security measure can always capture more obvious
statistical changes than the first-order security measure. In addition, compared with the security
measure defined under a deterministic image statistical distribution model, the newly defined se-
curity measure is more sensitive when the embedding rate is lower than 0.5 bit per pixel, thus
providing better guidance for the design of steganography and steganalysis with a small embed-

ding rate.
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for steganographic security are founded upon the assumption
that image statistical distribution is deterministic. However,
it is impractical to obtain infinite data samples, which means
an exact probability distribution of the cover and stego ima-
ges cannot be derived. As a result, we propose to consider
the steganography as a fuzzy process. The vague set is more

effective in revealing the indeterminacy when compared to the
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fuzzy set. Thus an evaluation system for steganographic se-
curity is introduced in this paper to measure the similarity be-
tween cover images and stego images. Firstly, the first-order
and the second-order security measure were defined in terms
of the vague set similarity measure between the distributions
of the cover images and the stego images. Secondly, the
newly defined security measures are proved to have the prop-
erties of boundedness, symmetry and unity. Particularly, the
property of boundedness limits the value of the security
measure in the range of [0,1], which is an absent character-
istic in other evaluation systems with a deterministic image
data statistical distribution model. Besides, when a stegano-
graphic system satisfies the property of unity. it is perfectly
secure, Lastly, under the assumption that the pixels statisti-
cal distribution is independent identical distributed, the first-
order and the second-order security measure are proved to be

equivalent. Simulation results show the effectiveness of the

proposed security evaluation system for evaluating different
steganographic algorithms. When measuring the security un-
der the same embedding rate, the second-order security
measure can always reflect more obvious statistical changes
than the first-order security measure. The new security
measure is more sensitive than other measures with the deter-
ministic image statistical model when the embedding rate is
low. Experimental results also indicate that the proposed se-
curity measure may shed a light on designing steganography
with high security level.
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