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System and Method for Real-Time Volume Control in Reproducing Network Scenario
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Abstract Interactive network scenario reproduction is an important method for generating realis-
tic and responsive traffic workloads. However, due to the complex traffic generation mecha-
nisms, controlling traffic volume based on accurate mathematical models in interactive network
scenario reproduction becomes a challenging problem. In this paper, we design and implement a
volume control system for interactive network traffic replay, and formulate the volume control
task as a target tracking problem where the output traffic volume is regulated through adjustment
of input traffic volume. We then adopt a function approximator (FA) in our system to generate
the desired input volumes. The FA characterizes the mapping that takes system measurements as
input and directly produces controls as output. Meanwhile, simultaneous perturbation stochastic
approximation (SPSA) algorithm is employed to adaptively estimate the parameters in control.
To validate the system and the method we have implemented it and conducted experiments with
actual traffic traces. Empirical studies show that our system can track target output volumes ef-
fectively under a wide range of network conditions. The performance of the control system is fur-
ther investigated in terms of its convergence time, generated input/output traffic volume and tar-

get tracking error.
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"

Background

Generating realistic and responsive traffic workloads is
of particular importance in many areas such as network secu-
rity, network management, network testing and evaluation,
etc. Recently, a new traffic generation method called interac-
tive network traffic replay is proposed. Besides as a com-
pletely new method for testing in-line networking devices,
this method is also capable of transforming traffic workloads
under a wide range of “what-if” scenario due to its novel abil-
ity to maintain consistency of protocol semantics in the gener-
ated traffic.

This paper considers the problem of controlling output
traffic volume in the nonlinear interactive traffic replay
process, which is a rather challenging new problem due to
the complex traffic generation mechnisms (i. e. , the instabili-
ty of input traffic, the changing dynamics of the replay sys-
tem, the impact of testing environment such as transmission
delay, packet loss, connection blocking, etc). In this paper,
we design and implement a volume control system for interac-
tive network traffic replay, and formulate the volume control

task as a target tracking problem where the output traffic
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volume is regulated through adjustment of input traffic vol-
ume. We then adopt a function approximator (FA) in our
system as a controller to generate the desired input volumes.
The FA characterizes the mapping that takes system meas-
urements as input and directly produces controls as output.
Meanwhile, simultaneous perturbation stochastic approxima-
tion (SPSA) algorithm is employed to adaptively estimate the
parameters of the FA in control. To validate the system and
the method we have implemented it and conducted experi-
ments with actual traffic traces. Empirical studies show that
our system can track target output volumes effectively under
a wide range of network conditions. The performance of the
control system is further investigated in terms of its conver-
gence time, generated input/output traffic volume and target
tracking error,
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