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A Hierarchical Trust Model for the Internet of Things
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Abstract  The role of the trust model in the Internet of Things (IoT) represents an important
domain which is not yet well studied. In this paper, we propose a hierarchical trust model to meet
heterogeneous subject trust requirement and isolate organization trust and reader trust, in which
the following processes can take place: A verifiable caching interaction digest (VCID) schema is
introduced for the purposes of monitoring object-reader interaction, an improved evidence theory
is employed to deduce unstable reader-reader trust, and a long-term reputation mechanism is used
to manage indirect trust of organizations. A cross-layer trust loop flow is established through the
following levels of trust: phenomenon, event, node, organization and authorizing. Within this
flow, the reader trust from the lower layer converges up towards the organization reputation on
the upper layer by way of supervisor readers quickly. With simulations analyzing the impact of
abnormal node ratio, node density, and tag communication range on the organization trust, the
hierarchical trust model can effectively detect malicious organizations from their node behaviors

and has demonstrated good convergence in the distributed IoT environment.
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Background

This paper is related to the trust model of Internet of
Things (10T) environment. Internet of Things is becoming
one of the most promising technologies in modern life and
commercial society, the security of applications is gaining
more attention, especially the peer trust should be deter-
mined before interaction. However, trust is a subjective and
fuzzy concept, it” s hard to depict subject trust accurately
without detailed conditions. A large amount of trust architec-
ture in e-commerce and ad-hoc network scenarios have been
proposed, and many computing model such as Bayes decision
model, Dempster-Shafer (D-S) theory and cloud model per-
form well in their environments. However, the IoT environ-
ments are complicated and subjects have different levels of
trust requirements, none of the current schemas can be
directly applied for the IoT environment.

In this paper, we propose a hierarchical trust model, in
which a cross-layer trust loop flow is established through the
following levels of trust: phenomenon, event, node, organi-
zation and authorizing, therefore short-term reader trust is

derived from the phenomenon and event trust distributively.
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while long-term organization trust is derived from reputation
and accumulative reader trust in a centralized fashion. Specif-
ically, an improved evidence theory is introduced to deduce
unstable reader-reader trust., a verifiable caching interaction
digest (VCID) schema is introduced for the purposes of mo-
nitoring object-reader interaction. Even if the tag communi-
cation range is short, malicious terminal reader can be detec-
ted by the organizations after checking the interaction digest.
With simulations analyzing the impact of abnormal node ratio,
node density, and tag communication range on the organiza-
tion trust, the hierarchical trust model can effectively detect
malicious organizations from their node behaviors and has
demonstrated good convergence in the distributed IoT envi-
ronment.
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