$35 % A5 AW it " HL =2 Eire Vol. 35 No. 4
201244 A CHINESE JOURNAL OF COMPUTERS Apr. 2012

~'
K¢

— 1T ERNWE PKCIRETETERERTE
RER  RAE

DUERTRRER THORYERE MBI 450004)
DONRRFT RO SR B TFig 25010D

B E 2 PKGIRET 28 HL ] 8] S AR DGR PR % 0 15 1A AT B SCHR R I T — DB 2 PKG 35T
ETH RIS BN T Waters 27 By (3 Jin 8 (R i K BUAT 19 5 B 3 2 5 (1 O 4 1 B AR R R D7
BH BT Hash sRECHBR 1 4% % 3C5 B SCZ RN I SC R WIARIE 707 R TE (&4 SO T B T
PRUERLILT B AT IE W] CCA %A A E A R Dbt 1 5 H 2437 O S8 1B b 4 B84 PKG BREE I, 5 HE R v B AL R 19 42
A7 S %7 AT T AR

R T HMHEE 2 PKG; XRS5 Al UE W] % 42 s b v A
HEESES TP309 DOI 5 10.3724/SP. J. 1016. 2012. 00673

An Efficient Multi-PKG ID-Based Signcryption Scheme

ZHAO Xiu-Feng”'® XU Qiu-Liang®”
Y (Institute of Electronic Technology . Information Engineering University » Zhengzhou 450004)
2 (School of Computer Science and Technology, Shandong University, Jinan 250101)

Abstract  Signcryption with multiple private key generators (PKGs) can provide valid solution
for authentication and confidential communication among entities in different domain. In this pa-
per, a new identity-based signcryption scheme with multiple PKGs is proposed. We used the
ideas of Waters IBE scheme and existing IBS scheme, we also employed “@®” and hash function to
eliminate the corresponding relation between plaintext message and ciphertext. Our scheme
achieves CCA secure and existential unforgeability in the standard model. Moreover, when adap-

ted in single PKG environment, our scheme is more efficient than the existing ones.
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Background

The concept of identity-based cryptography was first
proposed by Shamir in 1984. Since Boneh and Franklin gave
a practical IBE scheme from Weil pairing in 2001, a lot of re-
searches have been done in this area. Signcryption, first pro-
posed by Zheng in 1997, is a cryptographic primitive that
combines the functionality of a public key encryption scheme
with that of a digital signature scheme. The first ID-Based
signeryption (IBSC) scheme was proposed by Malone-Lee.
Subsequently. a number of secure and efficient IBSC schemes
were proposed.

As the development of cloud computation and grid com-
putation, the authentication and confident communication
cross-domain has become an important research issue. ID-
based signcryption with multiple private key generators is
very suitable to provide security solution for such ad hoc net-
works. Several identity-based signcryption with multiaple
PKGs schemes are proved security in random oracle model,
the security of the schemes was proven secure in the random
oracle. However, it has been shown that when random ora-

cles are instantiated with concrete hash functions, the resul-
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ting scheme may not be secure. Therefore, it is necessary to
construct a secure ID-base signcrytion with multi-PKG
scheme without random oracles.

In this paper, we proposed a new identity-based sign-
cryption scheme with multiple PKG, which achieve provable
semantic security and existential unforgeability without using
random oracles. This research is supported by the National
Natural China
No. 61173139, the Natural Science Foundation Key Project of
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foundational problems in multi-party secure computation, UC
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security and cross-domain authentication technology based on
the public key cryptology. Our research team produces a lot
of good work in this area, such as, multiparty computation
protocol for modulo reduction problem, identity-based multi-
signeryption scheme without random oracles, provably secure
anonymous HIBE scheme, extractable concurrent ZK proto-

col, and so on.



