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Abstract We present an efficient group signature scheme based on BMW model utilizing com-
posite order (of 3 primes) bilinear groups theory proposed by Lewko et al. in 2010. Besides, we
apply the Groth-Sahai non-interactive proof system in this scheme to solve the problem of tradi-
tional group signatures such as inefficient communication and chosen ciphertext attack. In addi-
tion, the size of the signature is a constant rather than relying on other parameters and the securi-
ty of the scheme is proved under standard model. We compare the security and the efficiency re-

spectively with the similar group signatures, and achieve the advantage.
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Background

Group signature schemes as a way to provide anonymity
for signers within a group, introduced by Chaum and van
Heyst in 1991, allows members to make signatures on behalf
of the group. The first group signature model in the Standard
Model(SM), which is called BMW model, was proposed by
Bellare who presented a universal structure and security re-
quirements of group signature, and introduced Non-Interac-
tive Zero Knowledge (NIZK) proof theory in the process of
signature.

There were many group signature schemes based on the
BMW model. among which Boyen and Waters proposed a
scheme in 2005, whose security proof relied on the SM.
They combined secure hierarchical signatures from an effi-
cient identity-based encryption system in composite order bi-
linear groups with a mechanism of the NIZK proofs of Groth,
Ostrovsky, and Sahai. However, their group signature was
only secure against chosen-plaintext attacks but not for cho-
sen-ciphertext attacks, and the number of group elements de-
pended on the number of signers. Later, in 2007 Boyen et al.
gave a new construction of the group signature scheme that
addressed the drawbacks of the Boyen-Waters solution. They
introduced NIZK proof theory of Jens Groth, and enhanced
the efficiency as well. L. V. et al. proposed a scheme by uti-
lizing the 3rd example-DLIN of Groth-Sahai proof system,
presented the unlinkability proof, and solved the certificate

revoking mechanism of the group member. However, it was
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not suitable for practice due to high computational cost of the
non-interactive proof system. Furthermore, without being
provided with reasonable tractable mechanism, it was impos-
sible for them to solve unforgeability and non-repudiation
problem.

Lewko Allison et al. proposed composite order (of
3 primes) bilinear groups theory in 2010, introduced proved
secure assumptions, which were independent from the hierar-
chy and times of the adversary queries. They constructed a
HIBE encryption scheme applying the proposed theory,
which was proved to be full secure, and can solve the incapa-
bility of using label and ciphertext compression in the HIBE
system. In this paper, we introduced an efficient group sig-
nature scheme based on BMW model, using the composite
order (of 3 primes) bilinear groups theory and HIBE encryp-
tion scheme, which met the security requirements of full ano-
nymity and full extractionality defined in the BMW model. In
addition, we applied the NIZK proof idea in group signature
scheme, both solving the CCA problem and ensuring the sig-
nature security and communication efficiency using the one-
way interaction.
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