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Abstract
ternet of Things to provide security for RFID tags and smart cards etc. On the basis of the half

LED, proposed in CHES 2011, is a new lightweight cipher which is applied in the In-

byte-oriented fault model and the differential analysis, a differential fault analysis on the LED ci-
pher by inducing faults is proposed. Simulating experiment shows that our attack could recover
its 64-bit secret key by introducing 3 faulty ciphertexts, and recover 128-bit secret key by intro-
ducing 6 faulty ciphertexts, respectively. Our method extends the attacking scope of faults,
thereby increasing the efficiency of fault injection and decreasing the number of faulty cipher-
texts. Thus,the results in this study will also be beneficial to the analysis of other lightweight
ciphers.

Keywords Internet of Things; RFID; lightweight cipher algorithm; LED; Differential fault

analysis

R 2 R AP0 I A A 7 — R AT i
5

T

L IEZ L RA BTN 1924 G i an

0 &b

B £ SR TR LEOR LR T AR

S BT i 5 4 DA KRR B M 0 2 AR T L )
Ik 19 450358 I i 5 ) R0 °22 4 ) R A% G o T 0

Wk H 31 :2011-08-31; S A& R e 3 B 351 2011-12-23. A A5 21 [ K [ R BF 2 42 (61003278,61073150) . LIl 1lif B & &4 &%
B A 5 A S0 P RO A B A R R R AR 5 L W Ve 2 OBR L 4, 1980 4R A A BRI . S EAF S D5 ok
Wik R 22 4 5 15 8 % 4. E-mail . liwel. cs. en@gmail. com. & K E, B,1970 F 4=, 1, #4214 500, EEAF RS NG 8 % 4.

B R .1987 kL B WRS A, FEOIR T W I AL 4 X RRGR LB L1977 AR AR IR a A L EEES O 1 Ol 15 B K 4 X

T 1983 AR A MBI AR L AR R TS 1) AL L 4

I,



3 &S

B4 YIRS LED 52 8 40 5 00 55 0k 19 22 e M A A 435

N TC AR B 1l A e 3 S D DR A R ) A R A
BT AR T4 50 1 & AL PERE T3 AL 2
TEFRE 7 AH X A 55 1) S 28 T AR A B % 4 L B HAE A
RE 1A R, B DL Bl 22 42 52 B4R R R 78 3% B i
OUF VR EGCEME R Z BT T Z . 514645
PR AR A L T o G R AR B PR T RO
HWHERBEIHAEE DG ARG AR RFID
(Radio Frequency Identification, § 5 15 5] Fr 25 25
A B A AL 72 2011 4E R JF R CHES 23
| Guo 5 N LED 5335l S 3 Ff — Fif iz 7
iR IR MR, S EREIUEWNREEMEL . B
P8 SRR P PAA 7 2850 2% T ey 3 I PR B T T L R e
GRS R AR AR

TE W) 16 ) PR 458 T B o 90 A B0 (R 2
SEBLAN LARE ARy 2 BUE 20 Bk 52 BLER B b, B
RFID #5248 B RE 2% 0 b Ak B G5 85 B 00s v 48, I
dr E AR AR L 58 % 0 Bt 19 254, T Ho ks ]
LA 3ok F, g 0 A AR A 06 1) G T S T BOIRTR SR 1Y
B S 30 45 A R 2 B S5 3 7 3 o I TT LAOWE 45 F0 T d
By TR S (o S B T R A 3 T o e B O E N
i Tty & R R O L g Ah 1 B S S A AT RE S B T
“PREIGE T A SO IR AT X R IR
TR FR g SRR B (Fault Analysis) 7. (2
i i, 22 0y R ik (Differential Fault Analysis,
DEA) 845 by St H. S X B A, T80t 5 38 0 H 9 4R
T 2 B 2 A 1) LA BRL A 5 S, i B ARG
(O T 5 o A A 35 SR = 1 B 5L B, 2243
AL Ko A G A B 1 8 28R N TE 1 K I
. O R 5 i 43 B R 2 i AR SRk R A Dy R R
1) )7 18] Z —.

H i LED 5325 1 22 Ve AT 58 AL BR T 1% 58 2% )
G AT S 0 22 43 43 BT L 2 P A3 T AR Bl YL e
P22 o3 i B B0t 1 22 4 Ve O T [ Ah i R R AT
NI REWEE R, A 058 LED Sk 42 0k . 42
BRI 22 43 R Xk O v R T OR AP B ) 1
B N TG R A A B R IR R gy
Br . Jo B A i B S

TERA ST AN LED 896 )5 AR SCHe i 17—
T X LED S35 0 5 %02 o0 S ot O vk %05 s
BT W EK DO ) BB R L 2 S T BE BIL G A R D 2
I3 O3 AT« LRSS /D B I I 3 SRS R R SR D B T . 4
R AR SCHR A 7 A E 3 A6 DS IR
SCRIAT 43 il LED S35 1% 64 HoRe Al 128 AR
I .

ARTCH 2 W A 4 22 o) BORE B0 B A O AR
55 3 W B4 LED 53k 5 4 W B 2 0 R o
Mr LED 5835 B9 7735 s 28 5 39 X AN [a) S e s 2
YR 25 RO T VR 2 6 T Ay el
TR IR s 565 7 49 4 48 52 30 oA R 4 R 20 #r s
%8 WRAIFE T — 2 BT T (.

2 MHxXIE

22 3 W B Bl T 3k 2 — b R 4 8 S A D5
. 1997 4E, Biham #1 Shamirt & X%} DES 2 3 5 ¥k
PR T 22tk B el T vk T R AR R ks AT
IR B3 AT B L B TR R A L A O
FERE DRI G PR TR S A5 2R 25 A R A B iR
SEARFVE N 2250 53 B o PR S SR O SR B AR B CEE D).
JiE R R A AN (7 9 35 A B 15 0 e B 6 8 I 5 2 2 X
AES Bk AT T IRARIBTZE . DES B3 Ml AES
B30 Y AR D R D L S 1) 22 03 B B B B T
R SR SRR 5 oK, SMSAM | ARIAM Y [ PRESENTH |
KEELOG"™ 45 5 3 Al 4k 9l 36 3iF 2 A7 22 53 il e e o
A U

MZ2 53 Wl Bk T ik 1) S R G DR 5 B H) 5%
Byt B P E B IR A BRI AS B i
HRETY. LA ARt 22 7 I o AL ol 2y 5 B S0 2%
P PR Ry 22 53 W0 B0 ol 5 3 5 A B v S B A I
EVIRIR BT LA M N B2 BERE 6 s A7 4 O i B
TR S R B O 45D IF BB 98 28 4 A D SR
SR B A AR R P 0. 8 5 T S S — R B
KR HEA B

BEAb o S A AR I S B Y B R
T 75 3 W B T ) S B R AR AR R — i
Bt 7Y phy — S0 (i 2 o7 B 3l 1) F

(L) W 6 220 80 ol o B0 0 9 ) 5 R A 2 Y
it 20 s ) 0 A 3z Y AT N A B A B R —
N OCELEER).

(2) Wb o B T80l 5 S0 A 9 ) 4 R i A Y
7 B AH I 5 | B R — 45 5 Y IEAZ o, A
RREE IR S ACE S o FIN o DR

(3) W 2l f. B0l o B 0 9 ) 4 DR A 2 Y
A3 W 53 g VB RE A 7 B (B B e £
A U AR 2 R0 I D B AL 8 S I ) {0
ORI ED

FEFEA B B — 2 A 17 DL T » W AR 7Y 1Y 32 456 410
Il 8 5 U] 358 B b e B B ARk 9 [ A A



436 it

i

Bl

¥ 1 2012 4

M B AT — S B B0 T TR el P o Y I
SCHIHE A 5 B I o A B R 1) el CR B

PRI L 75 T 1) % RS B vk B 22 o3 e Tl T 0k
L ENANE A BT 5T AR 3 2 A R A B X — s
LIRS LR RN D7 o e R (EIPTY < B pel<
TG i G S 0k BT 15 T 0 18k I 36 55 o i
R BT 45 A FL BT 22 0 i B 2 o 19 22 A R A R
BEWFIE. B XX 88557 5 kL il LED 533k . 5
e A B A G A Y 4R — o YR L) O HL
T ol R B 10 22 O3 R R T i 6 ) T IR 3R B
R D e o i T 1 o = s

3 LED ik
LED J&—#h B SPN(Substitution-Permutation

Network, fUH B # % 2% ) 45 ) 19 2% 1584 73 41 4%
Bk oy ALK BE Ry 64 bit, 25 H1K B 43 51l 64 bit 5

128 bit. R4 25 14 B 10 AN ] o o % 3k % 1 1) 46 5K
Ay 32 kN A8 ., F R 8 LED-64 F1 LED-
128,40 1 R, |y T fif 25 1 B 5 4 2o 7 1 245 4
FH TR 5 L7351 04 R P A TR PRI e AR SCA A 47
T Ao R R0 B 2 HE 2

#1 LEDEEMBHNEAKENXER

LA TR S /bit AR /bit LIg4

LED-64 64 64 32

LED-128 64 128 18
3.1 ARiFuAA

F Z5 3R ebit (1 w45, Z) P L R R R FE
WL, Z, PR ICE R AT LED 8k o 4l i 3%
Rz EEA R @) Tk COMBERED.
3.2 mEEE

LED S ik py g R an i 1 R, 35 81 ST A
N X=(X . X X)) €D BN Y=
Yo, Y, Y eZD"  RIHH Ke (Z)" ., F
WA K, € (ZDHI K, € (Z)'",

&

R aE TR 5 MR E .
(1) AddRoundkey (-F 2 40 A8 #) . R [a) Ik 2

57w AT 5 B

( A
S < LED-128
iz 188
i
I
i
Co
i TR TN
7 l >
'b‘_ K e AN q
_ / AddConstants \ S~
- I n ~<
; SubCells \ -
45 ! ) A%
- \ ShiftRows ! . J
~ \ o~ . / -
P—K RS MixColumnsSerial [ K
N l /,
N -

~

1 LED ®¥ayhnadi2

(2) AddConstants Ci BOH in 48 4. Hr EDIR 2

5 H RO

(3) SubCells(fF AU AL o). K [E] AR 25 P Y

Abit L S B ALt M A Ry 5y AR — A
(4) ShiftRows(F7 8 7 A8 4 . X — AR Y B
— TR AR B ALFS . BT AR AR 2R 1
IR Abit, 5 2 AR A2 4% 8 bit, 5 3 AT EF
2R 12 bit.
(5) MixColumnsSerial (FI| 1§ & 2 ). X — 4>



3 A B4 MBI EE T LED 2 5 08 0 % AV A BT 437
REB I HEATAE S, 38 0 5 56 [ SRS IR VBB KEe (Z) Y AR
42 1 1 G LK VK, € (2D S Fu35 4.

8 6 5 6 it MC™ ' %5 r % AddConstants iz 8 %A .
B E A F AC J 55 r % SubCells iz B % A, SC™ N5 r i
2 2 F B

FH RS L.
LED-64 Hl LED-128 i % i 72 73 5 an i ik 1,
Bk 2 B BB L o R 32 548 e
Bk 1. LED-64 fin% i fe.
A XK
ﬁlLH : Y
STATE=X;
for a=1 to 8 do
STATE= AddRoundKey(STATE, K,);
for b=1 to 4 do
STATE=MixColumnsSerial (ShiftRows
(SubCells(AddConstants(STATE)))) ;
end for

end for
Y =AddRoundKey(STATE,K,).
Bk 2. LED-128 g #.
WA XK
iy
STATE=X;
for a=1 to 6 do
STATE= AddRoundKey(STATE, K,);
for b=1 to 4 do
STATE=MixColumnsSerial (ShiftRows(SubCells
(AddConstants(STATE ))));
end for
STATE= AddRoundKey(STATE, K,);
for b=1 to 4 do
STATE=MixColumnsSerial (ShiftRows(SubCells
(AddConstants(STATE)))) ;
end for
end for
Y= AddRoundKey(STATE.K,).
3.3 EREHEFE
1E LED-64 B3k, K 3 3o %5 57 4 HF 7 58 42 i
T K GEMHXERN
K=K,.
£ LED-128 Sk rp, K 3 o % 57 9 HF O7 2 4=
BT KA K BT R
K=K, || K,.

4 LED ZEWHENSBERETHIE

4.1 EXIZEMHFS
it Xe(Z)" NI ALY Y . AY e (Z)"°

ShiftRows & & A, SR N r # Mix-Columns-
Serial 128 1A, H , 1<<[.

it AMC™ ' % r # AddConstants i& 34 (1) 22
A AACT R EE r B SubCells 385 19 22 /2 i A
ASC™J %5 r % ShiftRows 38 51 22 534 A . ASR”
N r % MixColumnsSerial iz 8.1 2% 43 &y A, I
o, 1<<r <</,

i€ AddConstants !, SubCells !, ShiftRows '
Fl MixColumnsSerial ™! 43 51| 2 AddConstants iz
B SubCells iz & . ShiftRows iz & 1 MixColumns-
Serial iz 5. ) ¥ 12 5.

LA, 565 r %8 SubCells 12 5 1Y 25 70 fiy A Fl 25 41
B 1 5 2

IN(AAC] ,ASC)H ={AC]|AC] € Z;,
S(ACHDSACDAAC)) =ASC .
0<<;<<15,1<r<l},

Hr,S R 4X4 S &5,
4.2 EXRBIEMBEHED

AR SR Y 22 43 50 B B0t 1) e A AR B < X [
— IS FATAT PLARARAE R — A BB T R IE
Ty 2 SN 152 %85 3C.

LED 533 5% 2 5797 S BEA B i ds 5, LUt
FRAT R T ) 2 1 1) B B e B A Y 15 % 5.
2 AR IS A R ST & 2R 4 bit RYBEALAS U2 T
LTG5 A AR 57 S SR AE. EA T P, g
B H e LED-64 S5 rp R B85 3 A8, B
LED-128 581 i OB 5058 3 fe MBI Ecs 7 48.

4.3 BEEXSR

T, BEFRAT—WISCHEAT TN  3RAT 120 SRR A T 8 25 SC.

2. 4 LED 8 M hn % i3 252 17 S 8 3 s find,
TESC R HEAT ORISR ARG B 1R 95 30, 58 2200 0 W - ik
WE MR FEHNBAER BEEX -, HE% 2]
T K IR REIRE 1 64 bic, Fem B 4545 W, e 1)
4 3.

3. M AR [ W SCOR G 25 51 75 UCHE AT 2 o 224 Jn %5 3
FRIBATBMEVECHT 7 0, 0 I 50 AT A AL SRR T T DT R
T IRESC R AL 2 PERIKE RN F R K
G A S EAT AR 5 b A A B0 P R L 55 5 2200 B IR
iz rEANSsF I EE BEEAX -dR. HEEL
WE T K.

4. T S I T3 R S g HE T TR



438 i "

EE 2012 4

J 0 85 R (B
4.4 Bz

1. BEALIERE— DI X R TE IR % 4 K AEHT T i
IERECY.

2. IEFHEH K L BRNT

XIS X AR RGeS K MR B 4 . M Bk B AT
FE 55 3 # f9 AddConstants (& SubCells. ShiftRows.

MixColumnsSerial) i2 5 i} . i 5 H i A & 4= 4 bit B9 Bl HL %
B, p A5 B SRR 4 ST S Y B 25 4 B SO (B A
AY=YODY" .
HCRE S AR I B A 2 iR L) ASC
AMC'=(YPK )H)DY " PK,)=AY,
ASC' = ShiftRows ™! (MixColumnsSerial ' (AMC"))
= ShiftRows ' (MixColumnsSerial ' (AY)).

Y
Y

Y
A

AddConstants SubCells

AC"?

Yo ShiftRows SR?

MixColumnsSerial MC!?

Y
Y

AddConstants ACH! SubCells SCi

ShiftRows

SR!! MixColumnsSerialMC, |

AddConstants

SubCells

(‘/

ShiftRows

. MixColumnsSerial

o AddRoundKey

Bl 2 LEDHERIG 3 fh iy fg 2

it

TR RIS A B AR B B ACTIE S AT
2

i

REELR

=

SACH@S(AC,@AAC)) =ASC!,
Hip 0<<j<{15,ASC. M B A1, AAC, € ZI\{0}. TR i 72,
3 3o 0T AR ) B SC A () i e 300 2 A e I o S, AL
ASCIHI AAC IS R RIS L AC [ 52 4. H 2R A
AC i ME— 8. 75 52 brid S i, AR 3% Bk A X474 5
AC I MEIME — B, AN G R E. e 3 4.5 1
o R I T — R RO S ACT I ME—1{H. 7E AC!
1 ME — (88 € S5 . T MCT M
MC' = MixColumnsSerial (ShiftRows(SubCells(AC'))),
At . K BB A
K, =Y®OMC'.

3. WERFEIR WA E Jy 128 bit, W X B 3C X 7R 40 K
FEF R BRI YRR BT BEVECEE 7 50 (RIEE 42 3O i) i
S A A Abit B REALECRE. AR S 2 S B0 Ky B
fi % JE ARSI R I BER 5 R (RIS 44 %) I F i (H
& AddConstants ' (AC' ), | # § H B 56 5 % SubCells
1851 22 43 i B A
ASC' " =ShiftRows ' (MixColumnsSerial ' (AMC'~*))
= ShiftRows ' (MixColumnsSerial ' (AddConstants '(AAC' ).

FHXR:

SCAC!I HDSAC! * DAAC! ) =ASCI ", 0=j<15.

W AH [R) B SCFD AN TR) R 7 2R Y 2 A R G R

ASCT ' Hl AACT ' Z I KR IEHR BRI AC 12384k |
FIRE W ACT WA F TS K AME
K,=MC'" "@®AddConstants ' (AC' %)

= MixColumnsSerial (ShiftRows(SubCells(AC' ™) )N @
AddConstants ™' (SubCells ' (ShiftRows ™' ( MixColumnsSerial ~' (
AddConstants ™' (SubCells ' (ShiftRows ™' ( MixColumnsSerial ~'
AddConstants™ ' (SubCells ' (ShiftRows ' ( MixColumnsSerial ~'(
AddConstants™ ' (SubCells ' (ShiftRows ' ( MixColumnsSerial ~'(
Y®DK:1)))))))))))))))).

4o MREE AR T R E SRR EH K ME. 7
LED-64 & , K=K, ; f¥ LED-128 5, K=K, || K,.
4.5 HESACHBHFAE

TE5 TR A 2 AR, FRATT A B 4 bit BEAL K
{HiEd %6 [ — 2 % SubCells, ShiftRows #l1 MixCol-
umnsSerial 28 5, & 2] F —% AddConsta-
nts Hi A1 16 bit, 3X 16 bit 4k £ 52 i 1) 26 3 1 1Y 4
PR AEL 2 o TR TR R A
PR MoF R4 R AC' 5 ik iR 2 22 5 %)
2% I HOME AR 2 e i o — fEL X AR R 97 R R
J5 AR S B oK REAR BB 1 B BE L TR G AT AR —
Tl 4 103 B 05 ¥ 38 4 R T R T R OC ROk I
B AC.

ECHZEDESCWIEN T 5 (5 SubCells iz



3 &S

B4 YIRS LED 52 8 40 5 00 55 0k 19 22 e M A A 439

BL R LT 2255 KR

(AY,,AY;,AY 1 AY ) =
(SCAC)H@DSAC,DAAC)) ,
S(AC)HDSAC!DAACY),
S(ACHDSAC,DAAC)) ,
S(AC,))DS(AC,DAAC,,)) ,

(AY |, AY,,AY LAY, =
(SCAC)H@S(AC,DAACY) ,
S(ACHDSAC.DAACY) ,
S(AC)HDSAC,DAAC)) ,
S(AC,)HDSAC,DAAC,)) ,

(AY, ,AY; ,AY,AY ;) =
(S(AC)HDSAC,DAACY) ,
S(ACHDSAC,DAAC)) ,

S(AC! )DS(AC,, DAACY) ,
S(AC!, YDS(AC,,DAAC,))),

(AY,,AY, ,AY, ,AY ) =
(SCAC)H@BSAC;DAACY) ,
S(ACHDSAC!DAACY) ,

S(AC! YDS(AC, DAACY) ,
S(AC!, YDS(AC, DAAC!)).
WE 2 i {245 [ —2 % AddConstants iz 5
T S R BE LSRR S L FRATT O 8¢ 2 n % i R
R — B AAC RS 16 M IEEE
FAEIME X 16 MEZEH AACT Ry 4 N EE
AT 22 AP BON AL, I H AACT R 4 N ER
BTN FE MBS AACT H Y BE R Y
PO B B AACT (AT 2 LR R R B 3D -

AAC)  AAC, AAC, AAC,
AACH = AAC,  AAC.  AAC, AAC c
AAC,  AAC) AAC, AACY
AAC,, AAC,, AAC,, AACI,
4 2 1 1 p 0 0 0
8 6 5 6 0 0 0 ¢
B E A F 0 0 u 0|
2 2 F B 0 v 0
4 2 1 1 0 p 0 0
8 6 5 6 g 0 0 0
B E A F 0 0 0 u|
2 2 F B 0 0 v 0

S O
oS O O

o O O O =
o O O O K O

[Nl v v [ BENTN (R & o B SRINTN

S o B N > = I

SN R e S L

T M e -~ ™™o
S

S O O o o O

o o o «

DoqrusvEZy s paqausv Klﬁllﬁﬂﬂg{.-

|

4p v u  2q 29 4p v u

N 8p 6v Su 6q 6g 8p 6v bSu
B Bp 9v Au Egq ' Eq Bp 9v Au '
8p Bv Fu 2q 2q 2p Bv Fu

u 29 4p v v ou  2q 4p
Su 6g 8p 6o 6v Su 6qg 8p
Au Eq Bp 9v "19v Au Eq Bp
Fu 2q 2p bv Bv Fu 2q 2p

b

DoqrusvEZy s paqausv Klﬁlﬁﬂﬁﬂg{..

R4 SubCells 1z 55y A i 2 1Y 2270 R &R
AT BN AR L U AAC! [ T AT RE
HiZz N

28(=2" 2"« 2%),

Horpr 2t « 223085 [—1 % AMC' ' U5 7] g
1 B A B A B B B — 8 ) - 2° R B i
AR DU AR S B0 . A&l 3 TR, B AMC! ! [ BUE
LS AAC TS BEIARE . HE A AY & —5E 1S
LR AT LGSR AC R {E. AT — R RE 5 A
JI i 1 52 2% BE ARy

27 (=2'0 « 2"« 22 4 2%),
WERAFIH ER AACTH Rt FBE Ay 2,48
A5 A Ry A A HE LUK 50— 1.

e . e AWM E. E8 LR, A%
A AC i B A ST R AL Ry ot — 1.

5 YRMWESHEREA X

5.1 BN E FI# 7Tk
LT LA b 0]l e 5 R 5% 4 STBCRY 43 A A



440 it (= 2 Eild 2012 4F
—> > >
ACH! SubCells sC ShiftRows SR MixColumnsSerial MC-!
SubCells ShiftRows ., MixColumnsSerial -
ACH! ol SR MCH!
SubCells ShiftRows ., MixColumnsSerial
ACH! el SR"! MC'!
SubCells ShiftRows MixColumnsSerial
AC(—l sCl! SR!! MC!H!

Bl 3 LED Skl et o 4 s ol

Rb 2 il R BT AR 8 B EILECE 3 R
M7 2 1 A B 5 J 7 4 3 B o o SR A ) 4 2R SR
REAR 7 MR A 8038 T L3 I 1 R A2 D 0 o 4

JIv it BRI B SCR. PR FRATT AR — el B O ik

PLIX - fa 3 $eis S i 5 A BL . 24 Bl ALl B ol

AN S5 TP 8 SCH) 28 0 i 5 R B 5 AL

BT 3 FiiE L

(D) G R B ATE I 5 —feis 5 rh ) AC

AR AR A 4 bit 2 Ak DTN i FE ) Sub-

Cells i th 4 FB 735 th L H I 4 bic 846300 A €

ZIN{0}. I, A, 28 3F ShiftRows i& & Fl MixCol-

umnsSerial i85 )5, %8 LM 2 /0 & HE AY 0 R

THIMEZ —:

{MixColumnsSerial (ShiftRows(4,,0,0,+**
MixColumnsSerial (ShiftRows(0,4,,0,++,0)),
MixColumnsSerial (ShiftRows (0,04, ,++,0)) -+,
MixColumnsSerial (ShiftRows(0,0,0,++,4,)),

Ay € Z\{0}}.
S8 A 240 (=15 X 16) M. P It % 3

18 22 73 1 Y B A 1 B AR Ak

(2) QIR R g AAE BB 2 e as 5k, )

,0)),

AC! FFAT P AU A 16 bit 84k, M i %% 13 A2 Y
SubCells iz 54 t B9 4 #7 97 h t H 47 16 bit 42
38 A A A A e {Z N0 L, {454
A A, b &5t ShiftRows 18 & 1 Mix-ColumnsSerial i&
G Xz AY BJE T TIES .
{MixColumnsSerial (ShiftRows(4,,0,0,0,
A,,0,0,0,4;,0,0,0,4,,0,0,0)),
MixColumnsSerial (ShiftRows(0,4,,0,0,0,
A,,0,0,0,4;,0,0,0,4,,0,0)),
MixColumnsSerial (ShiftRows(0,0,4,,0,0,0,
A,,0,0,0,4,,0,0,0,4,,0)),
MixColumnsSerial (ShiftRows(0,0,0,4,,0,
0,0,4,,0,0,0,4;,0,0,0,4,)),{A;,4;,,4;,4, } €
{Z31'\{0}}.
zZ4iit , L 262140(=65535 X 4) -8, K 1L,
8 SR 22 53t B B T I A R A
(3) A e R ATE BB 3 R as s b,
AC' &R FAT R 23 & A 64 bit ARk, T in 25 33 72 119
SubCells jz 5 1Y 4 th 1 A0 & B 284k %5 SOy 22
o E YA B MR AL,
PRI S S 1 B ) 5 S R A A BT A T



3 &S

B4 YIRS LED 52 8 40 5 00 55 0k 19 22 e M A A 441

BIETRR SCY MR LY B 2% il AY. FE
FEAR AR, 2 R B T A N R e
3EE AL B A B BT EE L W 2R AY ME)E T
262380(=240+4-262140) AE H 1) — A~ D] 156 B i i
S BB TE AR BT B S WA R A R S A
LB AEFIECE 3 deh. X R Ik W e g L T LA
RO AR R R R 8% O BT DA R K R T
BRI T 5 0 A R SRR

5.2 ¥RHIEBEER

iRUE T S SR NN IR § R R 2 TN
PR R BRI A K AR 4 bit I BERLE 2
I H IG5 B EAR S 3R A B R R . Rt is
ff LED-64 S b i {81056 3 % . 5 LED-128 83k
R IR 3 Fe RN RS 7 R TR ) R M S B PR B
rh L K — R AR TR LA L AR S B v Mol A B
TR AR H e AL B R . B, FRATAI A 5.1
T A R B AR R ) SR S A
JE& R LA 1 O -

(1) LED-64 Bk iy 15055 3 %8, 5 LED-128
FIETP I BIECE 3 RS REIEER 7 4.

(2) LED-64 By EIBEE 2 .80 LED-128
TR RIS 2 R FEIEE 6 .

(3) LED-64 B3 rh i 504 1 4.3 LED-128
TR RIS 1 R FEIECE 5 .

HARTE R IR (1D (2)F » 2243 b i
AL S BT IR 2 F % 1 e L (3D B L TEIRA
e LT A5 B M B (i an . © ik RE g I B
) FRATIREE 22 0 Mo e B M DL B3R T % 4
AS T ) W i e 5 AL
5.3 FRUEHEAXATSR

S3AT NG AT DA SE B A5 0 1 A [R]85 3 1l
PR AL, 7R R By B A T L ik Oy A 5 R O i
ALl o AN E - 5 B R 52 T X s I 7 A R, DA
1717 e UM B8 B4 114 22 43 I T8 T k. AR L
AR

L. 33 B S A5 9% B Sk g A IE 9 2% 3.

2. FEF PN R P AT RO S S MR A 203 B O
LB T R AR AR T AR BOR AE
P PO . 2 GO O I O 3RS BT A Y AR % S
A5 34 KB iz T s B B HAE X —
SR CEERSRE N FHY K. RG24 64 bit, 5%
45 45 0 B 22 3.

3. MIAE 2 hC@E B F 59 Ko X is 4 5t
AT % . AE N % 1oL A8 09 B82S 5 3808 W Z AT HEAT MR I S
HR YRR EES 5 0 22 43 ) 10 245 ) ) IR e B 3 AR . SR i

W AR B A3 TR U O A R B O R
75 T A A B R R R S B Y b R 8 25 0 a0
WE M ZR T HANM o T EE B X IR, HE%
EIRE T EY K.

4. A eI T EY A S m A H T R TR
JE B2 4% 1 A 1L

6 BEREHMH

FEBCT R T W — A B T T Y
5 SR IR O S ) A R A R A AR e . A AR
PR R A TR A SR e R A A B e — e s B
DA 2R M 2 i A AU — A 4 bit & AR AR Ak, Ul B
3k 25 43 R B0 AN R K B L %R B B Y 4 b,
HTWE — D FEAVA T BAEFRE
TR 5 A 2R 4 bie SRR & A AR B e — 58 2 Wi R — 4
B BIZ A AE 2P )2 I 25 43 B AR 25 43 i R A
o —AAEE A bit A 4P 4 i B HICHE 15 L2
S ER 2 A HEE Abic H, WL, &4 T
G B E —Fe AR Lk 2 0 22 43 i AR 22 43 i i A
EZAAER 4 bic, AR 5 1k AT DR R A
MR, EES T HANCERE TR D, 2 PTHE
PR S A AT R i T RS HE
W E e, WK E — A T2 N R
/Ui SCECE A

0, d=0
{Fﬂ,1<ﬂ<n’
d

Horp,n 7K SubCells iz 5 i i 1 L R4, d KRl
1 A B B STk B B T R R A T 2R
d =0, W] & W Do o e AT WK A2 10 1 38 S I A AT L oy, TR
WM g /0 W3 B 22 OBl 0.

FEE T — AWk & A B, 95 R 98 R I 5 0 5ok
HIREEHA

o e )

Hirp,n R SubCells 12 5 1 i H HERR 5, si m —
S G A LR e FoREH S &k ATt
B A

TE— AR AR R v, W A D B o A r A R ) I

i AR N
0, d=0
12<1+1> s, (s"l iﬂ, 1<d<n'

Hobsi —A4~S &5 A LR 8. n /8 SubCells



442 it " Bl # H 2012 4
iE B R R o 3R 3 3 R TR A2 Y T 227<:2<4+1)-4+1 . 647 - 1)
S LT B, g 267 0 5T TR B 4 ) I I 416
b FHYIRCH. i 2
LT K 3 50 1 . A% 7 08 9 T4 o 2o 7 1 ww:ww%“-%ﬁﬁy

R T S N DR VA E s (U <91 o e
Uy NG IRV R N 9 SR N
2 BREIVERES 3 R0 S A s T .

NS R T AT B e —fe s o B 4 %
1 P RS — 58 SubCells Fy i A Fl H X % 4= 4 bit
(AR Ak s L B 2 430 e 43 A e LA BB VK 2 7 5 8.
R R0 0 5 ) R B 0 BB 8 2R e 5 L B AL )
25 43 BB A3 A T LS B 52 9. FE X MG LR Lo TR
SR K 0 AR B e — s s
Z WA AREE. M5 SubCells 328 51 22 43 & &,
RN B 4 A RO, BER A 1 —
A ACIIAE 0 4 b7 3 72 5 05 22 2 SO [ ) 4 1%
B 3 (B R HE AR ] — 2 45 (LA R AT LA
SR AL I, FL T 0 R B 8 ) B AT B L AR
— R RN SR ET, e LB T
32 AR A8 1R %5 30, DA 26 ik B R e
WL b BT 32 AR S W i, B
SEeMRE LED 5751 64 bit A1 128 bit JF 5 % 4 , 1
W o A E AT B 32 AR 64 IR B S0, o B
it (S A% BE 43 )

4 64” « 1
29 [ oU+D) -4+l
2 < 2 11 )
it
4 64° « 2
30 [ oU+D -4+l
. ( . 44 )

Wit ,n=64,si=4,xr=4,d=4,g=1(LED-64 &
B E g=2(LED-128 & ).

TR R B ATEBRIREE 2 i S A 3
I ik Fi v e Je — §6 SubCells 1 4 A1 i H AN &
A= 16 bit (74846, TR E T %9 KT A
LTI 2 eis A 2 W AR, IR HL
BRI % B A B 16 bit, EAGHE 2 A
[Fi) () 5 158 %8 SC (e B e A AR ] — 2R 5 A &, H
FRERETT A BE AL . R, o — ik 52 %%
HEP T, He E R 8 A A AL R %
SC. DA HE SR A e B B
W2 8 IR W S Wk 2 U, 5% 2 B LED
B % 64 bit F1 128 bit Ji 4f % 81, B e b 4 0 W
B8 ANFIL6 AN 5 S0, Wik i R 09 AR B Y
5

HAr,n=064,5i=4,2=4,d=16,g=1(LED-64 &
PO g=2(LED-128 &),

R ATE R RLER 3 feas S W %
R i — % SubCells By %y A% 1 24 & 4 16 4>
P AL R — R S AW UK T
B 16 A2y R K E ] K A
T PR FEEE 2 A AN B 158 9 SC GO AT & AR
AT — 73500 B AR A T DU BESLA). LA
KM EWE T THH L B AT 2 AR
WOC. WA U, B K E LED B Y 64 bit I
128 bit J a2 51, BEIE b4y B 22 2 AR 4 A g5 IR
% 3C, Bk P s 0 5 2% BE 430

64° + 1
25 [ __oU+D s 441,
2 ( 2 4°64)

64° + 2

4«64 )
Hr . n=64,5i=4,2=4,d=64,g=1(LED-64 &
HHEk g=2(LED-128 & b).

226 <:2(4+1> s 4+

7 WELWHERST

i PC Lg% (CPU i AMD sempron (tm)
processor 2600+ 1. 60 GHz, ] £¢ 2 GB) &A1 14#
Cifi 5 g 52 9L 1 A4S SC4 10 i Moy 5 v s P il e
V5215 BV R % SO R B A ML B, 5 A
T 1000 415256

TE— 8 MY EEA R T FRATT X A [a] 1 il s 45
B, DMKSE LED Sk 8% 8. SCm A S B AT

B A — AR AR AR R B 7 Bl AR 4y
S T g BBV 3 e (ERBIEUE 2 ) B E 4 bt iR
it AL A 0 e 1 5 s % R 0 B i — $8 08 0RL L4 bt iR B E
A% R0 e {15

Y 7 R R R 8 5 6 WY SC % K L ) TE g A
e 25 SR X A AR 9% Y BRAT o R E AT 25 4 e b g TR
TEYUE BB AR A

I A A R AL E AT O 2 R R SRR S B X
T BEASE TR, ] 52 30 v 45 B 19 S04 AT AR A SR RS, SR AR
TR A A P g R 2R R IR % .

LL LED-64 T AWK M. R TR E ¥ % 4
) P — i, FR AT 8 2o WSO £ A ) BH SRS [m] il e A 30



3 2

B4 YIRS LED 52 8 40 5 00 55 0k 19 22 e M A A 443

AN % S s BB AC 34, H 2R B
AC'H T A1 RS g v AR R AT R ACT
() DU FIE 1 5 2 s 56 F — A~ 1E 6 25 30— A il B %
SCHF s AC! 1 B — %) W] Rl 5 5 (E AN B ol 29. 4,
25.5.28.7 DA Jx 18. 35 J F — A~ 1E #f %5 SC A1 AN B
bs 2 SO, ACY B B — %1 AT BE 2% 3k 1B AH 28 A~ 5034 (8
J91.0.1.6.1. 9, 1. 35 FF— 4> 1E i 25 SC R A ik
B g SCHE, ACT By B — B 5 2 (A F X E ol 0.6,
0.5.0.6 LA K 0.6, DL b dis 2 B, UMK 58 — vkl i
AT T AC AT — 51 19 o —{A, 3t JC 72 4
S AC! i ME—1{H , B2 5 i M — 1.

PRI I & o 25 43 W00 B 0o 19 4o B oo R o 3 i
fHHE DRSS AA IR E T % 5 M —1E
454 LED SRk Fe 1, 5230 3 B . A6 2 7 1 i e A
RN L FESRE 2 YR S I R VR O s R 1
W PIEAHATAAS A s 4 o, A8 H
h 1 E A 58% , UL T B LMl — Wk R
R BT R 58% BUH N 2 J DL b E B
A2 % o Ut B H A 1 T B AT A7 E 24 M 1 {5 4k 22 0k
P88 3 W A i A an &l 5 i, Hoh g H oy 1
[ EL B R 92 % B T2 40 B A Bl — IR R ok
B E A 925 s 80 H R 2 UL B EL A 8%, A
HApTEANMEAEZ AR AL ESERHE T, a0
FALHETT PR B 5 A ME— K 52 25 9 i L o 3
b 58 %0 s N AR HEAT = R B BE AL o — PR BT %
T %R 92%.

4 B 2 YOl BT AL T 1RO A 1

1% 4% o4
2% 1%

92%
Bl5 553 YRS AR I T 8 A 1B

WFE A R U] LED %% 5 A RE R BT 25 70 i B 24
v TR 4 B4R B9 BEHLAL R R R L 237 A 5t T
M0 3o 22 73 ST R S AGE I 5 ) W 3 A ke e o
S H W] B U] LA A B A R A A R
TEVR S T3 H B R B R B 00 T S K S 64 bit
Bldme AU 2L 3 AW 30 A 128 bit e b
AT 2 6 Al 8 SC . FE AN B 1s. BT 3R EE X
IR [ B 05 o 9 A [ o+ PR IR B PR ) AL R T
R S AT T LR TR S S A AR k2
M 3 Pin.
®2 LED-64 EEHARHEEET,
BREXBMHTEERENXR
HUEHR SCPRENR BLETHE SRR

e BH WO WAE WA
B 32 % A bit JRE 32 48 229 230
55 31 & .4 bit. A 8 12 227 228
530 %5 .4 bit AR A 2 3 2% 226

%3 LED-128 Mk AR MEHERT.
EREXBMTHERENER
BUSAE IR SChRAS IR BRI SEPRIME

T8 o 7 RN PN h
R BCH BN RAE RAE
55 A8 FE RIS 42 4. . .
64 92 230 2)]
L bit 5
507 AR 15 4 ‘ |
16 24 228 29
4 bit, A Al 2
A6 BRI 44 %5 e -
4 6 26 27
4 bit, A A 2 :
‘5
8 éﬁgﬁln

A SCHEH IS T LED 55 85t 22 4 ke il
(22 4. PRAE 73 Hr F S 8 45 SR R W] LED 509k 5
52 723 WORR Ty B AE BB I SC G Ll R
PR S A N Sk ) R Je A TR s S e
0 LI /A 1R R A SC RO 0 S e 0 1 5 B 2 T K
S LED 5k i st hn o 9. 18 2 BE Y R B S 19
Aol YU L S i 2 A SR B i A 3 A
DA HG. 07 15 A B 00 A 22 00 R 2 ot U5 vk
(¥ T ok P RE o i o ik B T8l 1) A58 3 A 52 T 4

N TS 1) AR A S 1) BE LA
FHAE S5 H 25 05 T X 22 00 W B B0l T ik AT R K
SR BCHE il DG A e ot P R 4 s e el 1y 52 4 R A
AR SER T TE R FATTRE 4 i B ks 14 23 o
G JF DERRE 1 350 T 08 JH 5 32 45 0 b X 22 il o
Kl AT R

B O BRMALTRERZFHHAREGEZNE
T e 33



444 I A T 2012 4
293-306
% ;-% jz ﬁjk [8] Piret G, Quisquater J J. A differential fault attack technique
against SPN structures, with application to the AES and
KHAZAD//Proceedings of the International Workshop of
[1]* Guo J, Peyrin T, Poschmann A et al. The LED block Cryptographic Hardware and Embedded Systems ( CHES
cipher//Proceedings of the International Workshop of Cryp- 2003). Cologne, Germany, 2003; 77-88
tographic Hardware and Embedded Systems(CHES 2011). [9] Amir M, Mohammad T M S, Mahmoud S. A generalized
Nara, Japan, 2011: 326-341 method of differential fault attack against AES cryptosys-
[2] Boneh D, DeMillo R A, Lipton R J. On the importance of tem///Proceedings of the International Workshop of Crypto-
checking cryptographic protocols for faults//Proceedings of graphic Hardware and Embedded Systems (CHES 2003).
the International Conference on the Theory and Application Cologne, Germany, 2003;: 91-100
of  Cryptographic  Techniques ¢ EUROCRYPT 1997 ). [10] Zhang Lei, Wu Wen-Lin. Differential fault analysis on
Konstanz, Germany, 1997. 37-51 SMS4. Chinese Journal of Computers, 2006, 29(9): 1596-
[3] Biham E, Shamir A. Differential fault analysis of secret key 1602 (in Chinese)
cryptosystems//Proceedings of the 17th Annual International Gk, S0sh, SMSH SR [ L 40 R e 7. H B pL 2
Cryptology Conference (CRYPTO 1997). California, USA, 4, 2006, 29(9): 1596-1602)
1997: 513-525 [11] Li W, GuD, Li]J. Differential fault analysis on the ARIA al-
(4] Blomer J. Seifert J. Fault based cryptanalysis of the ad- gorithm, Information Science, 2008, 178(19); 3727-3737
vanced encryption standard (AES 2004)//Proceedings of the [12] Li Juan-Ru, Gu Da-Wu. Differential fault attack on PRES-
7th International Conference Financial Cryptography (FC ENT block cipher//Proceedings of the 2009 Annual Confer-
2003). Guadeloupe, French West Indies, 2003: 162-181 ence of the Chinese Association for Cryptologic Research
[5] Giraud C. DFA on AES//Proceedings of the 4th Internation- (CHINACRYPT 2009). Guangzhou. China. 2009: 3-13(in
al Conference of Advanced Encryption Standard 4 ( AES Chinese)
2004). Bonn, Germany, 2005: 27-41 (Z=HT . v k. PRESENT B :m & o d//+EH
[6] Chen C, Yen S. Differential fault analysis on AES key sched- B2y 2009 4F 4. UM, HE, 2009 3-13)
ule and some countermeasures//Proceedings of the Australa- [13] You Jian-Xiong, Li Rui-Lin, Li Chao. Fault attack on light-
sian Conference on Information Security and Privacy (ACISP weight block cipher Keeloq. Acta Scientiarum Naturalium
2003), Wollongong, Australia, 2003; 118-129 Universitatis Pekinensis, 2010, 46(5): 756-762(in Chinese)
[7] Dusart P, Letourneux G, Vivolo O. Differential fault analy- (I, ZEamAk, 250, B9 04 %1% Keeloq )ik f& 25

sis on AES///Proceedings of the Applied Cryptography and

Network Security (ACNS 2003). Kunming, China, 2003:

MR, SCH AU AR

AT B B SCRUI 2% B AN E
LI LED-64 5.3 4 4] «
B3 01 23 45 67 89 ab cd ef
B4 01 23 45 67 89 ab cd ef
Bt SL BRI F
%, {d d6 b 98 45 {8 14 56
Wk LLF 3 fpoy K8 m] LUK E F % 818
01 23 45 67 89 ab cd ef
XIS 3 % (0 0 AR A T IR 5 S A5 B 1 R % O

s F 1R % 3L
1 82 ee 75 9e 1c 58 a3 58
2 6c cb f4 7e f1 5a 96 ad

3 51 b8 ab 31 16 9a cl 61

i, JERT RS AR (B RBMO . 2010, 46(5): 756-762)

XIS 2 R A0 AT IR 5 AT B A B 5 O

¥ IR 3L

c6 9b 5e 5e Sa ed 78 Oc
0b 89 b7 6b 12 3e 7 c3
be 0d 30 1d 50 57 4a ca
al af 5¢ db 96 7f ab 97
4a 3d 05 81 c4 59 4e le
3b 8d 41 87 ad dO 7a 63
2¢ b7 b0 ea a0 de 2a 9f
al af 5¢ db 96 7f ab 97
e6 ef 9e c4 aa b3 38 21
dc 83 ad 37 eb 24 ¢6 ef
6e 81 75 46 ba ¢9 75 fc
27 07 92 0b 83 75 b3 aa

Oowc»U’\»PwN»—Ad.[H

©

10
11
12

XHE)RCER 1 A8 A A AT OB A9 B Y A R S



3 2 OERAE. WIBRMERGETT LED B2 90 R 5k i i e v A 445
5 R S K5 HE B SC
1 bd d6 5b 98 35 {8 ¢4 56 25 ad d6 5b 98 95 {8 a4 56
2 {6 d6 fe 98 4a {8 18 56 26 {9 d6 0 98 48 {8 1c 56
3 fd de fb 9b 45 fd 14 52 27 8d d6 6b 98 15 {8 34 56
4 fd d5 fb 92 45 {9 14 50 28 5d d6 8b 98 d5 {8 44 56
5 {7 d6 £9 98 41 {8 12 56 29 1d d6 eb 98 e5 {8 54 56
6 cd d6 5b 98 55 {8 74 56 30 fd d4 fb 94 45 {7 14 52
7 fd 76 fb 08 45 98 14 26 31 fd 66 fb ¢8 45 08 14 96
8 4d d6 6b 98 55 {8 94 56 32 6d d6 3b 98 {5 {8 64 56
9 f4 d6 {3 98 4a I8 12 56 33 fd ¢6 b a8 45 28 14 96
10 ed d6 cb 98 95 {8 d4 56 34 fd f6 b 58 45 08 14 16
11 9d d6 3b 98 35 {8 24 56 35 f4 d6 3 98 4a {8 12 56
12 dd d6 bb 98 85 {8 04 56 36 4d d6 1b 98 25 {8 ¢4 56
13 fd 16 b 28 45 18 14 36 37 fd d7 fb 9a 45 fe 14 5f
14 fa d6 12 98 40 {8 16 56 38 bd d6 3b 98 55 {8 44 56
15 fd ¢6 fb 28 45 a8 14 b6 39 fd ¢6 b 28 45 a8 14 b6
16 f1 d6 fc 98 46 8 1b 56 40 fe d6 fd 98 4f {8 1c 56
17 ed d6 4b 98 15 {8 {4 56 41 {6 d6 fe 98 4a {8 18 56
18 5 d6 fe 98 4¢ 18 17 56 42 f4 d6 3 98 4a {8 12 56
19 fd 6 fb 78 45 08 14 46 43 fd 86 b 38 45 28 14 e6
20 fd 86 b 68 45 38 14 ¢6 44 {8 d6 4 98 49 {8 1d 56
21 fd d9 b 9b 45 fe 14 53 45 fd b6 b 38 45 78 14 b6
22 6d d6 3b 98 {5 {8 64 56 46 ff d6 {d 98 4c {8 11 56
23 fd d4 fb 9d 45 {2 14 59 47 {6 d6 {4 98 4d 8 11 56
24 f1 d6 {6 98 4c {8 10 56 48 fd d5 b 9e 45 {2 14 Se

LI Wei, born in 1980, Ph. D. , lec-
turer. Her research interests include

IOT security and information security.

Background

Our work is supported by the National Natural Science
No. 61003278 and
No. 61073150, the Opening Project of Shanghai Key Labora-

Foundation of China under Grant
tory of Integrate Administration Technologies for Information
Security, and the Fundamental Research Funds for the Cen-
tral Universities. The projects aim to discuss the security of
the lightweight ciphers against fault analysis.

A new lightweight cipher, called LED, was proposed in
CHES 2011. It has better hardware and software perform-
ances, and is suitable in the Internet of Things. Up to now,
the LED cipher is resistant to most classical attacks, such as
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PRESENT, KEELOG etc. Other than classical attacks, dif-
ferential fault analysis is based on deriving information about
the secret key by examining the differences between a cipher
resulting from correct operation and a cipher of the same ini-
tial message resulting from faulty operation. Thus, this
strong analysis could be applied into practice to break ciphers
with less time and data complexity.

This paper presents an approach of differential fault
analysis on the LED cipher. It makes use of the half byte-
oriented fault model and the differential analysis. By assum-
ing different round location of occurring fault, the 64-bit or
128-bit master key for the LED cipher could be obtained by 3
or 6 faulty ciphertexts. Thus, our method not only expands
the location of occurring fault, but also improves the efficien-
cy of the attack. It provides a general method for fault analy-

sis on other lightweight ciphers.



