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Abstract  Under the background of Next-Generation of Internet based on the Internet of Things
(IoT), an architecture of IP source address validation is proposed in this paper. Considering the
resource-restraint of IoT nodes, the distributed IPv6 source address validation scheme is designed
according to this architecture as well as the topology and routing manner in end-edge network of
IoT. Meanwhile, IPv6 address allocation methods for IoT nodes and their authentication mecha-
nisms are respectively discussed under the scenarios of static assignation, DHCPv6, SLAAC and
DHCPv6-SLAAC mixed. The simulation has proved that our scheme can not only implement IP
address allocation, but also keep the IP address authenticity with slight cost among IoT nodes, as
well as between IoT nodes and Internet end-host. As a result, the whole security in IoT is

enhanced.
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Internet of Things (IoT) is an emerging network form
which is developed on the basis of the Wireless Sensor Net-
works and combines RFID, traditional wire/wireless Inter-
net, mobile communication network and other technologies.
Since its application scenario is very extensive, it has become
one of the prime research subjects all around the world.

One of hot topics in IoT is how to apply IPv6 technology
into its networks and nodes. Once IoT nodes deploy the same
IP addresses as that of traditional Internet end-hosts. bilater-
al correspondence could be achieved among IoT nodes, and

between IoT nodes and Internet end-hosts, which can not on-
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ly resolve the stubborn problem of inter-communication be-
tween the end edge networks of IoT and the Internet, but al-
so overcome such intrinsic defects of address-consuming, as
well as the lack of IP address management mechanisms.

However, there are dual-semantemes of identity and lo-
cation on the body of IP address. Thus, once the IP address
of 10T node is spoofed, the data collected from nodes will be
unreliable. What’s worse, this will jeopardize the security of
whole system. As research on IoT is still in its beginning
stage, this issue has not drawn much attention yet.

Till now, there has not been any study on the subject of
source address validation in IoT. Authors have made a lot of
fruitful progress on the subject of the architecture of Next-
Generation of Internet(NGI) and its source address validation
framework. And several papers and Internet standards have
been published, one of them is about the SAVA(Source Ad-
dress Validation Architecture) framework. After fully inves-
tigating the relative studies and technologies about IoT, in
this article, we propose the scheme of source address valida-

tion for NGI which involves IoT on the basis of SAVA.



