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Abstract  Privacy preservation in wireless sensor networks has attracted more and more atten-
tions. Answering accurately Top-%£ query in wireless sensor networks while preserving data pri-
vacy is a challenge. This paper presents a verifiable privacy-preserving Top-k query protocol in
two-tiered sensor networks (SafeTQ) ., which consists of privacy-preserving Top-k query protocol
and two integrity verification schemes. SafeTQ can complete accurately Top-k query in two-
tiered sensor networks while preventing attackers from gaining collected data. To preserve priva-
cy, SafeTQ uses some strategies such as adding random numbers, encryption and securely com-
puting kth data value between high resource nodes. To verify integrity, two integrity verification
schemes use respectively encrypted data chains and check message provided by spatial neighbor-
hoods. Theoretical analysis and simulation results by using real-world data confirm the high effi-

cacy and efficiency of SafeTQ.
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query protocol in two-tiered sensor networks (SafeTQ).
SafeTQ can complete accurately Top-2 query in two-tiered
sensor networks while preventing attackers from gaining sen-
sor data and enable sink to verify the authenticity and com-
pleteness of Top-%£ query results. Theoretical and quantita-
tive results confirm the high efficacy and efficiency of
SafeTQ.
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