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Abstract  Due to the impact of micro-architectures and operating systems, the execution time of
different S-Box lookups in block ciphers have some variance, which may cause the leakages of the
S-Box lookup indexes. Utilizing the “byte oriented and divide and conquer” strategy in side chan-
nel analysis, this paper analyzes the resistance of AES implementations against Cache timing tem-
plate attacks. First, the mechanism of different Cache access time is analyzed, and two Cache
timing attacks are provided (collision-based and template-based). Second, the model of Cache
timing external template attack is built, and a new template matching algorithm is proposed
which is based on Pearson correlation factor. Two real attacks on the first and the last round of
AES are launched successfully. To overcome the requirement of a template platform in external
template attacks, an internal template attack is proposed and applied to AES. Finally, several ex-
tended attacks on AES are conducted under different settings, operating systems, Cache initial
states, and crypto libraries. The experimental results are compared with the previous work, and

an effective countermeasure is also suggested.
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sis, this paper analyzes the resistance of AES implementa-
tions against Cache timing template attacks. First, the mech-
anism of different Cache access time is analyzed, and two
Cache timing attacks are provided (collision-based and tem-
plate-based). Second, the model of Cache timing external
template attack is built, and a new template matching algo-
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are launched successfully. To overcome the requirement of a
template platform in external template attacks, an internal
template attack is proposed and applied to AES. Finally,
several extended attacks on AES are conducted under differ-
ent settings, operating systems, Cache initial states. and
crypto libraries. The experimental results are compared with
the previous work, and an effective countermeasure is also
suggested.

Experiment results show that: compared with external
template attacks, internal template attacks can remove the
requirement of recreating a target platform, improve the ac-
curacy of the template to be built and enhance the efficiency
of the whole attack. Since the transmission delay, or even
the traffic jitter in a network, is bigger than the difference of
different encryption time, it is difficult to launch the remote
Cache timing template attacks. Preloading S-box into Cache
before encryption can prevent Cache collision timing attacks.
access driven Cache timing attacks and trace driven Cache
timing attacks. However it cannot eliminate the timing
differences of different S-box lookups. As a result, it cannot
prevent Cache timing template attack efficiently. A possible
countermeasure against Cache timing template attacks is to
use the techniques of inserting delays and preloading S-Box

simultaneously.



