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A Precise and Scalable Static Checking Approach for Temporal Safety Property
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Abstract  Static program checking on temporal safety property that can be described by finite
state machine (FSM) has been one of the hot research topics recently. In this paper, we propose
a new approach to improve both of the precision and scalability of static program checking. We
used FSM slicing to reduce the size of the programs being checked in a demand-driven manner
without checking precision loss. Such reduction can simplify the structure of the programs thus
reduce the complexity of the program analysis used by the program checking. The experiment re-
sults show that the FSM slices can improve the scalability of the Saturn to 6. 34 times on average,

and can improve the precision of the Fastcheck to 1. 20 times on average.
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ANT) s AT LIRS 3k 88 T EURLIS 1 73 0 = K26 3 R S
I #& (extended static checker)t 2 | &R {545 750 45
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EX TCHRAREZ AP, M E—4Tcdl:
M=(Q,3.8,qo- ). Hp . Q MRE M IE = A R4
S RAIMERG O RIREH BRI 0:QXZ~>Q;s
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1 AIET 2 3ol 45 T B AT BRARZS A S pL
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Initial State

(o o)
CLOSED
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r(dd/fwrile/fc[ose

ERR( )R
| R/
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fread/fwrite
Bl 1 SO AR & 4 Jm

Initial State

malloc/
realloc/
calloc

FRR( )R

B2 AT P2 R

H il A 1R 2 #0000 T 5L AT DL DU 3 i) et
J 2z 4 JE P G AT AR I R A5 ARG N
SLAM™ (BLAST™ 5 # 7 # & 73 7 4% Saturn™ |
Fastcheck' \ESP"™! MYGCCM! 245 B AR x4 T A
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HA L2587 k. B TR RS E K (15
Saturn HFE AR U B $5 B4 B RN B IR AR IO A
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Ab PRSI TA] A 512 MB N AE) 58 i, & 15 Saturn
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4 P R S AT 1 25 L D e 4R I R S g e
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1. int mm_fv_update_nonbon(float lambda) {
2 nodelist=malloc(nx*ny * nz * sizeof (MMNODE) ) ;
3 if(nodelist==NULL)
4. return O;
5 for(ix=0; ix<<nx; ix-++)
6 for(iy=0; iy<<ny; iy+-+)
7 for(iz=0; iz<<nz; iz++) {
8. //Some operations on nodelist
9. }
10, e
11. for(inode=0; inode <{nx*ny*nz; inode+ +)
12. for(ii=0; ii<<imax; ii+ +)
13. if (( *atomlist) [ii]. which= =inode) {
14. //Some operations on nodelist
15. break;
16. }
17.
18. free(nodelist) ;
19. return 1;
20. }
(a)

1. FILE *f; 1.  void main( ) {

2. void myclose() { 2 if (a=>0)

3. fclose(f) 5 3 f=1fopen( );
4. ) 4. i=0;

5.  void main() { 5 while (1<C1000) {
6. FILE =g; 6 c=c+1;

7. {=fopenQ); 7 i=it1;

8. myclose() ; 8 }

9. g=Tfopen() ; 9. if (a=>0)

10. f=g; 10. fclose(f);
11. } 11. }
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TR TR B 5 D AR B il R R b ) A 1R B A A
TR 7 b4 B0k Ny 0 R Y B AR L O FLAI T i 8 A 1 T
A1 XA IR AT 5 BT o A 2o A v 32 2
(I TA] F 3 22— 0 R B A m AT DR 2 5
W R B AR AN ATAT L U AR A S AT AT A et R G 0 3 L AR
Ja T HEAGH R B B A R R BT AL
il BLAST eI & 3o SR Iy, ol Tk BLAETE
A 2 WA RGO R IR A 10 R ATk, K
YL E I 1000 M {i==0},{i==1},{i==
2} {i==999} (RFATIE A4 1000 YO . H F)
2 {i=1000 i A REFE M R A2 )7 b K B — 2% 7] L) 3
KIEA] 10 1T RE I A2 4K B IR AR AL R R )3 v Xt g
HI BRI (2,4,5,6,7,++5,6,7.5,9,10), 3R J5 7F X 5%
10007

K BE 3005 M EEAR B AT AT 50T . TR B AR
ZAF R {a=0 N a<<0}, i LLiX 2% B 42 A 0] 47, 15 4]
10 FEiE M) 2 W 2R AR I AS 0] 6. SR 1T 75 3K 3K
(R £ BE 25 J& L 1) 10 2 A5 AT GA BRI Tl A 9
SR R L MR 9 X A) 4.5.6.7 BEICA ¥
A, 0 A B AR T LA A 9 R AR S
WA A4.5.6.7 oK. X IE 2 Y) F FOR AT LA i 45
. LY 7 wiAb B S BLAST Xfi54) 1.2.3.9,
10,11 2H SRR e U0 e a0 47 3 01w LAAS: 30 A [R] 1Y &5
W (HJE ] DLk e B3R A0 3R L AT 7E £ FF BLAST ki
T e 1 D B R T T e g

g5 nr UL A ) R B AR R e AT T AL B
Ji s ANAXAUAE A5 2 5 1 RS /L T Lol 45 ) T 5
AT AASORE 5546 00 H R AH O 1 A8 e 38 43 iE 47 1 S
2T 43 AT d5c FOTR 5 3k s TG O 2 48 4 4 i) 2 T
RE B2 A R e R AR P B 43 (43 320 B SCEE) X
T 40 BT B 25 FF 65 0 52 0 DT A7 2850 H 2 R0 T o A
i B RN AR o8 I o A5 R I T HL T DLk B0 T S
VHE A A R e 4

3 FSMYlk/

FSM V) 7 $ A S $7 v 52 5 i 285 G 000 o Afy 41 A
AT AR A B — S G BB R AR TR G ) R He R
o FH 405 7 T R A9 A2 SR A D U0 R s o FSML U R R
o P i R e 10 P 22 4 T PR A AT BROIRZS B S BLAE A
DV bRl TR 5 4 SRR e U0 R o T 7 94

I Bl HE A S5 N 6] FSM ) R & IR 55 T /7 i 7 42
AR FR S AT, BT LL L FSM ) H I T &858
FIF 5 U R A 25 G R R BOR B TR D
FH. X R W 28 g 1 U0 i HR i 2 ) R
PP AR 2 K e ¥ B T N L4 A R oy FSM
YIRS T 8 3 iR 7 # Sk, Bt B FSM 4]
J R T R AT AT ) D/ 4 S SO 00 s ) 6% ik
AR gE A S I B U T S5 FSM G
P NE R i G R E S N A A R I RS
TR NI A A T4 m Rl i s 1. A SCE e
th FSM ) | /95 L R JE 1 ie 1158 FSM 4] /5 1%
(N7

3.1 FSMYIFHIENX

EX 2(FSM Yl ). #BIF P—4 FSM 4]
FSCfsm)J—AR)F PO fsm 24552 i
LA JE A IF H

(D PR P APBR 0 48k 2 415413543

() X F fsm HiR W 7L 2P EP M
LRMAR.

EXICZEMB). HERITH DT %
2JEME p A RRE AN M=(Q.Z.,0,q, s F)
WA F PR P R g,

(D 2R P A7 AE B AR path = s, 55000 ss, » fifi
M &R TR £ € FoME P A7 1 i 12
path’ =s| sty ys, 15 M Y [F]— 52 B & 1k F 4 )
PSR s 9F Hik pach 16 P I AR 5518 pe
path' e P' oI 1 560 pe” W pe s pe.

() WIR P RAETEFEAR path =51y 5550 o5, i
B MZIEFIEFIRE € F N P R4 iR
path’ =s\ sy ee s, ffi15 M) ] — S22 11 F 4 TH]
) IE 5 RAS s 9 Bk parh 16 P WP B 42 210 pe
path' e P o R A2 56 R pe s I pe v pc’.

% B BRAR S R W TR E TR IRAR ps
WS RAT R E RN — 4R TE R HEN Y
WP H p AT Y B ALY B4R 4518 R B0 2
X B A BRARZS A shAl M Sl A HE &, 2 A
FRT T E A RRE AL, — D7 i
fEZ 4% A AL Sl 1 o A o AR TE R ) 55 0k 1 I
Bt R AU 7 (5, FR ATk B 4 g A 1 ) 4 0% B Bl AL
[ — A SE ). BE AN 45 58 B s P 4 4 T P R TR S
WFATFRAR P b T A 5% B 2 HUA OC 1Y ST o
BOR VR TR ). A R vb B> w5 4R 1) SR g
L LA B YE T DLIRAT B S T 2R X s gl A
) 4 RO A 1 S X S AT o 2 (R — AL Bl A
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AR G TR — S SO Y ER A L SR 5 X 4 2H Sl 1 i
A TR I A 6] SR B AE A 3 B SE 1 43 ) AT AR
. 22 A AR I T ISR R R e rh AT i S
2B PER R R WX R AR T2 5 Ry s
TR R R o 4R B S I R e R WA R S
R 8 S 1% R 1
3.2 FSMIRME%

FSM Y - i 38 2 A SCERC 11 ] b |7 SRR
R Ao R () D10 R 0 Oy Rl B T YL R AR B TR
AE] AR FSM U1 I 19 U0 R A HEAS J2 1 8 72 A7
B AR AR R A A A A R T AT BRAR S
HEhHL. BT LAITE#E AT FSM YT R i i b i e
PEATA BRORZS B sh HLA 52 4k SR )5 X T4 — 1> A
SPLIE] LA i S VTS )V S U0 e bR e (] |
T SCHUR R R R D) R B s TR 25X A A B AL
S FSM Y] .
3.2.1  SEHALA BRARZS B 3L

S FRARES A Zh L, BIAR 98 25 € A VIR ZS
H S HL R 2SI B ok B0 B R Fe vh i BT A s 1 i )
AT . B 1 g T S Bk

ik L Sepif A BORE A sl

procedure InstFsm (P, M)

//P is program M=(Q,X.0,q, ,F)
n<1
E[l..m]< @& //clear array E

action

for all e: q, q€0 do
for all st€ P do
//if st is an instance of action
if Match(st.action) then
Eln]<E[n]U {st}
n<n+1
end if
end for
end for
fori<-1,n do
for all st€ P do
//if st and I[ ] belong to the same instantiation
if Belong (sz,E[7]) then
E[iJ<E[LJU {st}
end if
end for
end for
return F
end procedure
WEIEY WIS 1 B E SRR UE. X T
TR TS AL R G0 BORE 1R BT PR AR AR 9 A FRARZE B 3

BL B RS T ok e AR PP v % LAY 2 4 1 ) —
FBC 2 R RV 5 L3 R RO AR B B R — M R
FHAZ EORAER T AT LA A 45 B8 5 X 34 Ok 5
AL B b3 v O I R AT B ST E AR R R T A B A
BT IR, BITERE P b 4 21 5 5 2w i IR 25 5 7% 1 4R
AT R BT VT FC 1 BT AT Sl VR 1 ) L X S8 5 ) b B
A R A AR T A R AR Y BT TR. AT
XSO AT I S I A — AR ) A B b U 15 ) T 4
VERYFREH AL TR GO A — A 2 Bl AL Y b . B3k 1
eSS d A Z For 16 26 B 58 8 F 3R T RE. Hoh
Match (st ,action) Fi R ] Wr b6 B0 st B9 B4 =
5 AR IR R action B BRELH M.
55 2 20 MR A S0 A b o 52 S Bl 4. FRATTR T
g — > S AR HE - DX A B T s P AR R T AT
VAR AR SRR R B AR A 4R B R S % HE B
A AR B R I 44 G & B AT R AR B 2 W) —
PR %R S SR e TR T R A BRARES A
AL B X AR AT 52 AT FRAR ZS B S LAY S 1l 1.
Bk 1 e 2 N AN ZE For 16 36 B 52 R iR Th fg.
Horp Belong(st,st_set) FIEFIWT R BOR A st 5E &
st _set WV AT: T oK RO T2 S 4R AR O 2 TR — B
BVJs T W) — A BRARZS A shHL s s — D R4l E
0 R HRIC s — A BRARZS A S LAY 5247,
3.2.2 FSM Yk
VR 2 4 T SRR FSM P AR, A 2 &
AL 3 AP IR. R BRAR S A sh ALk AT 52 )
s S5 A A SCHR 12 ] b 3509 1 57 R e ARt &
Xf B — A BRARES B S LS AR R LA — A B fE
VAR U0 b o T SCHRC 11 e 335 (B Inter-
Slicing BRECF) #E4T b F SCHUS R & 72 8] 8)
IO T 85R G IR R R A RARE A S L
SR FSM U R dE L DD R R 2 2R R TR ) ) 4R
A IR IR T Al FSM ) F i 45 5, 78 J5 R
J rb 4 B D) R 25 SR AR S 1 ) DT A5 B B A B
LI FSM P) F. A AR )7 1) FSM 4]
F AR SRAE R Pl b A T i — ST Rl R
)2 B — A S ) FSM U 725 2R, Al LUIE B 5k 2
IR S5 R0 FSM O] R (UL 5.
Bik2 FSMUIK AL
precedure FsmSlicing(P, M)
//P is program M=(Q.X.9.q, . F)
//1. Instantiate the FSM
E < InstFsm(P,M)
//2. FSM Slicing
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Building System Dependence Graph G for P
S I]<w
fori<1,|E]| do
for all s€ E[] do
//Perform context-sensitive inter-procedural
slicing for G, given the slicing criterion sz
Simp < InterSlicing (G, st)
S[liJ<=S[iJU S
end for
end for
//3. Construct Slice
for i<1,|S| do
//Extract the statements that is in S[ 7] from P
P’[i]<Construct(P,S[i])
end for
return P’
end procedure
LAIEL 3 (b)) VE Sy 7= 51 356 B . A 5 9] 4k B Be o 4% %)
SCHFHRAEA BROIRZS B ALY 52 01 A0 AR HE 20 ) o 1R
)T OREA] 9. % FIEA) 7L 7ERR T R D7 o AR L 3R
FEA) 3 5 HAL TR — A LA AR R (B AR R —
SR EE XSSO L BT LB 7 MR A 3 8 T A BRAR
A AW FE —A L6 X FiER 9, FNIEA 9
TF 4 7 Jo vk 203k 1E 4] 3, r A4 3 5iEA) 9 R
J& TR — A BRORZS A UL, ke Ry A P
MAFPLEBHEL1]={3.7} . E[2]={9}}. L) E[1]
Ve V) bR e A7 U0 A A3 20 25 R A A 4 CdD) By
78 LU E L2 9 U0 7 b e 3EAT U0 1 o 45 21 ) 45 2R 4n
4(d2) 7R,

1. FILE "f; 1. void main() {
2. void myclose() { 2. FILE *g;
3. fclose(f) ; 3 g=fopen(O);
4. } 4, }
5. void main() {
6. f=fopen();
7. mycloseQ);
8.}

dD (d2)

K4 FSM ) f s

4 FSMYPIFEWMES

P FSM §] i R %0 FeATTHE Open64 JF i
55 150 9 S 138 R G W LAtk b S T — 4> FSM Al
9K 2 119 A 0 G PR AE 42, FR A Fedora. 12 6 I 4 128 HE
ZRP G i R O HE Al S HE L DL FSM )l R R
LS XA B C R 7 R 25 1 B Y B Y % 2R

PE. 5 458 T Fedora By G V1A 451 (B 52 8 43 %R
%t Open6d Y 7858 3E). Open64® B —ANH &
Mg T I 6 . B R 2 BT HEZE AR
T8 5 AR O S BRI L ) B 2R A

C EMERSTT )
4L 5 BT
RAMA

L dREE )

AT BT (WPA)
(3£FOpen64)

(G cRlETE S

Kl 5 Fedora Eifk &5+

Fedora #24t T EIE HI P4 O/ P AT DL
L 75 PR3 b AR AT BRIR S  Bh AL B AL R A T
MYEP 2 4 Jd M. 7EIZHESE T, AT S MYGCC i
A7 75 L 5. 3 2 FI) R BT F P 42 101 il A BRCR
A AL IHZ A LA 21 s MYGCC fig
453 1 condate (MYGCC 4 34 725 0 P & ) 4%
2O A LUK R /b AT 440 X i 8] Fedora B
ARAT 1) 5 F .

[F] I AT Open64 iy ik A2 1] 43 H7 HE 42
R A TET Ay BT AE SR SRR S B B L R U
1F AR H] 43 BT - BEAE $R R U0 R IORT BE L 2 FSM )l
(s K. AE AT R HESE b, ff Y J2 Steensgaard (1)
AR . B SCANURAR £ BT S AEA R T 1Y
A R X 2 BRI T AT 09 BIFE F 2 B LUK
e 5] AR S 7 RS iff 1) e 2 SR Y XL 7
XA DA S B TR 208 o o] R 19 2 72 )7 43 A AE
20 b FRAT ST R A I A R AR G A e Y A

@ http: //www. open64. net/
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N IR B 2 ST FSM Y k. SRS L 3T
A FSM U J 19 45 4R B FSM D) e, B 2
=5 BRI R 58 U R 2 4 e 1 A A

5 AR AR ERIENIRAE
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Software plays a pivotal role in our society. But the poor
quality of software is one of the big problems. Nowadays,
the increasing importance of software correctness has led to a
large body of research aimed at identifying violations of tem-
poral safety properties. However, the current static program
checking tools are not widely used due to the limits of either
their precision or scalability.
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both of the precision and scalability of static program chec-
king by adopting FSM slicing. FSM slicing integrates the tra-
ditional slicing techniques with temporal safety property
checking, therefore not only reduces the size of programs be-
ing checked without checking precision loss but also simpli-
fies the structure of the programs. Such reduction and sim-
plification can reduce the complexity of the program analysis
used by the program checking further. So the more precise
program information could be obtained. With the help of pro-
gram reduction and precise information, both of the precision
and scalability of static program checking on temporal safety

properties could be improved.



