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Abstract  As semiconductor technology scales into deep submicron regime, transient fault vul-
nerability of combinational logic increases rapidly, and will overtake that of the sequentials. Giv-
ing attention to both combinational logic and sequential logic components in a processor, especial-
ly taking aim at the hard to protect combinational logic, an instruction level transient fault detec-
tion mechanism, namely Cost-Effective Lock-stepped EDDI, is proposed. In the initial stage of
design, the underling factors of both hardware detection and correction capability and system
software fault detection capability are taken into account. The primary contributions of this paper
are as follows: Firstly, a novel theoretical SDC(Silent Data Corruption) rate quantitative estima-
tion methodology basing on probability theory is proposed for guidancing the tradeoff between
fault tolerance and performance. It is the underestimation of the system reliability because of the

ignorance of system software level fault tolerance capability, that incurs great performance over-
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head of fault detection algorithm. Nevertheless, in the initial stage of design the underling factor
of operating system is taken into account. Meanwhile, faults are classified into different catego-
ries according to the processor components utilized by an instruction. Fault injection experiment
results prove that the theoretical quantitative estimations fit well. Secondly, giving attention to
both combinational logic and sequential logic faults, the Cost-Effective Lock-stepped EDDI mech-
anism is designed, whilst a novel instruction duplication rule and a register allocation scheme are
put forward. Coupling with EDAC(Error Detection And Correction) hardware for sequential log-
ic, the Lock-Stepped EDDI especially effective for combinational logic greatly reduces perform-
ance overhead. Wherein, the novel register allocation scheme in compiler front-end results in a
large reduction of reserved registers, alleviating register pressure and significantly reducing the
numbers of load/store instructions. Likewise, with the introduction of register reservation, there
is no need to modify function parameter passing rule, no need to recompile system libraries,
which is of great importance to the generality of this mechanism. Thirdly and lastly, single-bit
fault model is adopted. Representative components in SPARC processor such as decoder unit, ad-
dress generation unit, and ALU are conducted for fault injection campaign. Comparing to the tra-
ditional Fully Replicated approach, Cost-Effective Lock-stepped EDDI achieves an average 35. 2%

speedup in execution time and 36. 1% reduction in number of dynamic instructions at the modest

cost of an average 0. 8% increase in SDC rate.

Keywords

EDDI (Error Detection by Duplicated Instructions) ; SDC(Silent Data Corruption) ;

combinational logic; transient fault; SEU (Single Event Upset)
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g5 L AR B B A GE B 5 I B A AR
TOPRRR 95 A S L)L O 82 A e T IR R AR 4
A IR S A A A TR R S AR SR T
A XoF P A 14 43 AF A A BURR LG /N T A A A
EDDI Z5 7725 4321 19 50 Yo. A ML 8 FH 4 5 . o 75 1%
Z: R 18 A TE T AR G T 1Y) R g

5 £ W
5.1 LW
MO\ R

ik THAEEYE R GCC 4. 2. 1, 38 1 % A& 2 45 1)
SCAF Y T TR S I A R A SRR I A A AR TR A D
HJe Ak Ay g 3 e 45 2 R BEIROR & LR TR
A 1] A BAE  FRATTAE g % T g 22 8] 4 A FE 4> 52 Tl
TIPS B R B Y A G A X 5 R 4 R G
A SAMY g sk s B, H AR4EH S UltraSPARC
T2,$8 44 SPARC V9.

R R

AR SO 828 EDDI S8 AT 5 42 52 1l
EDDI #i 17 AR G H LB LN FHR L T
15425 5 T — 1y 2 A7 4 5 1T 48 & 52 i O 78 W) 20 48
A ZHT R R 2P 48 2 43 45 load., store, Bk % . bR 2L
P T PRBCR [0 5 kA 45 N B Ui AR BT — IR A
2 OB 4 1 ¥ BOR B 5 A\ 52 1 4 A7

i B A B9 1% BY

R A H R LR S5 15 38 4T I R o
I AR S| R R R R B T2 Y spee &
BRIV 7 e 2 e o g S R R N R B W = N TR 28 UGN
e |y AN N A (LI = LD PR ¢
WO i H AR 2 GRE R 20 DM ELD.
I WE N BLIE R R B AT e 2 AR R B i ok
trace {5 AT IR 0. SR T, 3 Bl Oy 25 % B R
AU [ BE B A E L BOAR SO AT R spec R 4
e, SCRRL23 ¥ MiBench 5 SPEC ##47 1%
ke . MiBench (1) 5 4> 2 %I F0 7% i o 25 J7 10 AS b T
SPEC, 5¢ 4l J& # b 1 A B 223K, 1 H - MiBench i
NSRBI B AT I ) R K 4 58 A 1) B i e e i A
FEARZ2 ). (A, 48 SR A MiBench i 3% # , b
t4%5 FFT.stringsearch.dijkstra f basicmath, 3% H]
RN
5.2 TAIEMEITFEN

HWEFANFAR

12 SAM AU A% 54T 8RR 1A 20 ] A 40 4k 3

w215 2 n AR TR < A BRI | i 2E BT
FNIAIZ B T0 A 1k I IR o &5 9 22 A0 A/ i o
FET | 5 BR L T e . e i o 2R A A 0 3 B o
HA 100 IR,

L T R MR FEHETE SAM Lz 78K, 78
L0 Tioua JIX AT BEMLA BT 2] T«

41 A BY B8 JT KRR

SPARC 4bBRERER 160 & #2731 % PC 4b. ik
H7A NPC(Next Program Counter). It 25 ££ %% £
T SR B PATHE A Ak, A SO NPC 257 a8 1A
P L AR I SR B L b 2 BB G .

RS BT E

X SAM 45 4 G A7 b BURE E A BRAT BEi 95 4 11
N ERL G R I A A0 iR B PR T I I R 8 4 A 5| R
(R T 2 F 0 B LG B . TR 48 4 G2 A7 v 1l B 4
A AT REBL S 2 ok AR v AT B I DATE R 4R A AT
S5 5 i IR

BB BTHE

S8 BT AT RS R WA RS [ 3
FAR A HE ASLB BTG L T2 HB A ¥ Ry e A 1Y
WTEREAR. WAL 2 s, AT RE A SRR 5 A 5 Ak N3
AE 4 SO SR R AVE BT 28 O %5040 38 12 13 A @ i A
BifF . & QM G Z BB A A Rl @k BiAr
O HHE 3 % B S 7] A A s SCAF

Hoyn 18

N

IRF

K2 BEZHRTZEE

8 1 TR R U O 3 2. (1) 4 A BOrE i
e 5 | e R R i N BT S R O B B AR 3K
AR R RS, () BROBERAGZHEK
B, 5 %0 A BT B LU R A S B R R BB
(3) ) B iyt A7 ke e 1 5 [ i A o S0 80 3 B
B, =t AT P A B B R P

Hy b3 o R, AR SCAE SAM $hAT i AR
PLIEFRI ARG 2 I 1 BT A 45 4 152 OIS R AR B
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A28 B 3 A L R

MR R AT

22 45T B JT (Decoder) . B % HL oG
(ALU) F#b HE A= i 2858 CAGEN) Hi B I 16 28 19 15
TR B R A X bl He v SR I 45 SR IR e v
NG s R R G AF LD EDDI &3t i H 2
JF 485 AT AR IE W 1) L 491 AR SCAIR 158 25 A7 7 SO AT T
PR %A SRR I 4 2 o 0. TR, X 4 A3 4
AL 5 i R AR I I 2 A ABE 3 SR A T AR AR
Bl A5 AL ) X6 A B 25 Csystem) [ 3 A 0 R U G 3% (A
SCAR B 25 BB A B L A I fih 6 AR AR A S5 ) L B AR i
Tk 2 T HE S 3. 1%, SEBRIR K 3 Ok 2. 824, Al it

(B 5 SEPRELIL G R 4F. Al T i 9 32 2 R AE T
[] 13 41k 75 3 B A A G0 B AE I B AL L AT
g AT AR S e s A 3 A (L A 5 . (EL X A [l 1Y
R A THER B BARIE .

TE SPARC {4 28 25 ¥y v e % 38 1F 114 Al T 6 e
BT SE B R JL PR S 00 X 56 o v B 2602 B 4 4 S )
P AR R P (A S e 3 A 13X B i 4 i 405 i 451
mov $i§ % G 15 4 5 U o7 17 a4 (L 27 H 19 % A7 40D
) — A~ U AF K00 70 g0 (SPARC B2 g0 i 15 2y
0) A7 PR T BURF A7 A% 5 U2 O gl IR B g1 I {H T
I 0L AN B2 0 AT 45 2. B 155 0 76 BB T8 IR

®2 BERKEEMGT

T3/ %
. T Decoder ALU AGEN System
e s r— “ . , - . » - . : . .
flit kR bR fliit SEbR SEbR fhiif bR SLBR flitt  SEkR SEbr
SDC  SDC nRiiES SDC  SDC E Tl 45 5% SDC SDC nRiES SDC SDC NG EE S
fft 5.1 5.3 39.1 0.1 0.9 22.4 14.5 12.0 7.3 4.9 4.6 17.2
dijkstra 0.3 0.4 54.7 0.1 0 29.2 3.1 2.1 12.8 0.9 0.6 24.2
stringsearch 0.8 0.9 54.0 0.1 0.5 31.5 2.3 2.3 18.2 0.8 0.9 25.9
basicmath 10. 3 9.7 37.1 0.2 0.9 4.1 12.8 8.7 9.3 5.8 4.8 12.6
average 4.1 4.1 46. 2 0.1 0.6 21.8 8.2 6.3 11.9 3.1 2.8 20.0

Xf T HE BIT AT HEAR T S PR AR, 32 2R 2
Wi B TR Bz SR 2 B AR KA A7 2 )5 n] RE W2 R
. 44 -

and  Yogl, 1. %g2 //SFIR%A

and %gl, 1, %gl //E4%

and 8T A7AE g1 WIE AL EIEC 1 25 Y.
IR 4l R s H A 3 A7 4. A B e R AR TE g1 3
gl RAL KA B LR B e A 2 P AT 4 ) B
15 0L 35 3 B2 R

X HihE Az B AR L Al e A 2R S T S PR Y
F2 R 2 < DKL v P A AR 2 U A 3R 4, Ui R ik
A AR )42 0 55D B0l BRI Al T 0 1 RS
THEARAE R G RE ) . 2 B T T A % i 25

BEENEREDT

D HE TR SAM T AR BE 22 I o 4 il B 52 3]
R L 5 bR A AT L AR AR R R B R AN T
ARG R LR 5 2K

(1) IE# 45 3 (Correct result) ;151745 - 04 i
AR i ) — B

(2) EDDI £ il CEDDD) . # f& % EDDI #L il ¥
KN

() FAE R G KL - A0 35 B 45 1% (Segmentation
Fault) . JF ¥ 4§ 4 (Illegal Instruction) . i 2k 4 {%

(Bus Error).

(4) ¥4 R 58 11 Bt (OS Panic, High OS) . #i &
FEEAEREEN G ).

(5) B RZE IR B AT 45 AN TC il e 25 A — 3.
o4 2 50 103 1t RS R 45 SR 2 R0 T A B ) S
& SDC(Silent Data Corruption).

&3 o B ik i ofE L 42 &2 i) EDDI i [ AR
Wi EDDI fin [ 5 43 ) 7 i 15 506 | 5532 ot Al
i HE A B TG AR Y 25 AR 5 R [ 2 o
AHEE . EDDI AL 7 R 19 25 58 1k RE 32 T+ 20 B 2
Y G0 1 5 b A 5 e 0 WA > T 0. 42 & i EDDI
K SDC Ky 2. 0% ARACH BiE EDDI fy 2. 8%.

XOF T i B AP S o A o [ 0 4 oA T A 4 2R
Hh60. 2%, BEAE R G AL L ] Ry 24. 9%, SDC K
14.9%. 2% | EDDI jin[& 5 SDC F-¥{H N 1. 9%,
LA SCHI EDDI N f5 SDC F-¥{E 2y 4. 1%. i
i EDDI /) SDC & F 4 & il EDDI () J5 [ 3 %
ST HI VA X M B E P emp 48 A SEAT AL 7
SPARC R Z &5 # . emp 45402t B M #AEECH
g0 [1) subce $8 4 S B, WIS E A MR BE B T H 1
BREEO . 2530 g0 DIAM FFAARIR T AL 45 LT AF

i M P A O s 25 5 ) i A iR 4 R (EL 15 £
Xof B ARG 5 PR BB BT R O AN B 4 L 1 42 &2 i) EDDI b 25
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LAV 3= AV I

AGEN Decoder ALU
FFT Di jkstra

b1 J L1

AGEN

1 J 1 U L1 ]

2431
Bizb

JEEDDI

Decoder ALU

AGEN

Decoder ALU AGEN

Stringsearch basicmath

’ [ Correct result [JEDDI [l Segmentation Fault [ Illegal Instruction [ Bus Error Il OS Panic High OS B Error result ‘

B3 kAL

i cmp $54 AT T A AR 2 AR e Ok
APERE T B o B AR ST UL 5. 3 5 PERE TN,

X T H ik A B A B AT EDDI ] ) ) 8 g
W45 SDC SE{E K 8. 6%. £ & 4] EDDI & 5
SDC F-HJ{E N 6. 1%. LA UL #8525 EDDI Jin
5 SDC - #{H K 6.3%. H b mg & F 4 & Hl
EDDI, == %2 Ji7 P& A AL i &2 il 48 4 J ) 5% 48 4
I F 4 2 IR AEBCER R A TR — A A7 48

XT38 2 506 . A SRR 8120 EDDI fin
[ J5 - SDC S8 M Te EDDI it [& 1 19. 6 % Rk H
0. 6%. A& il EDDI Jy 0. 1%.
5.3 EBEER

AT TSR 2B S B A ECF AT B[R] 3 A~
Ji X T ARACH 8 2E EDDI 5 4 52 i EDDI AL
A PERE R . I 9 ER 4t 24 o 55 R [ 0 3 6 o R A
R 255 Kl 4 Pros.

600

OasHERS

500 A R4
A &load /storedg 4
_ 400 H 3 EHARS
:E W HAHLERS
E 300 O B A B LL 4R 4
= W i &call /return LA HR 4
= O & #load /storelb i 45 4

I ‘

100 5
- --\\\\
1 o

A 4

BEsESKN

252 ) EDDI #8545 4 BT Y E 2 J ] it 2
HEFE 2 BB 4. 63 £ ARAC M B 20 EDDI N2 Ji
M L F5 2 M B 2,29 £, EEFERE . (D
BJFE . 4252 ] EDDI 75 [6] 22 48 4 Z Hi e 4 A
ik, store 7 2 28 IR LGB fE L b kD) F0 % A 25
A AE A cor WIORAF RIS . R B0 2317 ok il 2 5k
AN BRORE [R]85 1) O R 48 4 ZHITIE 7 B AR
A AE . AR 8120 EDDI H bz B4 4 45 4L,
Xf T iR A A A L S A8 Bl R A7 s TR

D] s SR L 4 4
W i &load /storefii &

W AR A

= =t | = e

basicmath average

PEREIUT

W B D) A P A A A R AP B DL R L AN 23l R A A
REMY R . 5K 8126 EDDI A 1L, 4 & il EDDI
ML HE Al 1210 1%, (2) HAERIE J1. 5 H
EDDI 484 % 7484 % i H— 0 &7 f2 40 . (AR 7
rhR] 43 G A3 A A A D IXORE R i T AR I
Vifr46 4 Az 546 2 1 el 5 8145 EDDI
e, 4 & % EDDI ¥jj 77 #§ 4 Lk 6] 3 ¥y 3% jin
33. 8% B AR AR m 41. 3%, Hirh FFT
ViAE48 4 15 I Lo i 55 3] 69. 1%, 7 AUIKAS o 4125
EDDI X} F i FET 31X 28 27 £7 4% 0 24 = 1 v A
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R R PE BB T LA . TR R Ui AR A
(34 2 45t — 2B 8 s 2 il EDDI (1) FLE AR

AR M

452 EDDI gl 25 $0 47 48 2 %02 Jit I3 56 o 1Y)
2. 37 A% AT IR PR) S B R 3 o 1 1. 92 A% S AR
B2 EDDI A [, 42 52 il EDDI - 34 $547 19 He #5048 4
B 253. 5% .38 A8 A M0 50. 100, Ui £ 48 4 15
8. 7%, o FFT Wi fr45 4 1 m bk ik 5] 18. 3%.

B2 BT AR SR AR #8285 EDDI i 45 1 52 4
i VU] R S 126 T i S5 B 1) F AE 2 TUER A L0 T
A AT v T BR B A AU GR fi AF A7 i R ) BRAR T DT AR
B R R T 4 A48 A BB 5 4 & | EDDI AH
o AR B EDDI 7504 A8 I 45 = 8 3% - F S AT
B ) 45 5 35. 204, F ¥ 8 & AT He 4 b
36. 1%, X Fu 430k B T A SO H B4 EDDI 7 1 g
ISNiOR 7

6 % i

AR SCHE V1) R B8 4 0 2R G0 40 1) 0 e ]
FERE ST AN 18 BT R B DAY I IS B L 53
AN B EDDI”. EEANAWNT

(D) #it TR B2 EDDI AL L 42 B AR
B AL 1) i A SR DU R 2 A i I 5 2L AR HIL 4
A 2 KA B 7 L e UL BEER N AL A B R LR B
BT, 51558 EDDLER 2747 223 2 A /] & ol 5k
SV T 2 A e 0 G R R e D T A A A TR AR
ARG il T A A R AR T U A b T MR
P . TCT 8 B g R 2545 S RN JC 5 38T G 1k R 4
A T .

(2) 1 ME 590 32 Mk B O A o i R Al 3
B AR RS S Re AT h HEAT 8 T JELAL X AL L g5
PR T AT - F 32 5T | 5 2 5T bk A= R A i
FTHBEE A  B0 U FES Ak T F 7 3 A R0k

(3) 35 % 5L Lb R 9 I 550 A5 780, sk ATL o) ke B 3
NS S5 R AR U 5 B AR RRAC M AT I
i P

544 4 EDDI A4 [t AR A4 # 8 26 EDDI X LA
SDC F¥3 7t 0. 8 % WA - e LT SF ¥ AT B[]
4% 35. 200 PSS AT RS A W2 36. 1 00 Ik
AE P #.

2 % x ™
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Background

As semiconductor technology scales into nanometer re-
gime, a revival of interests about intermittent fault is im-
pelled by the following driving forces such as shrinking ge-
ometries, smaller interconnect dimensions, lower power volt-
ages and decreased noise margins, etc.

In this paper, a compilation supported fault detection
approach, namely cost-effective lock-stepped EDDI was pro-
posed aiming at the hard to protect ALU components in
SPARC processor. It was evaluated in great details in terms
of fault coverage, fault detection capability, etc. And then a
novel fault coverage estimation method was put forward and
validated through thorough fault injection champions. Exper-
iment results validated its efficacy.
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A whole fault tolerance framework across different lev-
els, such as RTL, firmware, OS, and application, was pro-
posed against intermittent faults in SPARC processor. De-
tailed investigations were made in the following aspects, such
as SOF (Sources Of Failures) of intermittent faults., Symp-
tom based high level fault detection & diagnosis approaches,
fault propagation investigation, hypervisor based firm-ware
level fault tolerance and compilation supported application

level fault detection, etc.



