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A Logarithmic Spiral Based Data Perturbation Method for Clustering

HUANG Mao-Feng NI Wei-Wei WANG Jia-Jun SUN Fu-Lin CHONG Zhi-Hong

(School of Computer Science & Engineering s Southeast University, Nanjing 211189)

Abstract  Privacy-Preserving Data Publication requires seeking tradeoffs among maintaining data
utility and preserving privacy of the dataset, data perturbation is an effective method to meet this
requirement. The existing data perturbation algorithms for clustering usually fall short in accom-
modating maintaining individual privacy and data availability simultaneously. In this paper, a novel
logarithmic spiral based data obfuscation method is proposed. A clustering-oriented data per-
turbation model is built to regulate the obfuscation process. The original dataset can be perturbed
leveraging the logarithmic spiral, which can maintain # neighborhood relationship of the data set
as well as its clustering utility effectively. Furthermore, for improving the strength of privacy
protection, the paper proposes a multiple logarithmic spiral perturbation strategy. Theoretical
analysis and experimental results demonstrate that this method can avoid leaking the data privacy

meanwhile maintaining better clustering utility.
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