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KFUR: A New Kernel Extension Security Model

MA Chao” YIN Jie” LIU Hu-Qiu” LI Hao”
U (Department of Computer Science and Technology , Tsinghua University, Beijing 100084)
D (School of Computer Science and Technology . Xidian University, Xi'an 710126)

Abstract  Security in kernel extensions is important for operating systems. There are lots of at-
tacks aiming at kernel function using rules in kernel extensions and bugs about these rules which
are caused by programmers’ mistakes. Hence, it is significant to check it. Several methods have
been proposed to improve the security of the kernel extension, but few approaches check whether
kernel function calling in kernel extensions works in the right rules. We propose an innovative
KFUR kernel extension security model system, which could check whether kernel extensions vio-
late using rules at runtime. KFUR is short for the kernel function usage rule. If kernel function
calling meets KFUR model safe operation condition, it is permitted, otherwise it is reported to
the operating system kernel and the kernel extension is stopped. The KFUR security model sys-
tem is implemented in the Linux operating system and used in device drivers of the e1000 network
card, the SATA hard disk and the HDA sound card. Security evaluation shows that our system
can check kernel function usage rules and performance evaluation shows that our mechanism only

brings little overhead.
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struct sk_buff *alloc_skb(unsigned int len, int priority) ;
struct sk_buff *dev_alloc_skb(unsigned int len) ;

void k free_skb(struct sk_buff *skb);

void dev_k free_skb(struct sk_buff *skb) ;

void dev_k free_skb_irq(struct sk_buff *skb) ;

void dev_k free_skb_any(struct sk_buff *skb) ;

void % skb_put (struct sk_buff *skb, int len) ;

unsigned char *skb_push (struct sk_buff *skb, int len) ;
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int skb_tailroom(struct sk_buff *skb) ;

—
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. int skb_headroom(struct sk_buff *skb) ;
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. void skb_reserve(struct sk_buff *skb, int len) ;
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. unsigned char *skb_pull(struct sk_buff *skb, int len) ;
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. int skb_is_nonlinear(struct sk_buff *skb) ;
. int skb_headlen(struct sk_buff *skb) ;
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these approaches can not be used in commodity operating sys-
tems. In addition, few papers focus on kernel function usage
rules checking, which is significant. We propose an innova-
tive KFUR kernel extension security model system, which
could check whether kernel extensions violate using rules at
runtime. The KFUR kernel extension security model system
is implemented in the Linux operating system and used in de-
vice drivers of the e1000 network card, the SATA hard disk
and the HDA sound card. Evaluations show that this system
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of the research on the network operating system for support-
ing public and enterprise service. This operating system can
run on several hardware platforms and realize large scale
computation, storage and network resources management and
on-demanding scheduling. It supports multi-tenant service
and large scale data accessing and computing with uniform
security management framework and operator interfaces. It
will be used in Tencent Incorporated and Shenzhen Huawei
Technologies Co. Ltd. In the research area of reliability and
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