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LabelCast: A General Abstraction for the Forwarding Plane of SDN

LV Gao-Feng SUN Zhi-Gang LI Tao MAO Jian-Biao YANG An
(School of Computer, National University of Defense Technology, Changsha 410073)

Abstract In the evolution of Internet, it is very hard to test and deploy new network protocols
in production networks for researchers, SDN based on Openflow tries to provide a feasible way.
Openflow implements flows forwarding based on multiple tables by multiple pipelines, while
Openflow does not describe the ability of computing and storing within networks, which could
not support content-centric networks. To enhance the scalability of SDN, a general abstraction of
the forwarding layer, LabelCast, is proposed, which maps network addresses to fixed-length la-
bels and characterizes the ability of forwarding operations and processing functions with Label and
Cast tables. Forwarding layer lookups based on fixed-length labels and schedules services, inclu-
ding light-semantics instructions of general forwarding operations, and network protocol seman-
tics or status-related processing functions arranged by the Cast table, which could be extended to
support the complexity processing of new networks. LabelCast supports end-to-end forwarding
based on flows and non-end-to-end forwarding in content or information centric network architec-

tures, which supplies a general abstraction layer for SDN.
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A%, LabelCast 2 il 75 AR 9 e e B A2 31 530 Hh A 2%
He bR 25 BRI 2 iyt P 5 N Label 2. 0 2% I 4%
] e A iR AT AR SC IR AR AT T A A8 18 A i A% L 2R

OLV (Offset Length Value) 3 7~ #1 0 49 VC B 4857 ,
B 1 3% T THI A R U I B X i S A A . L3 5 DT
PC F A Y 23 1.

L1 |« ATI: AACP1 <= G2ORO

.22 [« AT2: AACP2 <— URL:chunknumber

Ln :— ATn: AACPn<— ADI1:AD2:EID

Label
Mapping

Label
Distribution
Labelcast
Controller

Cast | Serv. | Status | Restrict. /

Ld. |ChkSet| {C, S, N} !

Label | Label | Instru. | ServID

L12 - NId

\
\

Label

Instru.

ServID Cast Serv. | Status| Restrict.

1 L11

Replace(1L12)

- MidFW - {C, S, N}

.22 | Replace(1.23)

Label| Label |Instru.| ServID

1.23 - XId

K4 s —KE

TE 56 KV T3 25 55 4k B 4T ST AR 55 G K L 52 31
X 41 ST AR 56 19 A B A 47 4 S 1 s 2% 5 Ak B R
ST 1o 2% 17 FH 2 ) e S 1B 5 S BRI SO A 1 4 o
Pias FUA T SCHE S M il Ak B8 b 4 55 0 E R0 4% 1
FR 45 A 114 Ak AL R A ) D7 ORI S — i s i Y
HRELZ - BEAE SCIRFHE T U0 1) i 3 i 119 5% 24 A LA K 3l
555 Sy e B A S 32 i ) e e 45 L SCRR 2 RIS — 7K
A8 REAS TR AL B 1 55 B 6 538 19 245 4 i F) 7 T4

4 LabelCast 7 FH

LabelCast 32 4¢HE T HLU /4 g SC %k FL kL F 44
F1) NDN 2 308 k45 B % 347 2 Bl N 25 2 7Y, i
AR SCiE R Ak 2R
4.1 ETHAMEHXELR
40101 RO R A e G

T RN 4 S R AR 4R A A LabelCast #5
il 28 R — B I 45 4 1l I SR 2 1T LabelCast 45 il #5
Fli 3 packet-in 4 5 AR 5 4 SCH A DL K 30
Do 24 N7 T o 30 56 cF 17 1) IO 6% I 42 il A e 0 U0 %
Jr T A I AR S S B I DA R A P W 1B TR S R

HLIUL 34 MU 5 45 45 LabelCast #2276 #%. LabelCast
P O e TR R ik SC B T T bR A
Label, 3 5% A Hash J5 20315 K00 DS i 804 1D, 4%
1D A2y 55 KL)% I FH DR TR 1 s 252 14 16 T

LabelCast {4 il fRe AL 5 K 2 1l 4% 7 A= 19 KL )
rh UG BC BRI AR 2 4 ML DU o Sl SR A AN A8 DR T
¥ Label 22, @08 5(a) fF7n. LabelCast #84
e 5 R XTI P B 2 3 4 4 i R G Ui B SR AE i AL
R R SO HE R IZ bR 2. H T (U e 8 5 A
Ui S D TR R B% A b 22 Bk fh o2 — B0, A B
i S Bl AR AL 2 AR 8] 1Y Label Cast 25 i & % % % #%
T BT AT Y T AR ] A 5 R 2 IR ) e T D).

FE TR By ST e ik B R AN B i AR
R L A A T SRR 38 W] BB LS MPLS AR
e AR AR s VLAN 1D 4b 3R 37 1 48 0 25 & 42 4k
B, 75 LabelCast Hrisg i+ 88 W) 5% % fie 55 52 042 F% 1) i
SCREHL, I DLz IR 55 AR 55 IR S 4R B & Cast 3R
4.1.2 5 Openflow #9 L%

Openflow #3E 1. 2 & X T VA Focd1fE M UL
WA & BN, IF % B TLV (Type, Length, Value)
PR XFFRIGY SR W A KRS B P
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T FL T AL VG eI 2H 2SO T 25 4. A TR 45 R 18N T 1
WFEAg i s ) LA ARG i 4 e kAR 3G i T 5 3
AIUEL s I3 O T BEAE R 14 B — G AT 17 HE R 17 A K
D FC s8R B DC G, PR Openflow %% & S 3088 hy 52 5%,
X} F LabelCast # 5 F 80 0 ik SC %% & . H
LabelCast 5 il 2 o I % & 42 i 5% 52 B 4% R #5

Flow Switching

LabelCast $4 ] i 45 41 ST % BL I e 5 3] 5 58 K b
2 RHKHY LabelCast BN i SCHEW AR B R T
R SCF R0 B T b 3L B A TR T A T AL BRIZ AR
SCHY RN AR AR S 1 AR 4 A 4R Label 3874 19 3l £
2 AR 55 25 B Ak 31 4l SC iy 7 2 PRt LabelCast
BE T8 A HR A8 1Y e T S TN ] 2L

Switch| MAC [MAC| Eth [VLAN

P

1P | TCP | TCP

Port | src | dst [type | ID sre dst | Prot| sport | dport Action
# % * * * * * * * 22 drop
port3 100:20../00:1{..{0800| vlanl [1.2.3.4|5.6.7.8| 4 |17264| 80 port6
N
%
! Label | Instru.| ServID
! 1.51 | drop —
Hash ~ 3 152 Jout(p6) -
152 — RFId
(a) e RN 5 Label 22 (1 e 55
FIB
Prefix Port
Label /parc.com/videos/WidgetA.mpg| b
Label | Instru. | ServID PIT
L12 | - | NI [ Prefix Port
L13 - NId2 |/parc.com/videos/WidgetA.mpg/sZ a
Cast /parc.com/videos/WidgetA.mpg/s3| &
Service Status |Restrict.
Ld/Re(1.13) {s0,s1} - Name Dat
St,Re(L12)| {s2,s3} — 7 /parc.com/videos/Widget A.mpg/s0|index,
/parc.com/videos/WidgetA.mpg/sl|index,

(b) FIB. PITHICS# 5 Label FlCast& 1 B4

& 5

4.2 ETEFHHRXIRE
4.2.1 AFRESHESN

1t NDN R 2% i Interest g SCHR A5 FIB 344 %
Data g SCHLE PIT 4% &1, PIT £ 2R Interest
R SCUA B H A A st 1715 77 AR 5 R K28 DR T
A %7 3 X R A SR A AR A N Y 44
T ARG A I RO B i B RAIE T A
AN [F) Bt R AE [R] — 7 5 rp A A X T a5 i A i 44 5
AT RLR I HTEE 5 R A 44 7 10 28 e S ) i
K ARZE. R 2 F 1 28 40 e A 2 1) O X488 15 g
A G5 S5 i N A A [R) Bl B B9 Interest 412 3C
RE A% 70 TC [) — > 285, I $ic BEORH [] A9 6 A2 A 4 38 7
2R e W T I 245 v e o S s () ) — PN Y
Interest R 344 7 B 5 G W45 Ui ) A [8] 000 A B
/parc. com/videos/ WidgetA. mpg/sO #ll/parc. com/
videos/ WidgetA. mpg/sl it Interest $i% 343 Fi 4 [F]
bR 28 112, J5 2 i SC 2w it bR 2 DE e AT 5% k.
4.2.2 Label &0 Cast £l &

LabelCast 45 il &% ] 73 FiC £ #5 2 Al NDN IR 55

LabelCast ¥ | fig &

K|l Label %, W& 5(b) fi/R. LabelCast il
#n JH Store IR 55 #3 Cast F5 KN, 2B PIT 5%
Ty fg Lh % & Data g 3C, i 7] DAL & Data 2 3C /) 4b
FROEWE . a0 2% A7 A R 55, 53 4. F Load IR 55 44 1
Cast RH R M, 52 CS LI BE LL#E & Interest
S ] LU 5E Interest 4z 3Ot 15 75 22 15 0] (9 4%
AP EA L. & Interest R SUAVF N H 1
B o 0 5 IR - i 4 3 15 A 2L

Interest #ft 3C F1 Data it 3C 19 % k& ¥ 12 /& !
LabelCast ¥ #il #5871 5. & T i fb i1 5., 4 Egress
Data 4t SCHI Ingress Interest 4 3C 73 Be AH [F] 9 b5 25
B Data i 3CHZ BR Interest i SCHY P& AR IR 1. %) T B
A 4T Y Interest L SCRIIRIS , BT %R %
A 11 SRR S BRI e s 1 AR S AR A T g ke
& 38 e 5 (Chunk number). X4 Data 3 SC &350,
16 ACbR 25 R R 1 o 5, O M IR R G
HOH B B3k ) Data 4 SCXF N B B S5
Bloomfilter™ ™ {f 5% 3% 1 (1% & % 4, Bloomfilter ff
7 NDN A S e HN] o AR ZS 88 Status.
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2% 1 PR 4 il CRE ). 0 445 o7 FH 4 ol 2 (R ) 28 AR
e SCAE FRFLIN , Label Cast 45 il &% Jy 4 3C 70 Bl bR %
FERE R 0] i D P B R  O BR 2 B JE T R U B
- giip

i 2 X8 17 o) A [R] 9 25 i 4 SCR 4 Label Cast 45
il g b P28 N A A CRE ) T AR 4 9 245 B i
R R SCHEAT A B o B AR 2 L i SR SCHE
BT THTH A 25 48 7 19 I 28 D0 BCAH DG 19 ik 55 2 47 Ak
L AR 58 NetMagic-Pro i 452 B 81, H 34
2 Jay IR 55 1 sh AR EE A e

6 LabelCast # %k Jfi il & 48 NetMagic-Pro

5.1.2  JREFIT A ALA

TERCHE - 10, AR 4f i SC bR 25 A 0000 Y IR 55
Cast &, i FE Ik 55 R AL F R SC. 40 TPv4 5 TPv6 dLA7
ASEOR/: S SRS R S'Q e Wk
DLy ey s i 4 as & P e e B € X
(0 4 SC e Ak PR IR 55, AR IR 55 O & b R LA
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I T & . A B R 58 NetMagic-Pro 53,
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Container) %} 1 58 #0177 fiff 25 5% I i 47 Mg 4204k F0 43
e R AL P B E R 55 1 T %

TEFE ] -, A P & F XLC 2 1 JF & Label-
Cast [0 45 5 il 5 B 7). XLC #2115 W 4% 4 HE 25 8
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SIS B AR B AL T RE . e 4 ) AR
JF BRI PR 11 APT, M 95 MO8 % 1 i e v B
i PR IR 55 APT, 2k 3 554l o1 1 A% e R I, SR
e V- TR 5 4 P T8 =2 T 9 L RDIR A A% 3.

5. 1.3 TR 5 M 1

XLC i #2417 45— JF iy P A 8 IR 55 18
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H & S RS 1 3 A& M. X P LB A e
S 2 I 55 B TY A 3 G — T T R g5 0
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BATH R B ZhBE.

IR 55 TE ML 11 register Fun A5 H P A & X IR
% W2 name A E LRSS FE T 19 A)AH wser_
serv_proc AP B & X552 17 W) H AR & Meta-
data UL} LabelCast #L 0 g % J5 29 08 Restrictions.
WIRA R F EAI$h thread_Priority ., buffer _amount .
virtual_queue 53 30 % IR 55 68 F 0 31 55 A7 Ak R
T S BRI AR AT BR AL R P AT LA i 1 s R
1% 14 bR B npe_read Ml npe _rorite [ U H B B
HI R 55 AR 28 38 BES 1 n L M B FH P A 7 SO 55 vk
FE.

5.2 10 MEEMXE 57

1E LabelCast %% & v i - T S 4t 1 X 4l SO
S 0 S AR P A R UR B A B (IR 55 ). SR AR R B e
e RV ) 2% i 51 2 NPE SE3, $AE 5518 iy id
PR SCAE BB 35 4 L A 45 A 3 L FE A SO T s
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GiE 2 % A0 B 4 FT1000 Z His 17 1y ik 55 52
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R RGIERE YR = G
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PR OC IR iR Ak B0 IR 55 OF HLRE B8 3 89
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1) 75U ) 45 %% %z, S SDN & T — Fb 358 (19 5% % F
T 52

25 3 3 2 A% Ak P A R0 45 i 5 | R
s 5g 3% LabelCast 7 % i) JR A & 4t NetMagic-Pro,
PLS2 B NDN %% % . [A] i, BF 5% LabelCast 1] JH] 2% ns
DX D 2 R B 0 5 o ) 4% v B R A T R A A
PR ST R AR B O IR 55 R AR IR i O &
0, i — 2B 1R LabelCast A 7 J& 4.

Z £ x #

[1] McKeown N, Anderson T, Balakrishnan H et al. Open-
Flow: Enabling innovation in campus networks. ACM SIG-
COMM Computer Communication Review, 2008, 38 (2):
69-74

[2] Van Jacobson, Diana K Smetters, James D Thornton et al.

Networking Named Content. Communications of the ACM,

2012, 55(1) . 117-124

[3] Ashok Anand Fahad Dogar Dongsu Han et al. XIA: An
architecture for an evolvable and trustworthy Internet//Pro-
ceedings of the Hotnets 2011. Cambridge, USA, 2011: 7-12

[4] Ali Ghodsi, Teemu Koponen, Barath Raghavan, Scott Shen-

ker, Ankit Singla, James Wilcox. Information-centric net-

working: Seeing the forest for the trees//Proceedings of the

Hotnets 2011. Cambridge, USA, 2011; 1-6

Lin Chuang, Lei Lei. Research on next generation Internet

architecture. Chinese Journal of Computers, 2007, 30(5);

694-711(in Chinese)

bk, FH. N —REIER KRGO, TR AL

2007, 30(3): 694-711)

[6] Ali Ghodsi, Teemu Koponen, Barath Raghavan. Scott Shen-

ker, Ankit Singla, James Wilcox. Intelligent design enables

architectural evolution//Proceedings of the Hotnets 2011.

Cambridge, USA, 2011 13-18

[7] Yang Dong, Li Shi-Yong, Wang Bo, Zhang Hong-Ke. New

transport layer architecture for pervasive service. Chinese

Journal of Computers, 2009, 32(3): 359-370(in Chinese)

(B4, M5, W, RER SRR E RS R — R 4

L4 2580 . THE AL . 2009, 32(3): 359-370)

Halpern J, Hadi Salim J. Forwarding and control element

separation (ForCES). IETF, RFC5812, 2010

Wang Bao-Sheng., Xia Yi, Chen Xiao-Mei, Zhao Feng.

Research and implementation of ForCES-based IPv6 router.

[8]

[9]



10 4

B 8455 . LabelCast: — 38 19 SDN ¥ & F Tl 2047

Journal of National University of Defense Technology. 2006,
28(3): 44-48(in Chinese)

(RS, BB BRBEMy, B UE. T ForCES (kR4 1)
IPv6 B i 25 B9 WF 5 45 S 8. [ B BB a7 2 4l 2006, 28
(3): 44-48)

[10] OpenRouter: OpenFlow extension and implementation based
on a commercial router//Proceedings of the ICNP2011.
Vancouver, Canada, 2011.: 141-142

[11] James Kelly, Wladimir Araujo. Kallol Banerjee. Rapid serv-
ice creation using the JUNOS SDK. ACM SIGCOMM Com-
puter Communication Review, 2010, 40(1): 56-60

[12] David G Andersen, Hari Balakrishnan, Nick Feamster.
Accountable Internet Protocol. ACM SIGCOMM Computer
Communication Review, 2008, 38(4): 339-350

[13] Lu Guo-Han, Miao Rui, Xiong Yong-Qiang, Guo Chuan-
Xiong. Using CPU as a traffic Co-processing unit in commod-

ity switches//Proceedings of the HotSDN 2012. Helsinki,

LV Gao-Feng, born in 1980, Ph.D.,
assistant researcher, His research inter-
ests include next generation internet
architecture, high performance routing

and switching.

SUN Zhi-Gang, born in 1973, Ph. D., professor. His

research interests include network architecture and high

Background

The testing and deployment of new network protocols
proposed more requirements over SDN. Researching on next
generation network architecture becomes the key fields of
network innovations, such as Nebula, XIA and NDN. XIA
proposes addresses of directed graph, NDN proposes every-
thing over name, and Nebula proposes data center of net-
work. The goal of next generation network is retaining the
sandglass architecture and extending the end-end model, and
develops new network controllers based on the present for-
warding layer. The testing and deployment of new network
protocols need to enlarge the capability of forwarding layer
and boost up the functions of controlling layer. The present
abstraction layer of network could not support the developing
and testing of new network architecture.

The evolution of next generation network is not patc-
hing, while proposes the base mechanism of naming and ad-
dress to solve the limitation of network scale, which is con-
fronted with the challenge of the designing and testing of pro-
tocols in production networks. With the supporting of 863
projects (No. 2009AA01A334, No. 2011AA01A101), Our
research group proposes a general abstraction layer, Label-

Cast. LabelCast uses Label table and Cast table denoting the

Finland, 2012. 31-36

[14] Rosen E, Viswana A, Callon R. Multiprotocol label switc-
hing architecture. Internet Engineering Task Force(IETF).
RFC 3031, 2001

[15] Ghodsi A, Koponen T, Rajahalme J, Sarolahti P, Shenker
S. Naming in content-oriented architectures//Proceedings of
the SIGCOMM ICN 2011. Toronto, Canada, 2011: 1-6

[16] Hao Fang, Kodialam Murali, Song Hao-Yu. Fast dynamic
multiple-set membership testing using combinatorial bloom
filters. IEEE/ACM Transactions on Networking, 2012,
20(1): 295-304

[17] Xu Ke, Wu Kun, Wang Qing-Qing. High performance con-
trol-plane communication model for scalable routers. Journal
of Software, 2007, 18(9): 2205-2215(in Chinese)
B SR8, BT, AT JR By 42 0 00 1 g ik RESEA
PR, BF2R 4R . 2007, 18(9): 2205-2215)

performance network switching.

LI Tao, born in 1983, Ph. D. , assistant professor. His
research interests include computer network and network
processor.

MAO Jian-Biao, born in 1988, M. S. candidate. His
research interests focus on new network architecture.

Yang An, born in 1988, M. S. candidate. His research

interests focus on computer network.

capability of network services and forwarding and loads mul-
tiple protocols on fixed-length unified labels. The logical cen-
tral controller maps network protocol to fixed-length labels,
to support the developing and testing of new network proto-
cols in SDN.

Packet processing in forwarding plane of LabelCast
includes action instructions of modification of packet base
options and output controlling based on OLV (Offset, Length,
Value) and services of processing of any fields of packets
running on the computing and storing resources within net-
work elements, which implements general process of light-
semantics and advance processing of network protocol seman-
tics or status-related. Forwarding plane lookups based on
fixed-length light-semantics labels to aggregate multiple re-
quests from different hosts for the same contents or services
and schedule the instruction of actions and the sequence of
service atoms, which decreases the complexity of the imple-
mentation. Services in the forwarding plane process packets
in depth in the key data path, such as the modification of
special field and data storing, and could be extended based on
the computing and storing resource to support the process of

the new network protocols.



