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Research on Spectra-Based Integer Bug Localization

HUI Zhan-Wei HUANG Song JI Meng-Yu
(College of Command Automation, PLAUST, Nanjing 210007)
(PLA Software Testing and Evaluation Center for Military Training , Nanjing 210007)

Abstract  With the development of the software industry, people require higher quality of soft-
ware. Integer bug is considered to be one of the main factors for the lacking of safety and reliabili-
ty in computer systems, since it is elusive and of high risk. How to locate the integer bug accu-
rately is a hotspot in the field of software security testing. We propose a fault localization model
INTRank, which improves the traditional model. The experiment result shows that the INTRank
based approach could estimate the suspicious score of every statement under test in the program
more accurately than the traditional ones. And programmers can examine the code based on the
suspicious score of the priority to find out the root cause of the integer bug. Meanwhile our

approach can reduce the false negative effectively.

Keywords integer bug localization; program spectra; define-use pair coverage; branch coverage
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# include(stdio. h) 1
main (int argc, char * argo[ ]) 2
{ int x, y, z, m; 3 \
if Carge <4) 4 . . . . . 0 0.632 0
{ fprint fCstderr,” Error\n”) ; 5 —1 0 0
exit (1); } 6 —1 0 0
x=(short int)atoi (argo[1]); //#LWr5EiR 7 . . . . . 0 0.422 0.421
y=atoi (argv[2]); 8 . . . ° . 0 0. 408 0.313
z=atoi (argv[3]); 9 . . . . . 0 0. 394 0. 160
m=z; 10 . . 0 . . 0 0.632 0
if (y<<2) 11 . . . . . —0.086 0.632 0.622
U (x<<y) 12 . . . 2 0. 707 0.371
m=y; 13 . . 0 0 0
else if (x<<z2) 14 . 0 0.707 0. 354
m=ux; } 15 . 0 0.707 0
else if (x>y) 16 . . 1 0. 500 0. 250
m=y; 17 . . 0 0. 500 0. 250
else if (x>2) 18 —1 0 0
m=ux; 19 —1 0 0
printf (“%d\n”, m); } 20 . . . . . 0 0.371 0
Tl:x=7,y=5,2=2 . 3 o
T20=1,y=2,2=3 gfﬁﬁi’&'lk*z
g“sziiz—l%’l:759f5,:y7:2,z:—63 579 Result P P F P F L()i}PE;rank:10
TS e 327696, y— 65570, e— 3 VE < o R AR A 3 D9

#x2 LOUPEFMICPItENZAIEMENFEANTLERE

ERRBOI % 11 Tz T3 T T5 LOUPE BURIJy % o] B/ CP B i 5y T R
(4,5) 0/—1
4,7) . . . . . 0.632/0

(11,12 . . . 0.408/—0.143
(11.16) . . 0.5/0.2
(12,13) . . 0/—1
(12,14) . 0.707/1
(14,15) . 0.707/1
(16,17) . . 0.5/0.2
(16.,18) 0/—1
(18,19 0/—1

@ http://www. static. cc. gatech. edu/aristotle/ Tools/Aris-
totle/samples/mid. c.
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(7,12, . . .
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(7,15,2) .
(7,16,2) . .

(7,18,2)

(7,19,2)

(8,11, . . . . .
(8,12,y) . . .
(8,13,y) . .
(8.16,y) . .

(8,17, . .

(9,10,2) . . . . .
9,11,2) . . . . .
(9,10,2)

(9,14,2) .
(9,18.2)
(10,20,m) . . . . .
(13.,20,m) . .
(15,20,m) .
(17,20.m) . .
(19,20,m)

Result P P F P F

0.408
0. 707
0. 707
0.707

0.632
0.408

0.632
0. 632

0.707
0
0.632
0
0.707
0.5
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4.1 LIGHEA

A SCHEBE P T 55 BB (teas T schedule)
YERN B AR T | teas Fl schedule Y32k B SIR (74 []
TR EEC.

S Y B BR B R CentOSA. 8 18 1F & 48,
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%?ﬂ(%’@ﬂ TE:[E covinfo *
int [—2147483648,4-2147483647] File ‘schedule.c'
short int [—32768.+32767] Lines executed:98.80% of 166
Branches executed:100.00% of 68
Taken at least once:95.59% of 68
4.2 SEISHE Calls executed:100.00% of 44|
4.2.1 WREEE A K 4 schedule gcov #4745 R
T teas PRy h FEEZ Bz TN EH 43 EHSH
BRI LR A WSRO B, B R SCHE teas o s
- 4.3.1 WM Ik

AL TE AR B4 15 BIDEF int B8 ) 55 45 short int,
B T2 1 Own_ Tracked _Alt #1 Other _ Tracked _
Ale 5331378 2 C 05 ML TE T 4K e J3E RN R A0T I
BILBIT 7 T 44 v 2 AR IR S Z5C 4k 14 T B 7 O O i
H R IR R A A i AR B A ) L BT A AR
SC o3 ) A 3 P AN Y SO ) AV TS R T A
W R IR Y SR M ) S SRR T AT 2
TR AL vI~v6 R B RRAS , v7 ~v19 hy i i
JEUAR.

schedule H{fi I 7 20 25 4 F BH8 45 4 L I LA AR
SCIEFE A 5y 51 R N AE 2 42 ) LY malloe O) BRI %L
2 B 5 & 80 i 3T Eas 22 i (o A8 A
mem _count F ) AFER G AR, AR SCHE schedule
HE AT S B R FIAE S B IR v~ v6 Ol B
FRUAS VT 1 v8 SRy 22 i B 7R e AR
4.2.2 MR

A3 M\ tcas/testplans. alt/testplans-bigcov At
TEHE suite. 271 V5 40 46 03X FH ) o 5 000 32 1 497)
HEYEE 4 ASFNHE 6 DS HLIR N B 32767 {540 976
115378 390 1000 2 641 741 1 0 0 #:4k K 976 1 1
38145 390 33767 2 641 741 1 0 0. X kS 4F &
Own_Tracked _Alt 1 Other _Tracked _Alt W BUHE
V0 AP I AE (32767, 2147 483 647 1, 1 A& T 5
BRI i K A5 F. O A S e AR B R A TN T R
geov Wik, He Ak J5 /4 D X T B 4R Gy S BT A R
100% B 5 RN 98.63% . W 3 fras. i F
teas HAFTEAN AT 3K 8 /A o BT DL 0] 8 o A8 RE 35 3
100 %0 s e R 3R BT B2  AE AR SR R T 5 8.

covinfo %

File ‘tcas.c’'

Lines executed:98.63% of 73
Branches executed:100.00% of 66
Taken at least once:90.91% of 66
Calls executed:100.00% of 38

K 3 TCAS gcov #4745 |

schedule B M3 B 4% 3C % $/ testplans, alt/
testplans-bigcov/suite1000 Y& Sk 32k B 1] LA A 3IF %

AR SO I SCHRRL L7 Jep B9 D1 J 2 X 8 5% 2 02 1Y)
HERR PR E AT DAL

B E 6107 3% A HE R T DS GA O L 5 BB IR
JE VLR TR T ) 14 1] B HE 44 0T R A AU L R
BB G IR R Z BT e ARG A AU R R
DU P T8 ) RO D U R R E 6 T 1 VR A
e - R A 358 B I A A AU R 2 . A SO G s

K A AA o5 AT BT I AR B A2 e R R A 1R E L
TR ER M.
TE SCES R AL TT TR W HET P
rank
¢=1- total (3)

Horp s rank F3 2 Widle i o il A B B cotal 3on ]
AT IR A B

X T 2 e B R AS i AT 4R T 199 i 8 2 3 7 vk 1Y
W A A SO SCRR 18 T PEAR 7 1.

20 B B AN R R4 T A B R E 7 T T R
o HREN AR TE A AT AU A A TR )R &)
AT HE A B 47 L.

R E &)

D

Hrp . D M2 Wil & i AS R B L E O TE AR
R B
AR S SRR TR R R E L U RE N R R
FRIAE ) C iy NP =0 (78 7 IROAZL T A A
A [) 8 B30T 1 158 28 R 1 R T RRAS B0 7 4 B
¢ num (versions (NP = 0))

num (versions Call))

4.3.2 SR

(1) FL R R e B AR

ARICHH T teas Fll schedule F2 /7 45 ™ Bl &=
RRCAS (9 % S 67 1 iy 25 AR 0F EL P I B S AL 6 B
IR FIANASORE g [R5 R 5 AN K] Ge it 1 Ry
B g EAEX 5 DX PRy 2 A & 5 FI 3k 6
Fii7s.

4

(5
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% 1.2 KT tas SWMENAEFERTEMALEBEHNXEST
= 10 LOUPE fi%  CP f#i#l A 3R A
H 48143 X N - 2 2 2 22
55&0-8 o LOUPEH} @ M5y P R/ % R/ % WEFR/ %
Z0.6 aCp 0.8~1.0 38. 4 0 92.3
u§ 04 oAb 0.6~0.8 30. 8 69 7.7
402 0.4~0.6 30.8 31 0

0 vl v2 v3 v v5 v6 0.2~0.4 0 0 0

0~0. 2 0 0 0

Bl 5 teas 4515 E (L7 75 WER R EL CHUBORR AR )
w12 (3) PUA HEH0: H A 1R A T 245

£ oy SLOUPER S R A 1 AT e B T
ol H_H oCP. B G0 % splint 75 4B T L ] LA ff

OASCRER

*ifﬁfﬂﬁ‘/i%\‘{m TEAR TS v %) 28 78 o 28, valgrind-
memcheck NFHE KM T B, iz A3 &8 815 5 1%
B W A5 AR B 5 A A5 AR B0t 72 A7 43 D

& 6 schedule 4 aﬁ%fﬁﬁ%?ﬁ%%ﬁ’tlﬁ(iﬂlﬁﬁﬁﬁj‘)

£S5 s ERYMBREME ¢ WEANH RO Do i R 2 1 00 P P 7R 26 % 0 T
. N LOUPE #i% CP i #! A SRR H WA T H i 3] 1.
N / N .
a RIS X I R/ % R/ % R/ % e ! IR
0.8~1.0 50 0 100
8 lint ] t
0.6~0.8 0 33.3 0 _ % splint 4 £ R (tcas)
0.4~0.6 50 33.3 0 poks EA R Gy e n TEA R
o204 0 . 0 BB B R HEH AR
oo, 0 0 0 vl 1 1 100 V1l 2 5 50
v2 1 5 0 v12 2 4 100
% 6 schedule S4B RTA BB E q (KBS 7 o I S
o ST ST v 1 1 100 v14 2 5 50
: N LOUPE £ 2 P LA ! 5 1 1 100 15 2 4 100
%1 %1 4 v v
CWUBEE e meR/Y mHR/% N SO T o
0.8~1.0 50 16.7 83.3 v7 9 4 100 v17 2 4 100
0.6~0.8 33.3 33.3 0 v8 2 6 0 v18 2 5 50
0.4~0.6 0 33.3 16. 7 vO 2 5 50 v19 2 5 50
0.2~0. 4 16.7 16.7 0 v10 2 1 100
0~0.2 0 0 0
& 9 splint & £ R (schedule)
(2) Z i FERE PP A g A E/;( ?&i& NP/ % | miA s (i);y el “%( NP/ %
N BRI EEIREC FETREL HE IR
teas fil schedule B2 J7 45 4> 2 B s R A 19 6 % vl 1 39 100 v5 1 39 100
B S A 7L 8 R 53 A O R @ 1 0o w1 w0 o
) v3 1 10 0 v7 2 39 100
RRASZEAL, A S AW g WIE R4 5 A~ X E] L &8 vl 1 39 100 v8 2 11 0
) je 3 5 AT /Z
g X X [H g 7
T T BRI g A 5 AN DX [E] o i 43 A an 3= % 10 valgrind-memcheck 4 I % 5 (tcas)
HEA bl (35/\ i
g A NP/% | A= NP/
MAS posom g VU0 | RS i g NP
w12 vl 1 0 100 V1l 2 0 100
& 1.0f v2 1 0 100 v12 2 0 100
%‘ 0.8 |:|I ()UPE?{‘RE v3 1 0 100 v13 2 0 100
Egj vd 1 0 100 V14 2 0 100
K oy ok kY V5 1 0 100 || vis 2 0 100
g2 WL OTE LI TO LT T LI v6 1 0 100 v16 2 0 100
v7 v8 v9 v10 vllvl2v13vl4 v15v16v17 vi8 v19 v7 9 0 100 vl7 2 0 100
B 7 teas SR LT TR L v8 2 0 100 v18 2 0 100
(LM A « % B0 A S BE A g (D) v9 2 0 100 v19 2 0 100
v10 2 0 100
1.2 :
& 1.0 #& 11 valgrind-memcheck # ] 25 R (schedule)
£0.8 i 2 i
= — 0LOUPEf A o EA NP/O . (j:/\ Eilasy NP/
o 9P A T W SR LT o R
® 0 AR Vi 1 0 100 | 5 1 1 0
* ) . v2 1 0 100 v6 1 1 0
Vi v8 v3 1 1 0 v7 2 0 100
B 8  schedule %15 i J7 2% HE 1 R X Eb vd 1 0 100 v8 2 1 50

(ZIBRRRAS . R BLUE AN R E N g D
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4.3.3 SRS

(1) F 8 2 5 B R A R MR L

tecas FE PP AN 5 3R 6 fff 7w . X T A SE 56 v
TEAI 6 A PSR RUAS B2 5 A SCO5 i T B A 4
BRAE LT

W q ML R 3R 5 A X)L e it 54> J7 Y
YE R 227 45 DX ) A A~ 250, 45 R & B 6 A BRI R
ALY A SO B ) HEA %8 1009076 0.8~1.0 Z
], LOUPE {4 50 %0 . CP A5 7Y {1 o 1 8 0 35 &) oy
A R TE] 3 A X JA] P

M7E schedule MY Bk [ 8 7, AR S A
83.3%0 11 q {HFE 0. 8~1. 0 Z[A] . 43K 6 Pi/R.

W7 FE 8 PR A S5 X T teas 2 MR
P WA 1 B0 R & 308 B 58 0 ) I RCR ) A T B
A7k BAR v9 FE Y LOUPE B fERS 28 LA SCU7 %
1 B P H HE A R AR T A SO0y 25 v10 i w17
W AR )7, LOUPE (1% 22 5 4% 307 A A] {5 2
A UE A R R REAIR T AR SOy k. B DA SO ¥R X T
S5y ) 22l BE AR T ORRAS o AR SR BT
LOUPE #1 CP.

TE 13 A2 B IR 1 teas F2 7 A, AR SC 3%
1 92. 3% 11 g {HAE 0. 8~1.0 Z [ (W 7, YL A
SCIT 8 A 2 i A E A RO T IR T Tk

(2) 5 BUA U AR E AL T2 T L

A S B 248 B B splint A] DS 45 5 % 452
TS 155, (B J2 JC 5 K DU 98 A iR . T valgrind-
memcheck A DL % 4= 75 malloc ok 35 {5 1] v 11 3%
B AR L (E R A 1R S UOE AL B 4 1R 1 A BT
FERREL AN 9) , IF AN B4R T R 7 51 A &% Hh o i R
J¥. JF HAE teas BRI B op s (i T teas WA NAF
1 FH PR R R I valgrind-memcheck ASfi 4.

==995== Invalid write of size 4

==995== at 0xB80484DC: new_list (in /root/Desktop/tui/schedule/schedule)
==995== by 0xB8048967: init_prio_queue (in /root/Desktop/tui/schedule/
schedule)

==995== by 0xB048A43: main (in /root/Desktop/tui/schedule/schedule)

9 valgrind-memcheck [%)45i% i #

AR Sy B AR 25 8 B A 7 VA X 3 M R AR
R EALBE S CL B NP=0 T8 IA % 5 BT A 1
A [R]85 A 1 28 R ) AR RO B 3 1
e 12 PR, ] D& S 2 40 A T2 AT DU AL
b RE LT B R 5 AR TR R AIE T A R B0 A R
SE L7 15T LA AL 4 A SR Bl Y 4 5%, T splint A1
valgrind-memcheck J& i % v 8 450 A iR,

(3) H—2L 3

RO R T A AR A2 AT R 0 e O S A s o
T A () CP BRI 1 2 1 5 a4 o1 3 1% #%
YRR 7 A 0% o PR 0 AR S 4 3 9 INTRank 45 59
FE O B0 B R A R M L CP BRI 5~
K 8 .

Y TR 3 1 ) 22 [) AF A6 B50HE B33 4 A g OC
F o PR P /) Y T BE B 2 [ ) R AE AE A DG B
A LOUPE # R B Sk 2% 58 5115 f) 22 [8) 77 78 7 i 4
FECHEAR 1 C FR L HJ2 A B ALK 43 3 A Al T )
14 ] S B LA R i A T B B 1 TR W T R0
AR TE R T IB AT AR AE — 8 I “ AL 45 BE B9 B
INTRank 52781 4 v 5 He LOUPE #5580 55, 4n 18] 5~
8 FiR.

T 5 BUAT R0 R A I T 6 B R AR
SO I AV BLAT 56 R P RRAE 3 A5 8 0 7 AR 1
RE A% 2 A T A B B0 1 4 D% 6 S AL (CP B4,
F 12 FrR) s IR R ARAR. X2 i T3 TR P R AR
BB S N T T AR 38 AT 45 S S 1o 4 LR I R 3K
4 JE R JC VR R T e A A ) o 28 TR A s o A R 1
BEREORET R AL i T R 7 R AE 3% 5 5% 2 1 7 15 ok
AE A8 (LKA 1.

F 12 K3 FMEHEEEIRNEEN C XL

ki sg s C

e g, Valerind A%  LOUPE  CP
PPN emeheck/ % BUEL/ Y BRI/ Y0 MR/ %
MW HT IR 15.80 0 100 100 100
S5 100 37.5 100 100 75
BB 1 0 0 100 100 100

5 ZRERE

AR SCAE Sy BT B Bl 1 A R AR R 7 38 4T I AL 3%
FRAESEAl b7 1 A D A A INTRank, 42 i 1
T INTRank #5811 7 5] 0] B FBE J7 ¥ 5 g 55 00
TIRAE T B INT-LM, & 17 5 i i 10 fioR.

W13 %) tecas Ml schedule BEATHEFEF A A K 27
AR RS e il A R R o AR R A S R
AR B3 3 FhEEA AL, SLIR A5 R R

(1) 7 6 2 I 481 e KB o AT 42 R L A 3
T3 ¥ T DA HEBff M 67 1 IR B0 R R R D

(2) FHCRE R P AT 42 T . INTRank 88 5E fif
teas 6 N B RROAS B rb R BOU R R 00 HE B R
100 % 1E 0. 8~1.0 Z[f], schedule ) 6 >k & 4 7
HA 83. 3% FMERA ZRAE 0. 8~ 1.0 = Ju]. Tfij £ i
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File Report

Source Code Report Area
[froot/Deskiop/INT-LM /icas/stars [ =)
cas.c 10971 1.31823

i

)

lbool Non_Crossing_Biased_Descend ()
int upward_preferrec;

int upward_crossing_situation;

bool resuft; 163 6 0.587626

upward_preferrad = Inhibit_Biased_Climb 0 > Down_Separation;
if (upward_preferred)

result = Own_Below_Threat () 88 (Cur_Vertical Sep >= MINSEF) 8 (]
) ¢
else e
1
result = |(Own_Above_Threat 0) || ((Own_above_Threat () 88 (Up_Sef—| fic

return result;

boal Own_Below_Threat (

return (Own_Tracked_Alt < Other_Tracked_Alt);
1l

bool Own_Above Threat

return (Other_Tracked_Alt < (short int) Own_Tracked_All; {/faulty code | |
) -

1] 1 [ ] 4 1 | [0

making report for v3
getting Report Done!

Running Area

| getTrcae || get coverage || getreport |

B 10

Hi & & INTRank # 8 @9 o 6 % & & LT
LOUPE 1 CP #8133t i — 25 30 W1 7236 2 1 3 )
191 e R i R4 T o B SO R 53 4y 32
F18 RTS8 B R AH T 1 ) 14 7 15 A R S B R R 0%
IR 0V B L. BB T IR ) S BB L O A Tk S 1
AN AT 22 18] /Y AT RE BE A R LA Bl — A
KA.

(3) JE T R A0 335 8 B0 1 B iR 2 BR 1Y
Tk F L splint #l valgrind-memcheck 1. 52 ¥ 4%
HZEW , splint 1 valgrind-memcheck #7775 I 4% 31
G R B0 1 I R I8 B 10026 5 1 AR SO
10T LLE A B A TR R R B R R L IR 0.

AR SCAE K 26 5 T ik A fr gE — 25 i B0 AR
FKo T 3T i A e A B ok A
PEITF IR R O, TR R — 25 1 1% BF 52 18 1) 4 5
T R R A AL I A BRSO TR AR s
LAY JE A T B WET iz 17 380 38 BUs 3515 5L,
H2 WET T 8 s 7 th i K, &7 A R
HIUARME S, BEj e T H a8z T rh/h e
J o Ji LA AT 3 20 R IR ) s AT (5 B 2 T —
W 9T AL

INT-LM iz 47 # i

2 % x ™
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ative. Meanwhile they can’t help programmer examine the
code by the order of the priority.

In this paper, we use the spectra-based fault localization
technique to locate integer bug. Based on investigating the
characteristics of the error state propagation during the
program running, we propose a fault localization model
INTRank.

Based on the INTRank approach, programmers could
estimate the suspicious score of the statements of the pro-
gram more accurately. They could also examine the code by
the suspicious score based on the order of the priority to find
out the root cause of the integer bugs.

In previous researches, we have studied the approach to
derive the requirements of security testing and evaluated the

security quality of the software under test.



