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An Hierarchical Inter-Domain Authenticated Source Address Validation Solution
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Abstract  Next generation Internet is highly concerned with the issue of trustworthy. An impor-
tant foundation of trustworthy is authentication of the source IP address. With existing signa-
ture-and-verification based defense mechanisms, there is a lack of hierarchical architecture, which
makes the structure of the trust alliance excessively flat and single. Moreover, with the increas-
ing scale of trust alliances, costs of validation grow so quickly that they do not adapt to incremen-
tal deployment. Via comparing with traditional solutions, this paper proposes a hierarchical, in-
ter-domain authenticated source address validation solution named Hidasav. Hidasav employs two
intelligent designs: lightweight tag replacement and a hierarchical partitioning scheme, each of
which helps to ensure that Hidasav can construct trustworthy and hierarchical trust alliances
without the negative influences and complex operations on de facto networks. Experiments in
CNGI also indicate that Hidasav can effectively obtain the design goals of a hierarchical architec-
ture, along with lightweight, loose coupling and “multi-fence support” as well as supporting in-

cremental deployment.
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Background

Next generation internet is highly concerned with the is-
sue of trustworthy. Principally, the foundation of trustwor-
thy is authenticated source IP address. However, IP source
address spoofing is used in many attacks and the scale is in-
creasing fast in the Internet, such as some DDoS/DrDoS at-
tacks. IP source address spoofing would have profoundly
negative implications for the Internet unless IP spoofing is
stopped. In the last decade, many inter-domain authenticated
source address validation solutions have been proposed to
prevent IP address spoofing, such as SPM and APPA. How-
ever, as the demands on the size, functionality, performance
and other aspects of keeping increasing, the current defense
mechanisms are almost not available to the trust alliance for
the hierarchical architecture. It leads to the flat structure of
the trust alliance. With the increasing of the trust alliance
size, the costs of validation grow up quickly. It has hampered
the development of technology of inter-domain authenticated
source address validation and none of them has been widely
deployed. This paper first looks into the current state of in-
ter-domain authenticated source address validation solution

and thoroughly evaluates the current state of these solutions,
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then proposes a hierarchical inter-domain authenticated
source address validation solution named Hidasav. Based on
tag replacement and layer partition, Hidasav constructs a hi-
erarchical structure of trust alliance without negative influ-
ence on actual network. It aims of several optimizing objects
as follow, the number of the state machine, the difficulty of
synchronization, the cost of per-packet tag operation and the
cost of handle strategy, which is still a big challenge to exist-
ing solutions. It further analyzes and discusses the conclusion
that can guarantee that every packet received and forwarded
holds an authenticated source IP address. The experiment in
CNGTI also indicates that Hidasav can obtain the design goals
of the architecture are hierarchical, lightweight, loose cou-
pling, “multi-fence support” and incremental deployment.
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