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Abstract

and verified in this paper. Adopting the resource challenge mechanism, spitter is forced to con-

Using classic One-Way Function as the basis, a SPIT prevention method is proposed

sume huge system resource to solve the puzzle in order to send the session invite. The puzzle de-
sign algorithm avoids deficiencies of relevant research, makes the method more security and relia-
ble. The puzzle solving algorithm consumes both the CPU and Memory of spitter, then reduces

the consumption gap of puzzle solving during terminals with different configuration. Experiment
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and analysis show the efficiency and applicability of the method.
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Background

Network Fusion can make full use of resources, reduce
operating costs and enrich the business style, so that the user
in either fixed or mobile environment can enjoy the same
service. From a global perspective, fixed and mobile conver-
gence network (FMC) is an inevitable worldwide trend. Un-
der such a trend, Session Initiation Protocol (SIP) which has
the characteristics of simple realization, good scalability, and
strong multimedia-ability has become the main control proto-
col of application layer. IETF and 3GPP make SIP as the
core application layer control protocol of full IP fusion net-
work. Microsoft, Cisco, IBM and other well-known IT En-
terprise also try to support SIP in their products. In the nu-
merous applications based on SIP, VoIP (Voice over IP) is
one of the most competitive businesses. However, because of
the lack of security consideration at the beginning of design.
SPIT as an unexpected audio communication behavior will be-
come an important security threat in the development of
VoIP. According to the prediction of international organiza-
tion for standardization and research institutions, SPIT will
become the most terrible security hidden trouble in the future
of VoIP business.
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[26] Falomi M, Garroppo R, Niccolini S. Simulation and optimi-
zation of SPIT detection frameworks//Proceedings of the
IEEE GLOBECOM’07. Washington, DC, USA, 2007

[27] Dwork C, Naor M. Pricing via processing or combatting junk
mail//Advances in Cryptology. LNCS 740. 1992 139-147

[28] Banerjee N, Saklikar S, Saha S. Antivamming trust enforce-
ment in peer to peer VolIP networks//Proceedings of the
ACM IWCMC’06. Vancouver, Canada, 2006

[29] Abadi M, Burrows M, Manasse M et al. Moderately hard,
memory-bound functions//Proceedings of the 10th Annual
Network and Distributed System Security Symposium.

California, USA, 2003

WEN Ying-You. born in 1974, Ph. D.. His research in-
terests include network security, mobile communication.

ZHAO Hong, born in 1954, professor, Ph. D. supervi-
sor. His research interests include network and information

security, distribution multimedia, network management.

zations, institutions and scholars have launched the research
and made some achievements. But in general cannot meet the
requirement of SPIT detection and prevention. This research
is supported by Core Electronic Device, High General Chip
and Basic Software program of China (2011ZX01043-001-001)
and National Basic Research Program (973 Program) of China
(2010CB735907). The project aimed at the shortcomings and
deficiencies of the current research: first of all, establish
multidimensional collaborative comprehensive detection and
prevention framework at the system architecture layer; sec-
ondly, integrated multiple techniques, detected SPIT from
multi-angle; finally, according to the security situation which
SPIT related, adopt an optimal response measures which has
the continuous properties.

This paper discusses the SPIT prevention method based
on resource challenges, as the core methods of prevention in
the overall architecture, realize the resource consumption for
potential SPIT sender, so as to achieve the purpose of pre-
venting. This method makes up for the defects of the current
research, the simulation results show that the method is ef-

fective and applicable.



