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A Survey on Java Program Obfuscation Techniques
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Abstract  Obfuscation techniques have been widely applied in the defenses of reverse engineering
and re-engineering attacks. From the view of the development of obfuscation, we briefly dis-
cussed the principles, algorithms, different kinds of attack approaches and evaluating standard.
Java program obfuscation algorithms can be divided into two types: One is obfuscation within a
class; the other is obfuscation between classes. Finally, based on the survey of these obfuscation

techniques, the future research of Java program obfuscation is also stated.
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class C {
method M1 (T1 a) {
s»‘l“/” o oeees 52/'1 .

}
method M1 (T1 b; T2 ¢) {
SA;VIZ s oeee SMZ
}
}

{ Cx=new C;
aMl(a); xM2(b, ¢); }

— |

(2) E #1725

06 P75 48 W1 LR A 204 B Ak CHRE 70 24 IXC 1] 40
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class C" {

method M (T1 a; T2 ¢; int V) {
i (V==p) {S}'; -+ SM';)
else {S“lm; cee s S%Z;)

{ C' x=new C;
M (as ¢, V1)
xM (b, ¢, V=1);
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ARG LA b i 42 o VR V8 B 1 8 L Low'™ 7 1998
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3.1.3 PIRIRIE
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i Slice(P, S, V) RIRIRCHF P AEIRES S
IF ok Bz /Y A2 B 4R VO — AN 5 [ 80 i (backwards
slice) , 84 out KM V A58 10 iy H

KSRy Mg haEaE i xy BT,
Mk y PR U0 R SRR 3 S U g A
D3] 11 22 . LG B R AN R WL 3 L A

Y] F IR ¥ (slicing obfuscation) %82 (1Y = 2 A0
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int sumprod (int n) {
int i=0;
int x=03;
int y=1;
while (i<{n) {
i++;
x=xF1i;
y=yx*i; }
out(x) ;
out(y); |

5 JRIRTRT out(y) BFAY Y] A

FREESY . UIRIRVE 1Y O A - 1 e B
8 g % RS T B A S T IR ) O A R
TR S BN x 5y AH SR 1 B R A2 R
R AE AU TR SO B0 TRy 1 2k 2 4 1
N5 x AR K 35 30 B AL R AR A R AL
HEINE .y MG K 6 2K 8 A T
X JLBR 5 i 1 52 2.

int bogus (int n) {
inti=0;
int x=0; int varEnc (int n) {
inty=1; inti=0;
while (i<<n) { int x=0;
i+t int y=1;
if (i<<5|[x<y) while (i<<n) {
X:X+i; i++;
else y=x * i Xx=x-+1i;
y=y*i; } y=(y+i—x) *itx; }
out(x); out(x);
out(y);} out(y—x); |
6 340tk gy &7 AR E Y
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int addVar (int n) {
inti=0;
int x=0;
int y:l;
int j=2;
while (i<n & & j>0) {
i+
x=x-+1i;
y=yXi;
J=ity—x; }
out(x);
out(y); }

B8 ARG AL

Majumdar %5 A2 DA B3] 1B L 45 B SRk R L @
IR 8] 25 1 B2 50 0E 1 U0 7 R VA 7Y J7 V5 RE 5 4 ol R P 4K
LU o3 e Bt 1 fig
3.1.4 Bhxt4EE TRMIRE

BEXHRR s T TR A S 51 x5 B 3 A i 5 4 128 0
PR THAE ARG T ik B kX 26 A 3k
T B R o LA R B R AL R
V7R S ETTE SR A 3 B2 AR I e KA (W)
ZALTET RT3 MR G PR F2 R B R Y B
L RVEE XTI 2 5 TS BRI 2 A S ik i ORI
DL S 4 1 AL

FEXHRRE T H TR E P DL ) 5 A ) TR VA £
AR5 A 18 P DT 35 3 B 4 1) 5 R L TE SRR R AR
e, B DALE AR B P B b Oy i i JE S o T B ER
e RS 35 I SR 19 A B T3 b e L B AN A AR
Fr (0 A0 T s 1) 4 B0 TR VA L O T B Ik X — 72
e 5 G P A o3 AT, T LR T 9 BT os J7 ¥ < R
XA A 3G T B B for 7E FR A HT FE ) T
20 BB Y 2% A T0 R 77 A 5 R DT R 8 4
5 BHL 1 2 4 1 i 22 A0 B 1 5 1) X — TRV TR Y
S S R T S n Dh 3 a1 S R

For(i=0; i<<=10;i++) int B[50];
{ For(i=10; i>=10;i——)

Ali]=i; I:; {
} Ali]=i;
Bli]+=iXi/5;
}

9 D A R

4, gt Xk Mocha ! 3% — Jz 4 %% T H, AT AT
DA SR FH A 1A 45 it 3 B S i 198 2R L < A A D5 9k
4 B — 2R IR (013 ) 22 )i 38 AT B9 45 2. FE AN 5 R
FEFPAT AR RTHE T, 15 A Mocha [ i 3. Batchelder
S NHAE 2007 AR B0 VAR 3 I 3R T Al R Java
T Java PACH Z 8] 45 4 REIE A A TR L 72519

T 1) G 0 AT AT LA S5 B0 G 1 2% D0 1) 455 o U TR VA
BIIFI T jsr-ret 45 B8 1Y if-gotos £ X #50
VC L 1) S 4 P54 - B load F8 442 2 if $8 4 Z 4 78
AL 3 o R R AL S I AT A AR A
3.2 XKERE

Sosonkin 2 APTHE 2003 4R T 3 F 4y 1) 3t
TERMA I A PF o3 DL S 2 78 B g 09 28 1] VR VB
Hk.
3.2.1

FKEIREN EEBRES I AR A K%L
B 5 Y A2 1 0 pR A AR i A 44 7 R A
PRIRAF . 25 R A I 19 28 g bR TR A () 1 A i
A48 3 ok ER DUPKE O AN R PR AT s 4 R
IR A AR AT S 2 BORR AR [R) A0 449 3 o 4K, T ik
Wt S OB SRR U 5 5 O Sy G — A i £ 3
ZHGE TIPS Z H A dhR R 5 S
B — > A1 R B AL 72 i T X2 PR PR AT AR [ Y
R 1B 10 Z2RA IR I — 1

RE

Original classes: Obfuscated classes:
class A { class AB {
private int i; private int i
public AO { private boolean isAj;
i=5; public ABO {
} i=5;
public boolean m() { isA=true;
return i <<0; b
} public AB(int ) {
} this(O);
class B extends A { ?:10;
public BO { isA=false;
superO) 5 Obfuscation }
i—=10; public boolean m() {
) |:> if (isA) {
public boolean m() { return i <<0;
return i <_10; belse <‘
) return i <_10;
) }
}
class C { )
void n() {
A as class C {
i (o) | void n() {
a=new AQ); AB&;
} else { if (o)
a—new BO 5 a=new ABQ);
) }else {
amO a=new AB(38);
) )
) amQ);
}
}

K10 —ADREIHFRERIH
3.2.2 ZK¥F4y
SRIHR 73 Bk e o A K 1 BR 23 i SR R 1Y
ARTRFN T R OC R WS BT A RS HE AT R
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Original classes: Obfuscated classes:

class C1 {
private int i;
private double d;
public C1() {

i=5;

class C {
private int i;
private double d;
protected Object o3
public CO {

i=5 H d=1.0 H
d=1.0; }
o=new Object(); public C1(int iarg,
} double darg) {
public C(int iarg, i=iarg;
d=darg;

double darg) { \

public boolean m1() {
return 1 <03
y
protected void
m3(int iarg) {
i=larg;
m4 (new Object());
y

i=iarg;
d=darg;
o=new Object();

}

public boolean m1() {
return i < 0;

}

public void m2() {
d=3.0;

-9 public void
m3(3); m4 (Object obj) {
} Obfuscation o=obj. getClass() ;
protected void }
m3(int iarg) { I::> }
i=iarg;

md (new Object)) ; class C2 extends C1 {

) protected Object o3
public void public C20) {
. . super() ;
o:()bn’lj/-“()b]cCt obi o=new Object();
’ y
) public C(int iarg,
) double darg) {
class D { super(iarg, darg) ;
void n() { o=new Object();
C c=new CO; }
if Ce.ml) (=} public void m2 () {
cm?2; d=3.0;
c.md; m3(3);
y }
) public void m4 (Object obj)
o=obj;
y
}
class D {
void n() {
C2 c=new C20);
if (cml) {-=+}
C.m2;
C.m4;
y
y
11— EEMIER
3.2.3 KA

3

T PR AE v  FFH Java v 2 11Ok 7R ] 1F
TR VA IS 7 S M7 32 i L 50 1) 2R ) S B ik 26 2 11
HR S BTG et Sk i G R S i — A 4k

AR BEYLE & — DRGSR D A TP T B T 4.

BRE G I TL Z A0 O3 A W FIE VE 1 72 )y
3z A B ) B 5 0 50/

4 RHEREREENHEERR

4.1 BEBEEEWNERHR
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Background

This paper mainly discusses the existing Java program
obfuscation techniques. This research work is supported
by the Natural
(Nos. 61073005, 60803016,

Program of China (No. 2009CB320706), the National High

National Science Foundation of China

the National Basic Research

Technology Research and Development Program of China
(No. 2009AA043401) , and the Tsinghua National Laborato-
ry for Information Science and Technology (TNLIST) Cross-
discipline Foundation. With the rapid development of com-
puter technologies, software is becoming more and more pop-
ular in our daily life, which introduces the security issues
such as reverse engineering and re-engineering attacks. Java
program is subject to these attacks due to its platform inde-

pendence. Accordingly, obfuscation technique has great sig-

nificance in software security research and development. In
recent years, program obfuscation as one of the key skills for
software protection attracts much attention from researchers
both at home and abroad. This technique aims at preventing
program from unauthorized modification and reverse engi-
neering, by obfuscating the program. This paper generally
introduces two categories of Java program obfuscation tech-
niques; one is obfuscation within a class, and the other is ob-
fuscation between classes. And then different obfuscation al-
gorithms are classified according to these two categories.
Moreover, the theory, implementation and evaluation of
these algorithms are elaborated to illustrate the usages of
them. At last, we conclude this paper by giving future re-

search directions of program obfuscation techniques.



