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Abstract A platform substitution attack on the trusted network connect protocol is founded in
this paper., which will cause the failure of platform authentication and the error of platform integ-
rity verification. To solve this problem, this paper proposes the security objectives of the trusted
network connect protocol formally, and a provable security model TNC-PS for the trusted net-
work connect protocol. In particular, it is show that how to systematically transform protocols
working in idealized communications into those which are secure in the realistic communication
channels, by using the binder presented in the model. By the TNC-PS model, security flaw is
avoided with the TNC architecture keeping unchanged. Finally, this paper proposes an integrity
evaluation layer protocol designed by using the TNC-PS model, which satisfies the security objec-

tives of the trusted network connect protocol.
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This paper analyzes the TNC architecture and integrity
reporting protocol, and a platform substitution attack on the
trusted network connect protocol is pointed out, which can
cause the failure of platform authentication and platform in-
tegrity verification. That is, there is no security binding rela-
tionships between the user and their platform. The security
flaw will result in the loophole of the integrity evaluation pro-
tocols based on the TNC architecture. Therefore. TNC pro-
tocols should be designed to avoid the loophole. For desig-
ning and analyzing the protocols more securely and universal-
ly, the security objectives of the trusted network connect
protocol were formally specified, and a provable security
model TNC-PS for the trusted network connect protocol was
proposed. In particular, based on this model, we show how
to systematically transform protocols working in the idealized
communication channel into ones working in the realistic
communication channel. by using the binder presented in the
model. By the TNC-PS model, the security flaw is avoided
while the TNC architecture keeping unchanged. An integrity
evaluation layer protocol which satisfies the security objec-

tives of the trusted network connect protocol was designed.



