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Abstract  The security and privacy of the Internet of Things has an impact on the involved stake-
holders. Measures ensuring the architecture’s resilience to attacks, data confidentiality, access
control and client privacy need to be established. A novel transmission model of IoT is proposed
with trusted computing technology. And signcryption schemes from bilinear pairings, which real-
izes the security requirement of IoT in ONS query and object information transmission. A securi-
ty architecture and security protocols in the EPC ONS query system have been designed in this
model. Root-ONS can authenticate the identities and platform creditability of local ONS servers
(L-ONS) by trusted authentication server (TAS), and the TAS give a temporary certificate to
validated L-ONS who can apply for enquiry services many times with the certificate in the valida-
ted time. A security ONS query service with anonymous authentication provides only to those au-
thorized and trusted L.-ONS, which prevents the illegal ONS to enquire information of things. In

the transmission process, Remote Information Server of Things (R-TIS) wraps the information of
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things into multiple encryption layers with the routing node’s public key according the order of

responded nodes from the end to the start. The encryption data is decrypted the outer layer at

each routing node, until the Local Information Server of Things (L-TIS) receives the plain text.

Meanwhile, the responded nodes can check the integrity of received data and the creditability of

routing path in the transmitting procedure. The analysis shows that the novel transmission model

of 10T has many properties, such as security, anonymity, trustworthy and attack-resistant.
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EiE 1. R-TISHRH A Message PR L H .

A : OR-TIS.L-TIS & W& H4EAS(RTIS(Ry) Ry ,R2 Ry s+ R, , L-TIS(R, 1)}
@ R-TIS 414 #4105 3 Hash ffi{ H(IDx 1is) - H(IDg, ) - H(IDg, ) - H(IDi, ) -+ H(IDg ) H(IDL 115) }
®R7'I‘ls\ﬁ4ﬁ)\5\ E"J\KL%Q&@J<PK]{:F]S’PKRI 7P)}<I\’2 *PKRS !}7I<l\’1 ERA 7PKI\’” 7PK],'TIS>

Byt . Message=E(KDeris.x)) » H(IDg ) ST SP|SQI Trms | H(IDgmis) |l Fg, [ wll = INF)

Begin 15. For m=0 to m=n—1
1. Add the R; into the path of response, Only if the R; is a trusted Fr =Fr @H(IDg )
m+1 m m1

NOdC; . T, o A Lk, , =HWFg, s

/% R-TIS 5ET R SERY kaerse) */ " "
i End For;
2. For m=1 to m=n 16. Fk O =Fr @HUDy 118);
kwmis.k »=e(q H(IDrmis) s H(IDR )3 ! "
m m 17. Lg 11 =H(Fg . ) s
End For; ! !

18. Initial(SP);
19. For m=n+1 to m=1
SP.Push(LRm )
End For;
20. KD(R—'I‘IS.Rl ) = H(IDRJI‘IS)®H( IDRI > H
21. Initial(SQ) ;
22. SQ.Push(PK\ 115) ;
23. For i=n to m=2
SQ.Push(PKg,) ;
End For;
24. Numé€&c[1,Q—1];

3. kwris.Lms) =e(q H(IDr115) s H(IDp 118)) 3
/s e A vy SRR L P TP, RN s R, 1 TP Mk In formation
Ty AT S+ /
4. Data=E{k-11s.1-119 s Information} ;
5. Daiu:E{k(R:Hs_R”) ,IP1 118 H Daza} H
6. For m=n—1to m=1
Data=E{kw1is.r >+ IPr . | Data} ;
End For;
/o RS T AN B R ENER « /
7. ]Rl :H(IDR—TIS)@H([T)RI )@»)H(IDR2 s

8. For m=1 to m=n—1 25. Key; = gM mod P
JRm\l :H<IDRW)®H(IDRM»1)®H(1DRW\2>; 26. Key,=H(PKY modP);
End For; 27. INF =E(Key;,Data) ;
9. JR”‘ . :H(IDR”)®H(1DL—TIS)®H(IDR—'I'IS); 28. w=H(Key, ,INF);
10. Initial(ST); 29. = =Num(1l+w SK¢) 'modQ;
11. For m=n-+1 to m=1 30. RTIS(Ry) generated time stamp is Tr-is ;
ST.Push(Jr ) 31. Message =E(KDtis.r,» » H(IDg, ) ST SP| SQI
End For; Trns | HUIDg1is) || Fg, [wl =l INF);
13. FRO =HUDg11s) 5 32. R-TIS (Ry) Send Message to R
14. Lg,=H(Fg ) End

P 6 i A S AR A S

Bik2, Wl RFEIORA R, BB Message.
i A\ :Message=E(KDx_ .k, »H(IDg,) | ST SP || SQ | H(IDx,_ ) || Fx,_ || T, | wl = INF)

i :M&\‘SCI,S:'C‘,:E(KD(RJ.‘Rj LD 9H<IDRJ o Y1 ST || SP” || sQ” |l H(IDl€j> I FI\’,, I TRJ [ w | =" | INF

Begin
/% B UERE R BRI S R« /
1. Key = (gPK¥ )* mod P;
2. Key:=H(Key} i modP);
3. Data=D(Key; ,INF) ;
4. If H(Key,,INF)==w then go to 5;
else stop and send error message;
End if
/5 B T 0 R < /
5. KD(RJ*I R :H(IDRh1 >@H(1ij )
6. Use KD<RJ7I R decryption Message;
7. R; get the Y:H(IDR,, ) from the Message;
/* Rt s H(IDg )5 A S35 R BN = /
8. R; check H( IDR, ) with the Y:H(IDRj ) which decryption
from Messages
9. If the check passes then go to 10;
else stop and send error message;
End If;
10. LRj =SP.Get();
11. SP’=SP.POP();
12. FRJ. :FRJ. . BHD;);
13. If (I,R/ ::H(FR, )
go to 14;

else stop and send error message;
End If;
. Jg, =ST.GetO;

15. ST'=ST.PopO);

16. H(IDg, ) =HUDg_ Y®HUDr )DJx, ;

17. K TSR, ) =e(qH(IDg118) » H(IDRJi1 )

18. R; use K<R;1~15_Rj71> decryption the Dataj;

19. Dula/:D(K(Rsns.RJ D ,Data) ;

20. Num€¢[1,Q—17;

21. PKR,‘+1 =SQ.Get () ;

22. SQ'=SQ.PopO);

23. Key, =gN“" mod P;

24. Key, = H(PK % mod P);

25. INF'=E(Key;,Data’) ;

26. w'=H(Key ,INF');

27. z/:Num(l‘Fw/SK_,)flmOdq;

28. R; get the IP of R;+ from the Data;

29. KD(RJ.RJ71>:H( IT)RJ )QF)H(”)R,Jr

30. R; generated time stamp is T,gj 5

31. Message' =E(KDa, ., , >+ H(IDg, ) || ST || SP' |
sQ H(IDg, ) Il Fr, I Tk, [ w Il 2" [ INF);

32. R; Send Message’ to Rji1;

)

1

P 7 S
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FFIAIE , B 1F JE AL L-ONS [y 28 1) B3, B8R T4
50 19X 285 9 1L o) 14 T S LB A R RT A A
3011 AT

TATEAIL ] 8 28 4 S 36 1 SR Mg 25 0% 50 174 R e
M. L-ONS }FUFH@Z‘%%Z Sy ons A1 B 8 oF #F lzlﬁ
TR 250 ks B Seons BIAILEES T FTHS bR Y 2
SVERIE &, R AT PR v B BB TIE T A, B4 B B 1

TAS K % i 8 A9 37 8 v )5 118 L-ONS 9 &
ARIRIGIF A e, [ I 45 S etk H & &
PCR A 5 UE L-ONS “F- & # 7] {5 1, B) Root-ONS
7E TAS fy 3 & 58 Bt L-ONS /9 5 iy & 351 1 F
B A PRI . Ho bl B B AR E T R 58
F& I B RELECAT B 1k

L-ONS F ¥k B i R 45 st o L 53 0F 45 T UE B &
Uy G e B & W AT AE L IF BB R 7 A (R
M ETE R b HIL T — IR — % T Z 2. i
T Xl L-ONS ¥ #9158, 1 N, 1 Root-ONS 3
TR I ko — R M B . HAR A — J7 JCvk s it
A RAE T 23 TE A A I B A SR e R
.

A5 FE 45 ONS 25 if) P s % 4 Pk ik 31 T 38
A4 (UC 4240 89, TRA0 /I B 2 B2 3 2
T B 5%

3.1.2 EAMEST

(1) A )AL Y B 24 1 RS A 38 B

ST B P R B L-ONS f4 3152 B 4y L v WF
HTJ‘ L’()NS E"Jﬁi%’&l\ IDI:(NS%&”E Hﬁ%’ﬁj\ TIDL—()NS
B AL TAS R E Numpys, T UL HA
TAS A fig 3@ i 2 (2) 1F 5 56 3E FH 5 A B 52 By
ID: ons aﬁﬁ% L-ONS %’ﬁj\ E‘J%fg‘@

AR L-ONS % W A [E ) TID, ons H A1 H A
AR TR 1) B AL B Nuwmons 7158 77 42 9F HAT ] & %
L-ONS¥jJoikim it B 21 TID, ons 115 H B ONS
MR 45221 ID 2, M4 [F — L-ONS £ &k 1] Root-ONS
HH 7 2 1 IS A R 38 i AN TR) 9 1 15 B 47y TID onis »
ELA A ] R

(2) UEF 1 B 4 1

AR R s R g P e S N G = B
A AR R BB L 05 8, RUAR S E
P HA B B 4 1 1 o 55 B A s AL TR
A A T 0 ) P 4 e iR L[] B G B A P O AT 4
() AT 45 A T UE 1 4 A & RIS 5 8 B
O AN AR 6] — FH P A2 0E 1 o 57 2 1 A 55
3.1.3 AffEE

TAS X L-ONS [ & {5 5 0 % A4, fE 1

XF L-ONS #4756 0] {5 PR30 09 [ B A 34 1
-5 15 B FAE P B L-ONS 19 ic B {5 5 38 it
# fH L-ONS 7] {5 P 50 Uk {5 B & i % 81 ks ik
HAY . BT R AR M S Root-ONS R & it &
5 EHERN L-ONS (97 & & 1 Jic B AR 100

L-ONS il [ TAS 2t % % 5 1 °F & PCR
{H K S 5 H & SML SKRAE B & 1 58 2 k. L-ONS
PLBEAE TPM Ay e 04 v] 45 1 H i 2 0 i 15 4T B 4
AAL 335 2 B2 S B TAS AR 35 ¢ 51k i (e J i
H &S5 B 400 L-ONS & 1 ol {5 1.

3.2 MRERAEERERHIE

R-TTS ¥4 i 5 2 4 5% 755 a5 DA IS 22 i ik
B AL R I S W EE A — A R
i — )2, B L-TIS mf $idls A # e 2 g% . JF B
S I v A% T AR R R Y A R A A R R IE
10 58 H 1 AR R 2 40 N % oh 15 S S D0 B I 1 L Sk
SR T WAL A AR i R 2 e
3.2.1 AT

B 4% 30015 B I v 45 1 A0 0 HE i 3K R S 4k Ty
,'\E\E/‘J%'ﬁ:l\ Hash ﬁ jﬁ)ﬁ R;‘»l Fﬁﬁﬁgﬁjﬁ}ﬁ R;‘ El/‘J
H Dy A HUD, O RS ER x|
AT B EAAFE 49 58 R W HUI Dy ) G
PR T WA S 55 8, B IE T R-TIS Al
L-TIS & {73 i & 44 1 5

FEA Y ACE AL TH AR AR A &R T A0 I 45
bk TR AR AT Y A A M F B BDARIE T R-TIS
A L-TIS A3 8 1) B 44 k.

B 42 i % 10 it e SO0 R, A A B b ik A
BHEAEGEM G4 804 68 I o i %, (R IE T
R-TISFI L-TIS 3 {5 1 B 44 1.

3.2.2 BEHEH

Reiter F1 Rubin"'"™ & H &1 % I8 e i B2 44 1
Gy TR B R 2 A G T S G T
RO TAFE AL E . NBGE B E R AT
L AEE N EZA s BOCE BT RS 1%
R Z G ARSI 0 A B AR i L) el
B R R B s o R R

sy i 15 BB 24 A% 4 B A 2R n, o
A e AR A W BT R A AT AR p

Wop=1— SR EHACH 0 5O B A

n+ 1500 & A5 B AL 2R d.
H, (<ax<n—c)RRH 1 ATE & L%
B x DN H,  BRS 1 NEETEES 4
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T Z AR A p () RRBERE P 1 AR
STESE 2 DA MR, T RRFMHE 1 AR
AR REE G N p(TIHy )RR B S IE
i FHE DT 1 T S 2% AR L B Sk ik 3 B A
B L ASE Y SR RE PR o A E A R
p(HOH p(H ) =p" " (1—p)s 55 1 ANERE A
HEAERE RS A 1 M B R Z G R p(H )N

p(Hur):(l—p)Zpifl —1—p,
i1

M AEET AUEEE R 1 AT RN E
AT B 1 s BV R 36 3 R R A R Rk A R R
FHh L p(TTHD) =155 1 AN BE RAES 24
5 BE 22T A AT IR AT RE R R 2% A B
R IEE RN 0L B0 p(T| H,y ) =0.

W p(I)=p(H)*p(I|H)+p(H,) *
p(I|Hy. ),

YK p(D=p(H,, )+ p(I|H,, ),

it LA p(I\H]+):11__p _1=p

pn*r — l_pnp M
M, (c=x=m) FREJa 1 DB mURBEH Y

B AW RGM, FonEJE 1 ABETAES o
WK ZIE A Qo) Tk /s 1 MEE
RS 2 A AR R ZonF s 1%
B AE R RCE I W QIRIM, )RR EET
A5 T A W TR B AR RO B B
L.

a1 AR SORBERE A o D R R
Q(H N QM) =0—p) p™ 7 sia 1 MEET
HEREHRBSE » S LERHBARQM, )N

QM, H=0—p) > p" .

MiRa 1A BT RS R AR o DT R
I B B I A SR S O S BT U R R
FIER N 1,0 QRIM,) =155 1 37 A2
5 on—1 A R L 2 S B B S Ak SR AT R
RREE BB ARG RIENM RS 0, 1
Q(R|M, 1, )=0.

HHR QR)=Q(M,) *Q(RIM,) +Q(M ) -
Q(R|M, 1, ).

XHHK QR)=Q(M, ) « QRIM,_),

) _ l=p _ 1=p
Fj‘l"[’/{Q(R|M11*)717p7174-17171)11/,'\1'
i ERT R E AT

(1—p)?

d=P(I|H,)+Q(RIM, )= :
Q] (I—p") (A=p ")

DF LW A FERE n R p BYSE R TIN .2 p
f 52 I R Cln & 8 7R ) . 24 n=10, p=0. 4 I &
H B R/NEEIE T 0 1T 4 %) T 44 1) AR 9, HLIL I 1
P BERNASSZ A BT W CINTEL 9 B 7). 3 2 21
5 B DU AR — 2 U W A £ R AT (5 1 44 A
BB A 50 1 b 44 1

8 EHE dEBTE

—— 7 S Hn=5
\ ——7 i ¥n=10

1.0 @\\\\ o i B —15
= 08 \%\ —— T =25
0.6 e
0.4
0.2
. , , . . , e = =
OO 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

p
B9 5 s B X R 44 B2 B R )

3.2.3 &AMt

A I ST A SR A R M M A ) R ) Sk itk 2
ECHBIUTE RS A AP H D ) I RER
0 q B0 R R TGRSR R 1Y s MY o H (I Dy ). RIE
M7 0T F A AR T A R ARAR A SR B R B
X o DRI TR e SR A U A A g [ A28 2 857 T 5 G 9 5K
fift g DR BN AR T — 267 i H Y S
A Z G,

(D Prwesh Mo i 77 %5 Wr il 48 2035 45 R0 19
HDg—1y) » 1T 8A AT 8 R4 H (IDg ) - 1
ok IS B L DTG AN R 1 B 7 2 e 45 R T
PO 5 15 A 3 1Y A REAS 21 DR i 1 B e A R
[ s ) 07 3% A% P 2474 At ) S FE AL ] 00 £ 8l R
NS T SEAT AR IR 0 A A i

O PLES B FH oW E K R 5 R [E /Y
Y] o W UREARTE R W H(IDk ) I A
REARAT L& e b 9 B AT Aol 5 R B 3 Wi 5 A 2
BRid 9 A R IFAE T — W R BO R 9 A R
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BAR L V=HFg) W RAE L5 KK RIET
B 7 2 B I Y FU S

(3) 15 15 A /N o 3k 8 . % % v 45T ol A0 R B
LTSRS G 4k SR R 2 15 B B 4% ik TS
PARAIL T A L-TIS 5 R-TIS ByAHG(E A

(4) [ p 1 RTS8 500 kL B B v I 45T A X B
NE S BB — 8 43 O HLRE A1 i #8 m] i A K
ORI B

(5) M) 37 K5 3 A9 AT 6 AE L R A% R 2
T 3 ST AR A 2 1 I R e BOHE Y I S
HEG G L0 G 4k 504 AR R 2% 1 5K 19 1 & %
3.2.4 WfFMEAHT

B B T B B R S Y R R A DG 5K
W AT BT, U AT A IR Y A R
AR T HE B AT 5 M W A B R,
SET LA TPM g 80 1 15 550 R Bl DL &
R A AT M 36 E B DR R ) 2 A A
AR v A 16 W N B A WD A PR B R T A 1R B
i et R 2 Ak
3.3 ReREBYESN

VIR ) 2 4 A R ASE TRY v ) 438 ARl hn %/ fid
A BE LR O 18 54 & i TPM 58 1. AN T
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lily

¢

—%
IR o4 A BT e
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ME.

By 4wk BV 6 5 L-ONS i 5k 45
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Hl Root-ONS 7E 55 — 48 J5 wh £ 1k 3¢ 1. BEAR T 1% i
BRI AT 1 3.
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BRI A3HT UE DA AT (5 B8 45 ONS 25 ML Y 22 2 k.

& L-ONS H1 i £ 36 JI 55 i 52 O L-ONS # & 6y & 3%
PE RO 6 A M I IE . Ho L-ONS1eu J2 L-ONS & 3% 25
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Background

The Internet of Things (IoT), an emerging global Inter-
net-based technical architecture facilitating the exchange of
goods and services in global supply chain networks has an im-
pact on the security and privacy of the involved stakeholders.
Measures ensuring the architecture’ s resilience to attacks,
data authentication, access control, confidentiality of address
data, confidentiality of object data, confidentiality of provid-
er identity (service anonymity), confidentiality of client iden-
tity (client anonymity), confidentiality of query content,
query confidentiality, confidentiality of client location and cli-
ent unobservability need to be established.

This paper focuses on the ONS queries and the transmit-
ted data in IoT. The requirement of query confidentiality
shall be satisfied if not both elements of a pair (identity, que-
ry content) become known to an adversary, for example as
(IP, EPC) tuple.
strategy, i.e. , collecting ONS queries from different ONS to

The pseudonymity of the concentration

hide the real source IP address, would be the use of so called
anonymous mixes, a strategy that might be viable for supply
chains as well as for private households in IoT. Most popular
implementation being Tor—is to cryptographically transform

and mix Internet traffic from many different sources, in order

to hamper matching a particular IP packet to a particular
source. With onion routing., the transmitted data is wrapped
into multiple encryption layers by using the public keys of the
routers on the transmission path, but is not stored for later
transmission, resulting in lower latency suitable for near real-
time applications.
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