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Low Cost RFID Authentication Protocol with Forward Privacy
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Abstract Tag cost and privacy of RFID technology are two main factors that determine whether
it will be applied to Internet of Things on a large scale. Recently, RFID industry and research
community have focused on RFID authentication protocols with provable privacy and low tag
cost. In this paper, we firstly construct a simple RFID authentication protocol SFP using tags on-
ly equipped with pseudorandom generator. Secondly, we have proven that SFP is forward private
in the standard model. Finally, we provide a comparatively rigorous proof of the necessary condi-
tion (i. e. each tag is able to generate pseudorandom numbers) to guarantee RFID forward priva-
cy. In this sense, the tag of SFP protocol will be produced with low cost. Compared with cur-
rently existing RFID protocols, SFP not only is efficient in both computation and communication
but also guarantees both forward privacy and low tag cost. Hence, protocol SFP has realized the

integration of low tag cost and high security of RFID technology.
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Background

RFID (Radio Frequency Identification) is an automated
object identification technology, where a reader identifies
tags via wireless channels. However, the absence of physical
contact during the identification process causes privacy issues
of the tags. Many efforts have been made to guarantee the
privacy of RFID systems. The research on RFID system pri-
one is to construct

vacy has been focused on two aspects:

RFID protocols that are compatible with the constraints of
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tags and the other is to formalize privacy models for RFID
systems. In the former aspect, there are dozens of protocols
being proposed, while many of them are reported to have pri-
vacy flaws. In the latter aspect, forward privacy has been in-
troduced to be a basic privacy requirement for RFID systems
since the tag is not tamperproof. In this paper, we concerned
with the following fundamental problems.

Which kind of minimal cryptographic function in tags do
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we need in order to guarantee the forward privacy of RFID
systems? This problem must be clarified because of the fol-
lowing reasons. Firstly, many RFID protocols have been
proposed, while the majority of them are found to be vulner-
able to privacy related attacks, including all of the protocols
(of no more than three rounds) without implementing cryp-
tographic functions on tags and those based on symmetric key
cryptography. It is therefore vital to investigate how RFID
protocols should be designed to ensure RFID privacy. In par-
ticular, we want to know what the minimal computational
power each tag should be equipped to ensure RFID forward
privacy. A definite answer to this question will lead to the

optimal tag design.

In this paper, we investigate the relations between the
computational ability of tag and its forward privacy. We have
found the sufficient and necessary conditions for guaranteeing
the forward privacy of tags. Specifically, we have proven
that if the RFID protocol is forward private then the tag is
able to compute a pseudorandom generator and vice versa.
According to such a theory, we presented an optimal forward
private RFID authentication protocol SFP which is the simp-
lest protocol so far in RFID community.

This research is supported by the National Natural Sci-
ence Foundation of China under grant No. 61070217, This

project is mainly focused on key issues of RFID privacy.



