%34 % 458 it " HL =2 Eire Vol. 3¢ No. 8
2011 4 8 A CHINESE JOURNAL OF COMPUTERS Aug. 2011

E T i 8 B 34/ 59 490 Bk ) Ak 55 22 48 F0 3 ik
i o2 £ F X

DO EBEBRCE S R REE R B LR 100190)
DOhEB RSB L 100049)
V(AR AR E W E AL E AR dEar 10087D

OE RIS A0S AR 6 G 20 A B IR IR 55 4R At A — A T (] L SR K B R A5 0 AT O A
SRR IR SR B ZZ 1 IF A TR S A DL 20 T 4y B 5 25 ol 9y A 16 s A R AT DA 5 BT K A T R IR 55 RE ) S R h
B RES T BUR PRI SE IR A AR A 0 B AR AL SO LA ] B 3l L D g AR DR a3 531 S K 0 R ) e B B 8 s
AL B A [ il 255y 49 166 000 JIR 25 . e, A SR BB AT o S PR B 2 S BB ) 1 S AL A — A P 2% L 20 I 5
R0 10K T JIR 55 9% 388 £ T el A 00 36 0 IR 45 ) S e ok AR 2 B o O[] B Sl L IR 2% b ) R 250 T L BB L SO R
— LW XK A IR 55 0 A P 5 I R AR A I R UPPAAL 36 1E 9 3k 9 1R 55 1Y) 1E a8 11

KR WK S5 s A B S AL R EE S A AR 55 s AL G E
MEESES TP393 DOI 5 10.3724/SP. J. 1016. 2011. 01365
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Abstract The modeling and verifying of Internet of Things (I0T) services is now an important
aspect of IOT software design. First, we introduce the concept of environment entities that are
used to describe both the attributes and behaviors of things in the physical world. Then the be-
haviors of an IOT service are specified by its interaction with the corresponding environment enti-
ties, these interactions lead to the expected changes on the entities, and show the effectiveness of
the IOT services. Based on timed automata, an IOT services modeling approach is proposed, in
which different kinds of environment entities and IOT services are all modeled as individual timed
automata. All these timed automata come into a network that represents the communication and
concurrency of the whole IOT system, in which, the running of the IOT services will be repre-
sented as some computation path in the network. Based on the proposed approach, we present the
properties with which the IOT services should be satisfied. By using the model-checking tool
UPPAAL and the environment entities, we also present a verification approach for the correctness of

IOT services models.
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showLoc, showTemp, showHumi 5 5| F 8 Air 25
¥ B 50 & RGBS RSN R EIE . sel fAd) FRoR
J& T Air R0 SR B R S AE L Sh R R
dom,;, & X H



8 1 A AT A ST I [) S AL A I I IR 55 AR 4 Tk 1371

dom,,, (loc) =Location, dom,,, (temp)=Float,
dom,,;, (temp) =Float,
X Location Sk 3¢ 7~ Hb B A B 09 5 5K 5 4 25 A,
Float V% p B .
AirCond ={ac.{OpMode,FanSpeed} ,{ TurnOn,
TurnOf f,setOM,setFS} ,dom,. ) »
Hodr, ac 2 AirCond 524 28 B FR R 53 OpMode
R AirCond Wi 17 80 P FanSpeed 3R7R
AirCond 2K W) X & J& 1E; TwrnOn, TurnOff,
setOM, setF'S 43 5| RIR ac (9 IF 6 s 1Bk
A B KGR B A s dom, 152 SN
dom,. (OpMode) ={COOL,HEAT,FAN},
dom,. (FanSpeed)={LOW ,MED,HIGH}.

FR A b 3A SO A5 31 (14 PR 458 5 1R 8 R A 45 52 1K
SR T e T BRI A ) B R I 55 4 AR AE 2R v i
PG R TE PR SRR R BE Al b, TR R
PRI S AR

EX 4. — DB LWERN =0 e=
(Eid T, TA) JH Eid Sy #5555 1 ME— R R4 5
T€ EET KR I% W5 LK BT 8 1 LR 265 TA =
(S.s50,AC VL ILE) HAFAE X 1 1yEkE 8 3h L,
TR B AR 3 547 . TA 58— %5
(s3v, 00 RORHEE IR — A RZS IF B TA 38 0 i
YD N

(D AFHEXRUS op: T.Op < A

(2) AL} var: T.Attr—V.

K S [E] B S L. — A8 T Adr R0 SR AT
AL 3 BN XM ZE B Temp A1 Humidity 53
oAt JBE R B 58 3 5 1 show Temp I show-
Temp $43 B % B AR 25 50 AP AL

showTemp!
x:=Temp

showHumi! @

ni Temp:=new Temp
x:=Humidity ' ‘ Humi:=newHumi

&3 23 SR B Sl HL

— BT AirCond ZE ¥R 858 5L AR W] R I & 4
FRR I SEAGE A EE On 5 Off FRIF L4540l
117 Cool il Heat %211 {5 B.

4.3 YBEMRSHER

AT FATT S 4 K D i g5 B RL L AR R

FE L IETE b 25 41 A RS B e X

COOL

B4 =S PRSI B Sl HL

4.3.1  JEF M55 s

Wy X6 I iz 95 1) By g 3 e G 5 BRI 2 ) ) 3¢ HL AR
IR M 55 368 2ok A8 E R B R B AR S o B I i S i XoF
PRI A 42, S92 B Rk PR ARIR A 1 H YL AR IR 1)
JIR 55 AT A I 5 A 3R 5 A 55 A A8 HL Y R B S
R Pk AR 55 T2 AL HE R I R

EXS.  — DKM IR T IR 55 R R
— N =JCHH(Sid,Eset,STA) , ./ Sid W) 8 M
R4 BIPRIRAT ; Eset SEET 3o — A58 5L R 2 Al
A s STA Jy—A~fE 8 Zh L. F Tk Ik 55 1)
BTN,

ZRIF RS 430 A AR B s T =2

() JRFN AL R 55 TR 3k 26 I 55 1) 2 RE 7 T Je%
HIAN 20 85 SR AR S T LA IR 55 1 Eser 2 2y 4
2. TR BRI, — M T SR IR 5 R
Wk — 8BRS, I Eser Wi A7 HAUAH — 40
2. INAT RN R — A A SR (R I B
LA R B Ah SN IR 55 B — A I AR
IR POREPSN U N E/N S

i, — > 28 T BE S IR 55 7 g ( SensorA
{Airy ,SA)  H SA FoR &l 5 s ik % & 10
A BT I )R — R S S IR BE L O LR R
FE RGBS A BESE 10 A FLALI ] 3%
AR A BN SR, UL B kA R IR 55 A
Fault IR

c<10
showTemp?
temp:=x, c:=0

Fault

fault!
getAirTemp!
out=temp

5 AR A5 I i) B B LA A

(2) BHIAIR 55 SRR 55 A 0 XF 42 A ml
PRIRE ST, G Eser A AEZS % 2B R % 14 3
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L
&

LI RE T8 A SRR I B 55 R R 1984 HE
ok i B AR 1 A R 3K 45 2 4R PR SR

i an — A~ 25 4 17 IR 55 € LR (Control A,
{AirCond} ,CA)Y , H:rh CA By5E LA 6 i iZ IR
%3 34 {5 ACOn, ACOff, ACCool, ACHeat M H:
BRSS HWE) s R E R R E i fF1E On,
Off, Cool, Heat $4 HH N 15 B & 1% 45 25 I 5244

() A FRAINR 55, X R 55 I e T A2
B ST IR B R L Eser Sy 23, i,
— AR EE VRS IR 55 on N (ProcessA, &, PA) , H

PA ByfliiR anE 7 pros.

Acon

P62 9 5 i iz 55 1 ) A S AL ik

On1 ACCooll o] c<10
c<10 c= getTemp!
getTemp! t> t:=temp, c:=0
t:=temp, c:=0 3
t<<5
ACOn! e 10
getTemp!

t:=temp, c:=0

P73 JREIA Y IR 55 Ik 8] B S AL R

R S5 R 10 A B s ) DA JR 0 AR 55 Ak 4 B
AR, AR T 20°C, R 55 1) 23 o 4 i ik 55
KR sh AR A R EALT 5°C, R B B
Je i IAFE A Y53 i g 2l 5 — Bt i), 45 IR R R
H O K O A T AR A
4.3.2 415 Mg a

PG ik 55 A58 28 Sy BEAilt o 1 FH sk 1) 8 3l AL R 4%
A RLRTR 2 AN TR 45 T A 1 4 A IR 55, 3

AR .
EX 6. A n DYEFARS Syoeee0 S, X

i(1<<i<n),S,=<{(SID,,Eset; ,STA,) , W] H X n >
ik 55 Fr 48 5 W 9 IR 55 e A

S=(SID,UEset; STA, |STA,+|STA,,
i=1

Hrp SID g — DB IR S5 b5 R4F . Sy, S, 2 S 1Y
J 53 R 55

AR B 5] [ Bl AL I 26 1 B 0 S L T 2% v iy
2 S| A ShALEE AT LI & $hAT & B R S 1. AT LA
TEIL TR A58 b il — 5 8 B s, — O e A sh
(Y NIES BRSSPk M N W RO e - ¥
FURF Z BB B T AR B e n 2 k55 5
IABE S AR (14 52 L T A 45 =2 [ 19 3845 Sy P S LA s IR
1M 3 26 IR 55 3 2ok [+) 20 3 5 A B T A IR 55

il 4, b SCHE B Ry R IR 55 ( SensorA,
{Airy ,SA) . =5 ¥ H iR 55 (Control A, { AirCond } ,
CA) FIR JE P IR 55 ( ProcessA s & s PAY . BEAT4H&

T — B B AR 55 - (Comp , { Air, AirCond } ,
SA|CA[PA). Hrp, SA 1 45 IR IUTIRAE K&, . 7
W5 PA ALl B fE B L i 45 PALPA IR
I8 VL E G 4 R DU 0 S R A £ o 4 A R A
b AR R A L S E AR R 2 CAL Bl CA #8257
RIBAT. B G MR 55 1 D RE A - AR A 2 A0 B 1 52
AR AL . B A5 A B AT B, DT IR

5 HEXM ARSI IE

TE L SCrb FRATT 0 ) 4 B 55 S5 A R K ) Al 55
AT S A R ) B S AL. IR 45 AT R g S
IRBE 058 HAR B K s AN N 1% B B A B T 4T 4 B )
R 55 AR 37 149 43 AT 0 96k 9 Al 55 19 TE B S AL AE
FHAGWAT R, 8 — 20 b B AR A 38 1 BB 4T
B3 W4T A s BP0 5 PR 8 1 A2 AR TS . 3X — 5 FRAT
T8 3K I R 55 1 B 260 1 A 1 6

FATHe 1 K I Bl 55 1 st 3550 IE A 1k o R o An R
4 M, W LA — R ] UPPAAL Wi 7 2 48 244
Ak KL

(1) R AT 35 M (reachability). 738 9B W £
25 1 28 3 3K 1 0 AN RS S AE AR R B IR 2 T 06 )
ZRAS I — 453217 B RS AT 3K 32 %8 56 T PR BT 5
PRITARAS R FE W R 55 i s o T 5 IR BE S AR Yy
W SRS ATk 0 A B A8 R SR A T S IR AS & T
k), B8 3R 3Oair.on;
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(2) RGi %V (safety) . AT LY EL N
R 55 AE 38 AT 3 B oy g PR AIE I 22 4 1 | [m) B o Ay B
il IR 95 166 75 4 42 i 19 B B8 S R AN 23 HE AR 1R AR
& RGEERTERR AWK R G0 B B A
TN KA S il G0 A B AN B W IR R R as AT AN
HIFEH , T /n N YV not deadlock ;

(3) RGP (liveness). Fon R B T R4
RE A — JBCPH T 48 0 24 45 R ) B 58 S (A Ak T
— R A T ) PR SR B & RE A — R E
AR, 0 A B 2 4 S MR iR B2 v T 20°C i, 8
PH SR AL T IR IR AT RIR N air_temp™>20—
ac.cool.

(4) B [a] 3 3K (timed constraint). 1% 284 i 4
i A — A I ] R T SR I R 55 AT
SRy P I ) 240 T2 5 0 AL AN A B S R E = IR
Ew T 25°C s 60s N A A gl WHZE iR s
air_temp>>25—>ac.on \ air.c <60, H.H air.c Jyit
PSR BRI R T 25°C I A B .

Py o iz 55 1) 8 AR T S 2 58 R PR S
PR G  fF 3K BE 28 S I i 75 31 f) B 58 52 MR 4
BRI T R 55 B — A E PR

EXT. RE—DYER RS S=(sid,Eset,

STA) FR5E Sttty Env=U (. T, ETADF 2y S

) — A8 B 6 e X TAE 8 TE€ Eset A7 AE 1<<i<<
n T =T, BUX TR 55 o 0 B A~ PR 52 IR 2 FE IR B
H#R 2 D AE TR IZ R W — A L A PR B S Ak ik 55 S
H5EM A Eno Z 8] 1) 3¢ 5 F B3 3 LM 4
STA|ETA, |+ | ETA, %4 % & Fw.

i) 4 o i SCHE B 09 A A 3R 5 IR 45 (Comps
{Air,AirCond} ,SA||CA| PA) ., & 1 —A 1] GE MY 18
TR Lt — 2 AR BE LK Cair, Air, TAa) Fl—
Ao PR BE R Cacy, AirCond s TAac) F 5. B A1
Z (8] ) 28 .36 7R N B[] B Sl 45

SA|CA| PA| TAa| TAac.

YR AR 55 5 IR BE SR I 58 HAT M B & 58 A g
A5 h Bf () ) Bl AL I 2% I8 2 ) i 45 1 B 1 56 E 5 B
A SR TR L B T) 2B 2% Y 4 B FRATTEE
BAL R T2 5 UPPAALN AR Sy 156 ) i 55 1 281
B PE 30 E ) T A H 4 IR 45 R G A OG 186 Y
BT SR BT A A L A i sl BIL ) 4% A
UPPAAL J5, | UPPAAL PrBl 58 58T 1 A A

(D) MR5547 M WAL 38 F UPPAAL B 42 41 1)
P28 Csimulator) . AT o] DL 332 17 4 Bk ) IR 55

5B SR 09 3¢ B B IR PR A BT B AR L T
OB AR i (I S A IABE SR a8 PR A IR 55 T 4
B (8D 1Y 728 Ak 3 B B A ) R AR GE Ao is 17 Bk
(trace) i 3.

(2) Ik 5 1B P AL B AT A b SO PT $ 31 3R 0
ARGV 2 1 A U A B UPPAAL Ry 55 GiE 2%
(verifer) J& . ‘B RE A Sl 7 B2 75 AT Bl 12, JF 45
HE — SERH R 1 3B AT B T A

BT 51 AT BUE Ry 525 B () 8 3L
AR A 2 ) A HE 190 [0 0 B 2t L DRt e ) T AH 56
LA B AR R 2 fai ik [) B S LAY IR A 25 18] 2 AT
T M 55 A5 R0 30 A 3ok o v a6 200 G 3 1 ) . H I L
BEPAT B 18] B SATLIR 2 29 17 e AR W] 43 Ay B X s
2 TR %o B A 3l T K2

B O6F I b 20 o T R 0 B AS AR R HPIR S 2
[i) sy 4 24 SR ) A6 56 R L /0 o [RDAR 25 B A B DA
PR A 2 ) B KL, SCRRL22 42t 1 — Fh 29 f] AN 1
BRI i 55 S5 A1 I 1) R TR RS T 1) I I B B
S AN A S ) I e S B o DT 5 45 26 i i S 1Y
ARASAAAE S B D, SCHRE23 48 3 2 X 43 B[]
H Sh LI P e R B 55 R BE ok AR IBCHE I ] X s
I RPAIE ST =W

BERTHE R AR WIS b e BARR A 10 02 M 7 29
i B A LB A SR AR R AE A 5 o R ey X T ST 1
e AV 20 AN TR) 1) J 46 1) 28 U G o B Dy 2t 57 B 46 )
BT W25 B, Bir DLl DL — =P
ERBE RN LAH G, TR 24 8210 T —Fh 5 ik
TH B I T] 1 AL 0 2% o ey Ay I [ 20 A5 2L 5 A
Y 114 i 1 249 15 50 R B 1 6k 8] B Bl b Sk (25 ]
TE A b F A 7 AR 27 41 X5 i ) 5 3l AL
] & A= ) LTL #EAIAG 55 |

sty Rr S IRV ES KNI RE RN RN S
FEATREE TR & 1 X 2 R A0 J7 125 42 i B B
UE R,

6 =HIFR

AT DUERE 2 DU N 3 37 0 1] 3 B ]
TERET AP R I 6] Bl HL0T 3 85 552 A 4 1k
W0 Az 55 30F A7 A4S, I LA UPPAAL b T H 5t 4 % )
% 55 1E. 8 4 38 BIE.

R — RSN ET RN . A WE A
— 3 HOAT M — G £ A0 BOLIT R IT SE R 4& R
SORBA S 2 B AT A I BOBIT A 8k
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P s B AL SC T R 58 G 2l 58 A WG L H OB AT 7R i |On? .
205 P2 1 SHTFIE + 24 5 HEO o 5 25 220 » I JEkT oft? ’@-.‘ On?
15 20's P H 3 0H . JLA R AR N T i
L. Q] SR BT S A2 (@)
e T [ B S A ¢==100c:=0 intensity:=1
Light = ( Lit, { Intensity}, { showlnt }, Intensity show Int! show Int!

Bool) , RIS AL Ho Tncensivy 37 3535 06 19 0 I
S RE 30k LB R T A B RN 55 A BT R R A R R
J& Bool.

Bl ) PRI AR

Lamp={Lamp, J, {
FA

Projector={Proj, J ,{ pon, pof[f},dom,), £ R
PEIE

2. B PR g SR

S5 P T 45 S MR 2 L R4S
PR A 03 S A

(amp,Lamp s TAy ) s e — A H T L4k, HAT N
R TAw, WE 8Ca) Fr7R. X BARK H LT I lon Fl lof f
W A5 T8 43 3 45 WO s RGBT 1 4 2

(Light Light s TAyg, ) » 3R —AFREE 6L HAT o H
I T A W0 8Ch) I 7. 3% HLAR 35 B4 5% 06 4 b — A~ [ 22 19
FRF ] A9 23 A8 46— YOG ISR B, 178 B intensity 10 SOL IR AY 3
55, IF HlJE {5 38 showInt i O BE5R 55 1 5

(projector,Projector, TAp) s Fem — AL S A, H
1R TA i 8 (o) iR, 3% BB B 4% 52 A1 Iy — A [
SE 147 B B] B 56 Y F U L G AL O3l 3 4% JE pon I polff R W] H
5 TP IR BOCH B IRAS.

3. ﬂﬂ%]ﬁéﬂﬂﬁ%@*ﬁ

WY R A 4 DY IR S5

(s ,{ng'ht 2 Sy R Ot BUBRNIR 55, HAT A Al S,
AN 8Cd) T 7 » 1% MR 55 72 B 38 o showInt {5 3H 3R IO B 5 Ji2
(B AFRCT A2 Line A, 5 AR 38 06 B0 3 00 1 [7) 4 301 36 2 £
j& dark il bright 5H B R % E1E;

(ers{Lamp}.Cr) s %THJ‘EH?%’JH&%»,J?}JT*
Cy & 8Ce) froR » iZ Ik 55 i
PGB S HE RS @A It S X B OGAT W IT 5648 2 4>
S 383 {5 3 lon, loff & . 14 2 30 Wi 2038 2L 5 19 B B I 5C 4T
1684 & 1 3 AF 7 5d i UPPAAL i 32 £ 9 Committed R 25
SEH(E HORER R O

(pr+{Proj} Py FoR b B 55 1, HAT B R Py
 8(H IR, #71% M55 IMAF 8 pon W % 52 (U TF 8 1Y TH
B, S7 B G5 turnOff Lamp & 4 H OGT #51IR 5 & 0
fF%;

(pos D3 PyY RN S5 2, AT R fliik P, 40 [&l 8
(@ PR % MRS58 (78 bright Hl dark FRIBCH 586 1 ) 58
55978401 B0 » 290 Bt i B2 AR 55 0, B 38 g {5 3B turnOnLamp
] HOGAT 4 R 55 & 15 455 2406 BRSR B AR SR A, B A

lon, lof [} dom;), 3w H LT

5 B8 28 R ) A B3 S A A 4 o

i turnOnLamp F1 turnOffLamp

X:=Intensity

x:=intensity

c<<=100 c<<=100

¢==100c:=0 intensity:=0

(b)
c==20pOn!c:=0

c==20pOffic:=0
(c)
I_int==1dark!c:=0
c<beel_int==1

show Int?
I int:=x, c:=0

c<5gel_int==0
show Int?
I_int:=x, c:=0

I_int==1 bright!c:=0

(d)
turnOnLamp?  turnOffLamp?

e ol e

|Ont |Off1
(e)
s2

turnOnLamp!

turnOffLamp!

(H
s2

Cy’ turnOffLamp!
9l
Q pOff?
(g)
K 8 FEES W ERE H PN %
turnOffLamp [m] B G XT 5 R 55 & 1455
WANREAGAE—REE TS
A7 R R R B B BAL R %
SiC Pyl P,.
4. 3G E kM R 55
X 49 3 P Al 95 1) B A0 AE ff 1 E AT IR IE 7 B i IR 55
SHEHRELMRAGH — N EERRG .
SilIC Pyl P || Light|| projector || lamp.
BT A B U — A H W IR 5 L e
R4 FEz 17 B A EHL, B A R G A B SE 41
TR WP 2 32 X VO not deadlock.
W% s i A B UPPAAL [ 560 3F #8 v, 75 )

W R g5 H
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AR 25 RO Ml . BRI B R L A Y R BB 2
=R 55 AR R BT

KT HOGAT MY 3 &l
T3 &EEAN:

(D) HESEAATIFIE . AT A 856

projector.on—>lamp.of [

(2) BHALC I BB th e A8 G I, H OB
KTAE 20s WA A ST
light.dark N\ projector.of f—lamp.on \ light.c<20.

(3) 2 FREE 0 th A2 5, HOBATAE 20 N A 3)
KM

light.bright—lamp.of f N\ light.c<20.

X3 AMER A 1 AR TRV S AR
T Y. R AT P S 1 AR,

LHAC PR S o T 3 NG I VA /A= v TN |
UPPAALR G UE# o 45 3 19 45 R 2 3% M oA BE 1
Wi . UPPAAL 25 T — A5 BUPE A 2 19 12 17
Bk I 9 Frn.

0 A D L

A Trace
[Goff, off, bright, =1, =1, =i, s1)  a|
[Light
{foff: off 'derle sl =15 sf 1)
épDn: projecter ——» pf
| (off, om, dark, =1, =1, =1, =2)
|turn0ffLamp: pZ ——> cl
| (off, on, dark, =1, =3, =1, =3)
LOff: ¢l —> lamp
| (off, on, dark, =1, =1, =1, s3)
|showInt: light —3> sl
|Coff, om, dark, si, sl, s1, =3)
|dark: =1 ——> pl
| loff, om, dark, =2, =1, =2, =3)
|turnOnLamp: pl —> el
| (off, on, dark, =2, =2, =3, =3)
10n: el —2* lamp
|(om, on, dark, =2, =1, =3, =3)
IshowInt: light —> =1

|Gon, on, dark, s2, si, 53, s3) v

B9 e B a) A 3hHL I 46 58 17 0 7

9 fir KRB W IB AT PSRBT R R AE B
VB, ar AT IC A 25 i 8] B Sh LIRS A2 4 b 46
SNET 3 WAKIKIC BB SZIK Lamp, projector
N lighe WARZS. 38 2 X5 %38 17 90k 1 43 B T DL &
BRI DR 2 projector T IF IR
RESFRE MRS pok HOCAT M HZ i Tt
ARG S IR 55 po SCHEAE HOGXT EOB T R . iR e ix —
[R) & Y 7 V5 2 s IR S5 po BT 4 — RS (I 10D,
MR IR G S IR 55 2 AFZOHIR S ARSI H
JCAT BB AOC .

bright? dark?

B 10 s S IR % p.

WU X 5 p. R 2,38 UPPAAL
AT RRE - SR B 7 0 T BB
V4R 36 1 90 R 55 1 575 9 40 4% T 24 O
T 2 BT S8 5 0 B 5 A2
e

7 HRIE

Pk o 2 Py A AR B A e s R G
KX ) R 55 1 i S0 R D G A T o 0 e il A 4 B A
B gy B AR, LT DL B AR SR T — N
T IR BT AR Py 106 I IR 55 A (AL HE B AE I HE B L 3R
B SRAE N — A S BT T %0 i 4 B
H SR v 25 b W A 1) S AT R P I I IR 55 19 AT
D) 308 2o 5 B85 S 110 58 L AR B A L AR SC LR )
SR T B R 5 S A R0 4 B X IR 45 /9 AT S iE AT
LR I B[R] [ B AL ) 45 ok 20 R 55 1 4 A N
IS5 BB LR i 3¢ B A SCLL UPPAAL J T HIf
DL B s ULE N J 7R T 4 B0 1Y) I 55 A A5 R 5 i
1 56 4% 5 B

LA UPPAAL A T H%F B[] B 2l B 25 fi e 2
Ao i B I R) SRR LA K B S AR S Y
GRS iR AN AT U AR R G
FERTIE I, £L 24 Al B Tia R IR AE Y R B UE
TG WA 5 ). B L, T — 25 A A T A e %0 i i —
G B AR 5547 O S5 0 6 R B R 55 Ak O 1 1 AR
FAETNREF M TG LT IR T REHKG i AT $2 55
TE B 30 U A R LR AR S T v B i 4 R ) Al
FHGE—FERSAH G I TSk AR P
JIT AR 04 5 SR E R AR 55 S AR AL A R R SR 1 IR
5. BRI S FE A SC IR S5 Ay b o ) JE — Tl 4 1 DO IR 55 i
e AU G I WA BT m. A FRATTIE
N E— 2 F 58 0958 0 U Y A A LA B R 0L
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The Internet of Things (IOT) refers to extending the
Internet to devices such as home appliances and sensor net-
works. Millions of devices will be interconnected, provide
and consume data about the physical world and make it avail-
able to business processes that run in the information world.
Service-Oriented Computing (SOC) is a developing compu-
ting paradigm that utilizes services as the basic constructs to
support developing of rapid, low-cast and easy composition
of distributed applications. Recently, many efforts have ex-
plored the integration of IOT and SOC. Devices provide their
functionality as services. These devices services and tradition-
al Web services together constitute the IOT services. They

can communicate and interoperate with each other, and can
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be composed dynamically for specific requirements. How to
model and verify the behavior of these IOT services is becom-
ing a significant challenge.

This paper proposes an environment-based framework
for 10T services. In this framework, the concept of environ-
ment entities is introduced. They are used to describe any-
thing in the physical world, both their attributes and behav-
ior. Then the behavior of an 10T service is specified by its
interaction with the corresponding environment entities.
Timed automata are used to model the behavior of the envi-
ronment entities and 10T services in a formal way. The com-
position of IOT services, the interaction between the services
and environment entities are also specified as networks of
timed automata. Based on that, we present an approach for
verification of 10T services by using the famous model-chec-

king tool UPPAAL and the environment entities.



