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Abstract  Security and privacy block the development of the Internet of Things (I0T). How to
design a RFID grouping-proof protocol with security and high efficiency is a key problem in the
security of IOT. Firstly, we present an attack model and a interaction model, and give the analy-
sis. Then, the ideal functionality Fys and the grouping-proof ideal functionality Fsp are formally
defined with the UC framework. Finally, a grouping-proof protocol 7y is designed in the Fys-hy-
brid model. It is proved that the protocol 7y realizes the ideal functionality Fg;p securely for any

adversary. According to the composition theorem in the UC framework, the proposed grouping-

proof protocol for RFID tags is UC secure.
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Background

proof.

The grouping-proof protocols enables multiple RFID
tags to be scanned simultaneously by a reader within its
broadcast range. A typical application of the grouping-proof
protocol is to scan tags that are supposed to stay together.
For example, RFID tags attached on different parts of a car
should be located near each other. Recently, more and more
scholars paid attention to this topic and proposed their group-
ing-proof protocols. However, most of the proposals were
analyzed and proved to be insecure.

In recent years, with the rapid development of the Inter-
net of Things, provable secure RFID protocol is becoming a
hot topic. However, as far as we know. the research of
grouping-proof protocols in the IOT is still relatively few.
So, It’s important to design a RFID grouping-proof protocol
of security and high efficiency in the security for the IOT.

The main contribution of this paper is to present an at-

tack model and identify the unique set of security require-

and cryptology.

ments for RFID grouping-proof protocols. Then we propose
a universally composable model that satisfies the security re-
quirements, and a novel grouping-proof scheme that is
proved UC secure.
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ty-oriented authentication schemes etc. The research results
are mainly to meet security requirements of multiparty-oriented
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and scientific reports in important journals and international
conference, such as Chinese Journal of Computers, Journal on
Communications, ASIACRYPT 2010 etc. The scheme pro-

posed is an important part of the project.



