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A Dynamic Approach on Quickly Predicting Non-Termination of
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Abstract Based on the dynamic approach to characterizing termination of generic logic program,
a dynamic approach to characterizing termination of solved-form fixpoint is researched in this pa-
per, and a sufficient condition of non-termination of solved-form fixpoint of the extended Horn
logic model of security protocol is presented. Based on this condition, an approach is represented
to predict non-termination of computation of solved-form fixpoint. This approach can predict the
non-termination of computing fixpoint by checking new generated rules, and localize the solved-
form rules in the extended Horn logic model which cause infinite computations of solved-form fix-
point. The non-termination prediction results will provide the criteria for choosing different veri-
fication methods of security protocols, such as accurate methods and abstract methods. The ex-

periment results show the effectiveness of the prediction algorithms.
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JE A FREE BT LAY n=0 I . Z538 (7.

() RBY n=Fk W E5R T 2 n=k+1 I, [
F RS Rule' (P) AT BREE BT AL 74 T (P).,
C* (PR A BRAE U iy A A BRAEHEAT X1 i 15 2
ML 4 X _Resolution*™ (P) = {elimdup (R) |
R=R"*R'.R'€ T*(P),R"€ C"(P)} 4 B4 . ir
Pl Rule* ™ (P) = addRule ( X _Resolution* ™ (P),
Rule (P)) Ay A FREE.

L5 LRk, Vn€ N Rule" (P) Jj A5 FREE. iiF5e.

FE4 WP LRUAYEE P
B IRAFAE TS I B BN ¥ 5] Hy—>A, -,
H, — A, .+ H, —> A, .. H —> A, . .
H, —A SHWPA, RA, G=1.2,-0O M1
WHEFR M P o A mt AL L.

. fRB PR A g SRR,
ImeN., 15 T (P) =T"" (P),C" (P) =
C""(P). W ¥Yn € N H n > m, Rule" (P) =
Rule™ (P). X i1 7 HL 3 1. Rule” 7y A FREE. JiF LA
U{Rule"(P)|n=0}= U, Rule" (P) A FRE X
5B AR TC S5 R B B ) o O . It A
WAL A P I XA g SO A L.

HEEE.

SER A BT ARG AL RN R A
P % 22 I % WY Horn B4R JE A B A I 5K
Al SRS B R AL T D20 1 < A7 A TS5 1
PRIFH AL e Ay A, e A A oA
B TIEEN i=1.A, & A, BRF F . Kl
SRR TCTF BT ) S AN BLSERY  h T AT A
FHEAL 2B, AT LR A AR i AR e e — A IR
Bk ARy A A I 22 4 U 02 4R AR e i O A 3l
R R SRR R ARSI A Ay e
Ay s Ay SRR (A=i<k).A, &
A, W TEFF H 45

Bl 2 bR R B R B A BR O A RIL R A
TRl A5 HIL 2% 1, DU T 22 4 B3 i Horn 2 4
I R W N DN R SO S N v T
AR A 3l S R TSR R L. AR e (RO,
U P A R R R A s AR R =z T
0 32 8 TR L TN A R L BRAER. JR R bR A

+1°

841

8’ 81’



7 JA RS A BB R AR A L RO T 8 3 25 O v 1281

(9 e )7 81 o 7 28 NI ag TR BUEL Y O e, T
B2 4 pp I Horn 22 $ 4" ALY Hp 585 n, 2512 4 1L
0] 2 S B Y 3O 3l 5055 TR 22 4R M. e
WA EE XS BR 5 o B9 R U 38 47 Jey 30 41l R B A X A
T LA S T AR D il R - AR AR A R
T A AR 6 T — A DI SL 9T 5 E 97% 1) 6 9 R 1 4.

5 % I

SR AR SCHR HR B0 A 452 AL 0000 545 . 30k BB g

k=3, 3 T % 2R AE T. & SPVT, 7€ Intel (R)
Pentium(R) D 2. 66 GHz CPU #1 1 GB }f£ 1) PC
B oxk iR 22 4 B I Horn 32 #8557 JR A5 R i B
KRB SN AT T W00, 52 56 40 #7810 %
2 PR IGE R AR T R T A 2l A 1 (] e A A 45 AL 2%
PR A 2 o A0 R AT LS5 A5 2005 2 D0 350 0 fee T
A B RAEDL S AR AAE LSRN AL ) 4k 25 1%
R IE A3 o5, B3 58 20 F 5 iR e XA 3
R BCE T AR 8 R 3l s L. & 2 9 TR
T 5 A B DM S IE 11 S 56 45 R

x 2 HINEIER TN ER

LAl AL T Bk ) B (k= 3) T B[] /s SLEA] /s
Needham-Schroeder 3t =% 41 Hp 1 AL AAERL 0.0 2. 859
Yahalom % 150l 5L 0.016 2.61
Otway-Rees Ppil AL [N 0.015 9.203
Woo-Lam IAUEHMIUR A 1T =4l =L 0.0 0. 641
Woo-Lam A HE PSR AR 11, 1541 =L 0.015 6.438
Woo-Lam iAJiEHRY A 11, 1EHL EHL 0.0 0.578
Woo-Lam A UE M SURAS 115 AL AL 0.0 2. 859
Woo-Lam A UEHR LA 11, = HL L 0.031 6.0
A8 Kerberos PMIGAIE AR 45 B Bt L 5L 0.015 —
Denning-Sacco Ppi 15 HL {5 ML 0.016 0.813
Neuman-Stubblebine FpiX =L gL 0.0 2.672
Andrew secure RPC i ARNEEHL ARAEHL 0.0 30. 812

2 PR B ) IR P A s mH R R e
P BRI 2 19 ) 3 45 B BB ) 4 0 B () 4 0
BT 2 5 38 Kerberos PRBSGATIE AR 55 B B A 365 iF 2
PR 2R H R AE AL 3 S B i T derivable ¥
BT PR 22 1A AR E 58 LR B i
TR I [A) K PR R TR BE 45 ) B ). Needham-
Schroeder $£ 5% B Hp 1 . Woo-Lam WA\ iE U bt A<
IL; DA & Andrew secure RPC #p 3L 9 f# B 20K 3 /5
Bl T Ay AN 45 L 5 S 5 T T AAE A 2 Y B ) IR
D LR T LR LA R B [H] Dy Os, B % 2
W i T2 AN 2l o 4 5000 SR 45 AL s |l T 45 AL A P A
TE 3K B AN Bl 5B A 458 1k F50I0 o BT okt 3503000 Jofy 4G 3000 g A
WPECE AL L E 215 2, BT LA SPVT fEit5
LTI A 1] AN R AT LA S 96— A PR S
(] 55 Lo 000 B (6] 2245 22, o A PR 250108 45 LA )
AE DR B If ) e A b AT LA Z0mg AN 3 h. Bk Se g 45 R 3R
A . 2 4 PR 2 B AR 1) A O 20O 2 S 58 2o 7
B AE S BB {E =3 B, {di AR SCAY A B ML
I B A 3 A ) S 2 SRR S 1 Y L AT R B 45
B 3900 B8 32 1) S FH AP

T LA Needham-Schroeder 3= 258 4] 15 130 (4]
PRk NS BRSO by 1], 356 W AS 45 B 5000 545 05 1 B4
M. NS PR IE XA AR anF -

(1) A—S. A,B,Na;

(2)S—A.: {Na,B,Kab,{Kab,A} ks } kas 3

(3 A—>B: {Kab, A}

(4) B=A: {Nb}xu;

(5)A—>B: {Nb—1}..

H T B (4) | (5) 2 5 BOI fff o A b AS 7 Hh B
JEA{ING =1 — =+ — 1} BYTH BN DTS A 3 5
THRARZ R 75 NS Py 2 5 72 )7 A 3 3T 3
WAL SPVT P72 A T i R 2 AR e L

HEN] 4. (Ready): Begin (Aparam[ Chost Ckey
(kas ( ))), s1) 1) A Attacker ( LKerb Chost Ckey
(kss())) s host Ckey Ckas ())) , “4”, encrypt ((Na (s1) ,
host Ckey Ckbs ())) s x4, YM ), key Ckas ())))) A
Attacker ( LKerb Chost Ckey Ckbs ( ))), host Ckey
(kas())),“4” encrypt(x3,x4)))—> Attacker (LK-
erb(host Ckey Ckas (1)), host Ckey Ckbs ())), “47,
encrypt(minus(x3) sx4))).

HEI) 37, (Ready): Begin(Aparam[ Chost(key
Ckas ())), 2z16) 1) A Attacker ( LKerb (host Ckey
(kbs())) shost(key(kas())) 447 sencrypt (27, Akey
(Chost(key(kas())) shost(key(kbs())) s Na(z16)),
22))))—> Attacker (LKerb(host (key( kas())) ,host
(key(kbs())),“4” yencrypt(minus(z7) , Akey((host
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(key Ckas ())), host Ckey Ckbs ())), Na (216)),
z2)))).

HLI) 43, (Solved) : Begin(Aparam[ Chost(key
(kas ())), 216)]) — Attacker ( LKerb (host Ckey
(kas())) yhost Ckey (kbs ( ))), “47, encrypt (minus
(NbCencrypt((Akey(ChostCkey(kas())) , host Ckey
(kbs())) s Na(216)),22) s host (key(kas()))) , key
(kbs())) ,26)) ,Akey((host (key(kas())) ,host(key
(kbs())) . Na(z16)),22)))).

HLI) 45, (Solved) ; Begin (A param|[ Chost(key
Ckas ())), 216)]) — Attacker ( LKerb (host Ckey
(kas())) yhost Ckey ( kbs())) . “47, encrypt (minus
(minus (Nb Cencrypt ((Akey (Chost Ckey (kas())),
host Ckey Ckbs ( ))), Na (216)), 22), host Ckey
(kas()))) s key (kbs ())),26))), Akey (Chost Ckey
(kas())) shost(key(kbs())) s Na(z16)),22)))).

FLI 46. (Solved) : Begin(Aparam, Chost(key
(kas ( ))), 216)) — Attacker ( LKerb (host (key
(kas())) yhost Ckey (kbs ( ))),“47, encrypt (minus
(minus Cminus ( NO Cencrypt ((Akey (Chost Ckey
(kas())) shost Ckey (kbs (D)), Na(216)),22), host
(key Ckas (D)) key (Rbs ())),26)))), Akey (Chost
(key Ckas ( ))), host Ckey Ckbs ())), Na (216)),
z22)))).

T 4 3 22 4 B O AY o i) ) e RO 4 3R 1Y
Je P RS (5) 451 B, B Alice KU 21 No—1
5% %45 Bob. B Al st SR EAT LN 4 32 250
B AT A A TS R ) 37, 3 A B UM 37
SR XN 43 BEAT X- 10 i 15 20 i 1 2002 45 90 )
A5, LI 45 AkSE 5 RN 37 FEAT X- 19 fi# 453 2 i E X
FEI A6, T AL 46 32 85 42 KL 45 1) 2 8 5
PRI EN AR B 45 i) 22 58 )5 fF J2 M) 43 1y 32
B FRIERR B AR, F558 b U 37 34 RE 2k 22 F AL
W 46 HEAT X- 18 Al A2 BURT B9 A OB 202 48 R EB
FII 732 56 F5 AF 2 RN 46 132 58 5 14 A0 96 28 H A,
XA TRy — H AT T AN Wb A S0ORT Y 8 X
R, g2 b 3 SR DU ) 322 4 S R I 4 7 2
RIS R A HAAR S AR B AR SO 0 B0k O NS PR
i B 2O 3 s i 3 AR AR AL JF HoARIC A 4
FRERE 4 2532 BRI R A8 A vh 3 BURE A 3 158
T RS HIL A 222 R

6 ZRiE

{4 SCRRL L3 T — fca B A 1 45 ML A 220 1 ) 3l

BITE A I T %4 Horn Y JE LAY
W N =R = N I G R =R = R |
Bk T H B 2l 2k RS A 3 5 Al 4 00 GiE 4 It 1K
. AL SRk ) I B8 S o7 B R o 3 B T K 3l
FICTT R R 2 5 I, X FORS o 2 FE BT
AP RIS AT Jm 3 il 52 3 ik R R 36 A 45 AL A
PRI R DU R A A 4 T A MR DU AT il 4. s ARk
S0 R AT B R ST L DR AT LA A 80 08 D
TG -RG A IE A OB A DG 2 B0 25 R 3R W] T A S 4
H P I B 9 S L R .
k2 I WF I AR L4 - Ak SR AR % 2 B
W Horn 5 4" AR fif 1 24 2 s A= ML Y 3l 25
2 J5 v I 2 R B U SRR Z R W SRR A
WEIE I A8 38 1 Ja A 2B vk R U A1 G R
o 5 22 2 i (N Kerberos PR EE) #4716 41F.
s %
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Background

With the development of network, security problems in
the internet are becoming more and more urgent and impor-
tant. Security properties encounter more and more challen-
ges. Security protocol is one of the effective methods to solve
the security issues. The open internet with security protocols
can realize various security functions. Security protocol is a
type of communication protocol based on cryptography,
which runs over the computer network or distributed sys-
tems, and arranges the execution steps and the execution
rules with the cryptographic algorithms among the partici-
pants who implement tasks. The correctness of security pro-
tocols is critical for the transactions over the open networks.
However, security protocols designed and used in the real
world do not always achieve their objectives. Many protocols
have been found having flaws after a long application period.

Therefore, it”s a hot field in formal method to design
and develop an efficient automatic tool for the verification of
security protocols, and it’s a key step in verification of com-
plex security protocols.
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model of security protocols. The termination of generic logic
program is characterized by Shen., but there is no effective
methods in predicting non-termination of computation of
solved-form fixpoint of the extended Horn logic model except
ours. Based on this sufficient condition, an approach is re-
presented to predict non-termination of computation of
solved-form fixpoint in this paper.

In recent years, we research several formal methods in
modeling and verifying security protocols, and present some
methods to model and verify protocols on the fly, and show
algorithms for constructing conter-examples, design and im-
plement the security protocol verifier SPVT, analyze and ver-
ify some protocols, present abstraction and iterative refine-
ment {ramework. and give the framework to model and verify
time sensitive security protocols. This paper focuses on the
termination of verification. The non-termination prediction
results will provide the criteria for choosing different verifica-
tion methods.
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