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Certificateless Signcryption Scheme with Proxy Unsigncryption

YU Gang HAN Wen-Bao

(Institute of Information Engineering . People’s Liberation Army Information Engineering University , Zhengzhou 450002)

Abstract  Firstly, this paper gives a new signcryption model, named signcryption with proxy
unsigncryption. In this model, the original unsigncrypter divides messages into several subjects
and delegates his unsigncryption powers to different proxies. The authorized proxies can directly
unsigncrypt ciphertexts for the original unsigncrypter. Secondly, this paper gives the security

model and based on certificateless public key cryptography give a concrete scheme. At last, this
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paper proves its security based on Weak-BDH problem.
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Certificateless public key cryptography, proposed in
2003, is an intermediate between traditional public key cryp-
tography and identity based cryptography. Its main purpose
is to solve the key escrow problem inherited from identity
based cryptography (A third party generates private keys for
all users) without the use of certificates as in traditional pub-
lic key cryptography.

Signcryption, proposed in 1997, can fulfill both the
functions of signature and encryption in a logical step. Com-
pared with traditional “Sign-then-Encrypt” method, sign-
cryption has less computation complexity, less communica-
tion complexity and less implementation complexity.

Proxy signature enables a proxy signer to sign messages

on behalf of the original signer. And, proxy re-encryption is

HAN Wen-Bao, born in 1963, Ph. D., professor. His
research interests include information security and cryptogra-

phy analysis.

a cryptosystem which allow proxy to alter a ciphertext which
has been encrypted for one party, so that it may be decrypted
by another.

In this paper, we firstly introduce the concept of proxy
unsigneryption into a signeryption scheme, and based on cer-
tificateless public key cryptography give a new signcryption
model., named certificateless signeryption with proxy unsign-
cryption. We consider following scenario: A busy corporate
manager, Bob, may need to out of town on business fre-
quently. At the same time, there may be a large number of
signerypted messages needed to deal with every day. In order
to release himself from heavy office work or prevent impor-
tant business from being delayed during his absence, he may
divide messages into several types and entitle each type a sub-
ject just as the subject lines in the e-mail system. Then he
partially delegates his unsigncryption power to his assistants
(proxies) according to different subjects. In the actual appli-
cation, if, say Alice, wants to signcrypt messages under sub-
ject to Bob, he can signcrypt the message with Bob’s public
key and the subject. And, both Bob and his proxy corre-
sponding to subject are able to unsigncrypt the ciphertext to

get the message and verify Alice’s signature on the message.



