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A Practical Attack on the pSFLASH Public Key Cryptosystem
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Abstract  Recently, a new multivariate public key cryptosystem named pSFLLASH is proposed
by Wang in 2010 by inserting a perturbation into the central map of the SFLASH cryptosystem.
The designers of pSFLASH claim that the potential mathematical structure of the public key of
SFLASH will be destroyed, if the central map is perturbed in such a way. Therefore, pSFLLASH
could resist the differential algebraic attack'*®/, This paper points out that, for every pSFLASH
instance with private key (T ',U ',B,7), there must exist a SFLASH instance with private key
(T',U "), such that the pSFASH instance can be converted into that sFLASH instance. As a
result, by applying the differential algebraic attack on SFLASH"™?*', we can practically forge a
valid pSFILASH signature in seconds.

Keywords multivariate public key cryptosystem; SFLASH; linearization attack; differential al-
gebraic attack
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Background

Public key cryptography is an important tool for nowa-
days information society. Unfortunately, the security of pub-
lic key schemes used in practice relies on a rather small num-
ber of problems: either factoring (RSA) or discrete log-
arithms (ECC). Both problems are currently considered to be
hard. It is widely believed that research on new schemes
based on other classes of problems is necessary. Such work
provides greater diversity and hence forces cryptanalysts to

spend additional effort concentrating on completely new types
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of problems. This way. we make sure that not all “crypto-
eggs” are in one basket. To strengthen the necessity for new
schemes, we want to point out that important results on the
potential weaknesses of existing public key schemes are
emerging. In particular techniques for factorization and sol-
ving discrete logarithm improve continually. For example,
polynomial time quantum algorithms can be used to solve
both problems. Therefore, the existence of quantum comput-

ers in the range of 1000 bits would be a real-world threat to
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systems based on factoring or the discrete logarithm prob-
lem. This stresses the importance of research into new algo-
rithms for asymmetric cryptography.

One proposal for secure post-quantum public key
schemes is based on the NP-hard problem of solving system
of multivariate equations over finite field. Such systems are
called multivariate public key cryptosystem (MPKC). Re-
cently, a new multivariate public key cryptosystem named
pSFLASH is proposed by Wang by inserting a perturbation
into the central map of the SFLASH cryptosystem (An effi-
cient MPKC accepted by NESSIE which was broken by

Dubois V, Fouque A and Shamir A in 2007 with algebraic

differential attack). The designers of pSFLASH claim that
the potential mathematical structure of the public key of
SFLASH will be destroyed, if the central map is perturbed in
such a way. Therefore, pSFLASH could resist the differenti-
al algebraic attack. In this paper we point out that, for every
pSFLASH instance there must exist a SFLASH instance.
such that the pSFASH instance can be converted into that
sFLLASH instance. As a result, by applying the differential
algebraic attack on SFLASH, we can practically forge a valid
pSFLASH signature in seconds, and the attack presented in

this paper is experimentally verified.



