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Abstract  This paper studies how to efficiently extract the pseudo-random bits string from the
Generalized Diffie-Hellman (GDH) problem over composite modulus under the factoring assump-
tion. It is proven that Blum-Blum-Shub(BBS) generator is a suitable extractor for GDH problem

over composite modulus. In particular, adapting the technique used in the proof of Naor-Rein-

it 10,

gold-Rosen pseudorandom function. it is proven that BBS,(g'~' ) is pseudo-random even if g%
is given for any proper subset A of {1,2,:+,n}, where g is a random element of quadratic resi-
dues group QRy, N is a Blum integer. The result can be used to obtain public key encryption and

key exchange protocol secure in the sense of indistinguishability under factoring assumption.
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tract pseudo-random bit string from the GDH element to en-
sure the deduced schemes secure in the sense of indistinguish-
ability. The known proved secure and efficient pseudorandom
extractors for GDH problem have to rely on the much stron-
ger Decisional Diffie- Hellman assumption.

We prove that Blum-Blum-Shub generator is a suitable
pseudo-randomness extractor for GDH problem over the
composite modulus since it is efficient and secure under facto-
ring assumption. The result implies efficient public key en-
cryption and key exchange schemes secure in the sense of in-

distinguishability under factoring assumption.



