W34 AT it " HL =2 Eire Vol. 34 No. 7
201147 A CHINESE JOURNAL OF COMPUTERS July 2011

7 % AES-128 RYAEXS FRAN AT BE K SRR I T

%H]&Gml) éﬂ%]\ D F,if\ z’&u.m %7‘}(%]‘:“2)

PO T RHE R IR SE B L 2B T MEAKEE WL 71007D
DG TR R E S S ERE 7 Hibk 541004)
DR EBE IR TG R L 2 EFZEALRE Lt 100049)

T S T A Pt (e S e o SR A € 1B NN 3 | o= e g o T A RS B 7o s o TP o R R o D R 3
PR —. T 220 0 BT UER L SO AR R T 23 A R T 9 23 AT D < AR RS T RE TROR AR B0t % 05 v Rl e i
FE X R AN AT BE CR AR IX 73 A » HEBR 5 R 0 5 28 09 8 B L O R WA L B e T Y — b TR O O R 4 A I D
G2 TR O A W BOR TR 2 R AR 88T 5 15 B T AES-128. BF e 45 SRR W] I ily 7 %8 AES-128 il
B R 52 2 B D 210 1S A s BT SO IR ) A 2R 2 DRy 2P R AT S 2R S D 21 TS AES S 2. i e A R di
S 7% BE RN 8] S 2% BE T 35 B 20 AL T 8 1 4 AES-128 Y ity

KR BT LT s AES; KOk 2% i (8] &2 4%
hEE5SES TP309 DOI S . 10.3724/SP. J.1016. 2011. 01300

An Asymmetric Impossible Boomerang Attack on 7-Round AES-128

DONG Xiao-Li¥ HU Yu-Pu” CHEN Jie”® WEI Yong-Zhuang" '

U (Key Laboratory of Computer Networks & Information Security of Ministry of Education . Xidian University, Xi'an 710071)
2 (School of Information and Communication , Guilin University of Electronic Technology , Guilin, Guangxi 541004)

P (State Key Laboratory of Information Security . Institute of Software. Chinese Academy of Sciences. Beijing 100049)

Abstract  Block cipher is the core of cryptography that provides data encryption, authentication
and key management in information security. The security of block cipher is an important issue in
the cryptanalysis. Based on the principle of differential cryptanalysis, this paper introduces a new
cryptanalytic technique on block cipher: asymmetric impossible boomerang attack. The technique
used asymmetric impossible boomerang distinguisher to eliminate wrong key material and leave
the right key candidate. With key schedule considerations, techniques of looking up differential
tables and re-using the data, the authors apply asymmetric impossible boomerang attack to AES-
128. Tt is shown that attack on 7-round AES-128 requires data complexity of about 2'"'® chosen
plaintexts, time complexity of about 2'"? encryptions and memory complexity of about 2'%7"®

AES blocks. The presented result is better than any previous published cryptanalytic results on

AES-128 in terms of the numbers of attacked rounds, the data complexity and the time complexity.
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6. 55 2 A FHI T B (Ko Koot ont omon ). BB
BRI = (Cy o Cy 5 Coy DRI G, 2 Co) KB
(X2 ot )iy DX o iy, WA 1TAFATH 0 RANAEAE=
TCAL I XA F A ) F 38 B E (K srecoor » Koosrecon s
KJ.,,, 7K5y12+(m+l)modrl s K 1sr7ccoron )

7. % BEAS W] RE 1Y T B AE (Ko skecao s Koosracoan s
K. coor s Kavcurn s K1 osrTicuon ) s G54 AES-128 B4 &,
55 24 M 58 T A 24bit B,

4.3.2  KHPEST

it E M.

IFA] B 2R BE S 3 X 2 X 2% X 1/7T X 1/4=2"2 1k 7 %
AES-128 & i E 2L E ly 3 X2 X 2% X 1/4~2"54~ AES

o g ?

Gl

TEL M ER. T8 2197 B AR PRI 3.

1 APBIZ 2R g 3 X2 X 2100 18 =210 T84 AES 4344,

2. WHIA] B 28 B Sy 2 210018 5 210 = 21 Sy A7 it i ) L 24
AL 20 S 7§ AES-128 i

3. Ml B % B 3 X 2 X 271 X 2 = 2 T8 A4~ AES
Iy 4.

4. B SEA BE S 4 X 2% X 20718 X 28 = 2% S R AE Ak
[, FEAE 5 24 BE S 3 X2 X 2719 X 28 = 26778 A~ AES 44

5. M) AL A JiE Oy 4 < 200 X 2918 5 28 = 217 15 R A7 fi 1
(. FEAE 58 24 B S 3 X2 X 25518 X 28 =25 T8 A~ AES 434

6. BRI 24 R A X {2X 2" X [1+(1—2°) + -+
(=22 I 2/16 X 1/7) ~ 2"k 7 # AES-128 fii .

XETFEEA mL i R =R R N A X2 =270,
XF T4 AN 55 6 96bit B B M (Ko.skecoon » Kousrecon
Ko si o ) BRI A2 210 X (1—2 )2 229 4o
B (K K12t vmoat ) Z 18 A AER m=0,1,2,3, %
FAFAHE T K srecoror s Ko srecors « K 1.52 corcor ) s Tl
Ry 288 = 2V AL (K iy Koy ). 1 AES-128
TP R ARF] 29 X212 X 27 H =28 B AT R T .

7. W] B 2R BE Ry 2595 X 2% =217 Yk 7k AES-128
.

PRIt ks T o B ) B0 S AR i o 2100 Ak
W SCL I IR] A2 2 B o 211529k 7 %8 AES-128 fin% .
W6 PLSE s AR g 20 A AES JrdH L i P 1
TR AE .

oy AR R B E O WL BT
o B B AR SCAR T AR R S AT RE TR d B
X B 04 73 AL 03 A 7 ¥ T R R AR
XERRAS 1] fiE COR AR X 00 i HEBR T A2 X P O 2R B 4
B I e AW AL I — M U k. SRS A
T4 R AES AR X FR A AT RE ROk A X o A
BIgHETT R 22 00 R A EOR AR 2 WM L EOR
Bt x) AES-128 #4718 20 M. WGl 7 48 AES-128
Jv it W R 52 2% B Oy 2 1 A e R W S i ) A2 2%
BES 215 RN AR S AR D 21T A AES )
H AWML RE IR 1, ol DA 508 i
Wl fe ROk B 7 8. A8 T R B L R A 2R AR T
O A By s B 52 2% WAl T BR SCRR L4 TS 9 2
i SRR LA D B R ety O B o 28 A I ) &2 2%
JESN 2 N . AF T 9195 2 R I B
AES-128 BBy, A% SCHR H 9 % 5 23 Hr 77 32 56
T4 2.
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As AES has become one of the most worldwide used
block ciphers, cryptanalysts had evaluated the security of
AES against various cryptanalytic techniques, including im-
possible  differential ~ cryptanalysis,  meet-in-the-middle
attack, boomerang attack, square attack, related-key attack
and so on. After 13 years of analysis, in the single-key
attack model, attacks on AES-128 have been unable to go any
further than 7 rounds. The best results are as follow: the

first is an impossible differential attack in the doctoral disser-

tation of Lu J, which requires 2'"*? chosen plaintexts and
2'15% encryptions; the second is an impossible differential
attack at INDOCRY'T 2008, which requires 2''** chosen plain-
texts and 2" memory accesses; the third attack is a meet-
in-the-middle attack at ASIACRYPT2010, which requires
2""% chosen plaintexts and 2''"® encryptions. In this paper, we
introduced a new cryptanalytic technique on block cipher:
asymmetric impossible boomerang attack. We applied asym-
metric impossible boomerang attack to 7-round AES-128. Tt

"% chosen plaintexts,

requires data complexity of about 2'°*
time complexity of about 2'***# encryptions and memory com-
plexity of about 2'°“" AES blocks. The presented result is
better than any previous published cryptanalytic results on
AES-128 in terms of the numbers of attacked rounds, the

data complexity and the time complexity.



