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Model for Cascading Faults in Complex Software
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Abstract  The increasing of software complexity directly results in the increased complexity of
software faults. From the perspective of system science, using complex networks theory to mod-
eling cascading faults in complex software provides a new approach to evaluate software quality.
Functions and call relations are extracted into nodes and edges, respectively. Directional edges
and corresponding weight values are used to express call relations and tightness degree. By intro-
ducing two concepts of function fault-tolerant capability and software fault intensity, a cascading
fault model is proposed to explore fault propagation behaviors. Simulations on three practical
software networks show that a weak fault intensity, a few number of initial faults, and a strong
fault-tolerant capability can slow down the spreading speed and thus reduce the affect range.
Some reasons for a few nodes that are not disrupted by faults are analyzed. The model is expected
to give engineers a new approach to correctly evaluate the complexity and the fault-tolerant capa-

bility of complex software.
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1 initialize 28 cGen 55 FindSp 82 whileEnd 109 processl 136 process28
2 TypeProcess 29 codeGen 56 ConstOptimize 83 LoopOutside 110 process2 137 process29
3 nameType 30 emitComment 57 OptiBlock 84 SearchTable 111 process3 138 process30
4 arrayType 31 emitRO 58 ArithC 85 Delltem 112 process4 139 process31
5 record Type 32 emitRM 59 SubstiArg 86 AddTable 113 processb 140 process32
6 TypeDecPart 33 emitSkip 60 FindConstT 87 printVarTable 114 process6 141 process33
7 VarDecPart 34 emitBackup 61 AppendTable 88 main 115 process? 142 process34
8 varDecList 35 emitRestore 62 DelConst 89 GenMidCode 116 process8 143 process35
9 procDecPart 36 emitRM_Abs 63 printConstTable 90 GenProcDec 117 process9 144 process36
10 HeadProcess 37 codeGen 64 NewVN 91 GenBody 118 processl0 145 process37
11 ParaDecList 38 arithGen 65 ECCsave 92 GenStatement 119 processl1 146 process38
12 Body 39 operandGen 66 SavelnBlock 93 GenAssignS 120 process12 147 process39
13 statement 40 aaddGen 67 EquaSubsti 94 GenVar 121 processl3 148 process40
14 Expr 41 readGen 68 Process 95 GenArray 122 processl4 149 process41
15 arrayVar 42 writeGen 69 FindTempEqua 96 GenField 123 processl5 150 process42
16 recordVar 43 returnGen 70 SearchValuNum 97 GenExpr 124 processl6 151 process43
17 assignstatement 44 assigGen 71 IsEqual 98 GenCallS 125 processl? 152 process44
18 callstatement 45 labelGen 72 AppendValuNum | 99 GenReadS 126 process18 153 process45
19 ifstatment 46 jumpGen 73 FindECC 100 GenWriteS 127 process19 154 process46
20 whilestatement 47 jump0Gen 74 AppendTempEqua | 101 GenlfS 128 process20 155 processd7
21 readstatement 48 valactGen 75 GenMirror 102 GenWhileS 129 process21 156 process48
22 writestatement 49 varactGen 76 AppendUsExpr 103 arrayType 130 process22 157 process49
23 returnstatement 50 callGen 77 SubstiVcode 104 varDecList 131 process23 158 process50
24 analyze 51 pentryGen 78 DelUsExpr 105 procDecPart 132 process24 159 process51
25 genProc 52 endprocGen 79 LoopOpti 106 parse 133 process25 160 process52
26 genStmt 53 mentryGen 80 whileEntry 107 CreatLLL1Table 134 process26 161 process53
27 genExp 54 FindAddr 81 call 108 gettoken 135 process27 162 processbd
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163 processbd
164 process56
165 processb7
166 process58
167 process59
168 process60
169 process61
170 process62
171 process63
172 process64
173 process65
174 process66
175 process67
176 process68
177 process69
178 process70
179 process71
180 process72
181 process73
182 process74
183 process75
184 process76
185 process?77

186 process78
187 process79
188 process80
189 Priosity

190 process81
191 process82
192 process83
193 process84
194 process85
195 process86
196 process87
197 process88
198 process89
199 process90
200 process91
201 process92
202 process93
203 process94
204 process95
205 process96
206 process97
207 process98
208 process99

209 process100
210 process101
211 process102
212 processl103
213 process104
214 predict

215 parselLlL1

216 getTokenlist
217 PrintFieldChain
218 PrintOnel.ayer
219 PrintSymbTable
220 NewTable

221 CreatTable
222 DestroyTable
223 Enter

224 FindEntry

225 FindAttr

226 Compat

227 NewTy

228 NewBody

229 NewParam
230 ErrorPrompt
231 printTab

232 FindField

233 opClass

234 writelnstruction
235 getCh

236 nonBlank

237 getNum

238 getWord

239 skipCh

240 atEOL

241 error

242 readInstructions
243 stepTM

244 doCommand
245 tmain

246 printTokenlist
247 ReadNextToken
248 copyString

249 ChainToFile
250 Push

251 Pop

252 readStackflag
253 readstackN

254 readstackT

255 PushPA

256 PopPA

257 PushOp

258 PopOp

259 ReadOpStack
260 PushNum

261 PopNum

262 newRootNode
263 newPheadNode
264 newDecANode
265 newTypeNode
266 newVarNode
267 newDecNode
268 newProcNode
269 newStmlNode
270 newStmtNode
271 newExpNode
272 printTree

273 NewTemp
274 NewlLabel
275 ARGAddr
276 ARGLabel
277 ARGValue

278 GenCode

279 PrintCodeName
280 PrintContent
281 PrintOneCode
282 PrintMidCode
283 DivBaseBlock
284 PrintBaseBlock
285 printValuNum
286 printUsbleExpr
287 printTempEqua
288 PushlLoop

289 Poploop

290 findSp

291 FindAdd

292 freeTree

293 freeDec

294 freeStm

295 freeExp

296 freeTable

297 freeMidCode
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