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A Semi-Automatic Extensible Static Defect Analysis Tool
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School of Electronics Engineering and Computer Science , Peking University ., Beijing 100871)

Abstract  The pattern based code defect analysis approach finds defects for subject programs
with the aid of predefined defect pattern knowledge. The advantages of this kind of approach lie
in the simplicity of its usage and the efficiency of its analysis, which make it a new technique with
more rapid development among different approaches of static code defect analysis recently. How-
ever, among the available tools based on the approach, the extension modes provided by most of
them are neither friendly nor efficient enough for users to extend their defect analysis capability.
In order to solve this problem, the authors proposes a semi-automatic extensible static code defect
analysis approach. Based on the approach, a tool named CODA (COde Defect Analysis tool) has
been designed and implemented. In order to support the efficient extension of the defect pattern
library, CODA provides not only enough “defect pattern description templates” to facilitate us-
ers’ manual extension, but also a “semi-automatic extension mechanism” which accelerates the
process of discovering, summarizing and extending new defect patterns. Once a new defect pat-
tern is defined and added into the defect pattern library, CODA can automatically own the detec-

ting ability for its related defects.
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package edu.pku.cs.detect;

import org.apache.bcel.Constants;
import edu.umd.cs.findbugs. Buglnstance;
import edu.umd.cs.findbugs.BugReporter;

OO0 ~1 O Ul W= W DO —

9 private BugReporter bugReporter;
10 public void sawOpcode(int seen) {

import edu.umd.cs.findbugs.BytecodeScanningDetector;

public class FindCallThreadRun extends BytecodeScanningDetector{

11 if(seen= = Constants.INVOKEVIRTUAL) {

12 //To save the signature, class name and method name of the callee method.

13 String signatureCalled = getSigConstantOperand() ;

14 String classNameCalled = getDottedClassConstantOperand () ;

15 String methodNameCalled= getNameConstantOperand() ;

16 //To match them with the new defect pattern.

17 if (signatureCalled.equals(" () V") & &.classNameCalled.equals( "java.lang. Thread")
18 &. & methodNameCalled.equals("run")) {

19 //To report the bug when found.

bugReporter.reportBug(new Buglnstance(this,"Should_not_call_method", 3)

21 .addClassAndMethod(this)

22 .addCalledMethod( this)

23 .addSourceLine(this)) ;

24 33y}
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package edu.pku.cs.detect;

import net.sourceforge.pmd. AbstractRule;

00~ D Ul B W D

import java.util. List;

import net.sourceforge.pmd.ast. ASTPrimitiveType;
import net.sourceforge.pmd.ast. AST VariableDeclaratorld;
import net.sourceforge.pmd.ast.SimpleNode;

import net.sourceforge.pmd.symboltable.NameOccurrence;

10 public class FindCallThreadRun extends AbstractRule{
11 public Object visit(ASTVariableDeclaratorld node, Object data) {

12 SimpleNode nameNode=node.getTypeNameNode() ;

13 //if the node represents an ASTPrimitiveType variable, ignore it

14 if(nameNode instanceof ASTPrimitiveType) {

15 return data;

16 }

17 //if the node's class name is not "Thread", ignore it

18 if(lappliesToClassName(node.getNameDeclaration().get Typelmage())) {

19 return data;

20 }

21 List (NameOccurrence) declars=node.getUsages() ;

22 for(NameQccurrence occ: declars) {//iterate all invocation of the thread’s methods
23 if(lisTargetMethod(oce) ) {//if the invoked method is not "run()", ignore it
24 continue;

25 ¥

26 //the invoked method is "Thread.run()", report it as a violation

27 addViolation(data, node) ;

28 }

29 turn data;

30 )

31 private boolean appliesToClassName(String name) {

32 return "Thread".equals(name) ;

33 }

34 private boolean isTargetMethod(NameQOccurrence occ) {

35 ifCocc.getNameForWhichThisIsAQualifier() ! =null

36 &.8&.(occ.getNameForWhichThisIsAQualifier ). getImage().indexOf("run") 1=—1))¢
37 return true;

38 }

39 return false; } }
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(FSM)

(state)
(number)1{/number)
(status) right(/status)

(edge)
(toState) 2{/toState)

(/edge)

(/state)

(state)
(number)2{/number)
(status)error(/status)

(severelevel)1{/severeLevel)
(edge)
(toState) 3(/toState)

(/edge)

(/state)

(state)
(number)3¢/number)
(status) right(/status)

(edge)
(toState)4(/toState)

(/edge)

(/state)

(state)
(number)4{/number)
(status)error {/status)

(severeLevel)2(/severeLevel)

(/state)
(/FSM)

(description) FileOutputStream related defects(/description)

(exceptionState) 1(/exceptionState)
(class) VisitAssignStmtEdge(/class)

(rightOp) new java. io. FileOutputStream(/rightOp)

(stateDescription) A FileOutputStream created and not released (/stateDescription)
(exceptionState) 2(/exceptionState)
(class) VisitInvokeStmtEdge(/class)

(invokeMethod)java. io. FileInputStream: void close() (/invokeMethod)

(exceptionState) 3(/exceptionState)
(class) VisitInvokeStmtEdge(/class)

(invokeMethod)java. io. FileInputStream: void write() (/invokeMethod)

(stateDescription)a released FileOutputStream can’t be used again (/stateDescription)

(exceptionState)4(/exceptionState)
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id development among different approaches of static code de-

fect analysis recently. However, among the available tools
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based on the approach, the extension modes provided by
most of them are neither friendly nor efficient enough for us-
ers to extend their defect analysis capability.

In this paper, we proposed a semi-automatic extensible
static code defect analysis approach. Based on it, a tool
named CODA (COde Defect Analysis tool) has been designed
and implemented. In order to support the efficient extension
of the defect pattern library, CODA provides not only enough
“defect pattern description templates” to facilitate users man-
ual extension, but also a “semi-automatic extension mecha-
nism” which accelerates the process of discovering, summari-
zing and extending new defect patterns. Once a new defect
pattern is defined and added into the defect pattern library.
CODA can automatically own the detecting ability for related
defects. Our evaluation has showed that our tool was effec-
tive in detecting the middleware-related defect warnings for
programs under analysis once the related defect patterns are

discovered and formally specified.



