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Abstract  Concolic testing is an automatic testing technique which combines concrete execution
and symbolic execution together. Concolic testing only focuses on programs under test, and lacks
the prior knowledge of target faulty statements. From the perspective of detecting defects, time
is wasted in generating and executing test inputs that cannot find defects. Furthermore, the limi-
tation of time, budgets, and resources in practical test tasks make this problem even worse. To
address this problem, this paper proposes a target-directed testing approach to combine static a-
nalysis with concolic testing techniques: the program under test is statically analyzed before tes-
ting to identify types and positions of suspicious defects; then, the program is tested with the
guidance of the static analysis results. The target-directed testing technique is consisted by 3
steps: Firstly, calculate the reachability relationships from branches to the suspicious state-
ments; Secondly, instrument the program under test for concolic testing; Thirdly, use static a-
nalysis information and reachability relationships to guide concolic testing, only generate test in-
puts can cover suspicious statements, in order to avoid generating test inputs that cannot detect
defects. A prototype tool, TARGET. has been implemented based on the proposed technique to
test buffer overflows. The authors have experimentally evaluated TARGET on a set of C bench-
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marks, and the results show that TARGET can find more defects with less time overhead than o-

riginal concolic testing techniques.
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(R B P NI B 7N iR e T o R e

Target_Guided_Search 3 (6 ~20 f) #iiA T
Hiril S i B AL, 588 8 170 il 4 2 i) 7 S5 3
B AT R BEAR S 7, %43 3 BLa L 55 10 AT AR R P
AR AT R PR A S T 3 43 S X I 43 3 Pair (B [ )
J& 15 AT A D — AR A T B B O )L T B 14
ks st CL1IN---NCLi—11N=(CLiD,
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e T I3 i AR T B A% Centry BL1]. B[ 2], -+,
Pair(BLi]), . exit) i f7. 55 16 1708 A= B 1 i A
IR A2 ¥ 1817, JEFERE SR B L C' v 43 B0 30 %
JIT 7 56 B 4 S A B T IOE AR AR A B A S R Gk
2. YT o A 0 S 0 A B0 A L T A T R R
0 5k B T ) 1 B AR A B 5 S 2 1R

5 ST

5.1 RETERESXH

N AR SO R I B DT E A R — b, L BAT
FEXTE BT Bk H AR5 TR G AT IR
AT 1] — 24 B Y ) AR R BR B . % o X AL SR T
— I Jgt Ak T H.. TARGET (TARget-GuidEd
Testing) U, ARG C 15 5 25 th 19 28 vh X 36 Gk
B TARGET #9300 b & {3t 7 1 240 A9 6 FH 36 B &%
T #.

TR I % e DXV BB L BR TN G2 i XY A
AT S A AN, FRAT IR X Z2 wh XY R /)
(size) MIEAfF K JE (length) 24t TR S 4L Fon. 1E
BAPATIHHE AR B B mh L 3RATT R 48 5 A8 i Fn 22
MK T BTG R fE TARGET #9775 B 4t
KFR O K — DI85 B N H B R L IE addr Bt
B — =504 (sizes len, C) B E X, Hr
size JE— DS RIB A, RR L L% v XL 70 il %
[ RN s Len J&—DAF 5 R B LR ILZE P IX A
TR B L RIZ 28 oh X S i R 2545\ O i
FENLE C=c1acos 0 sc, H—DTF O R 0P X BT
AR 255 Rk 2. AT % T SPLAT iy
JEAR AN 28 P X AR BT o A0 B ST A S b A
DI REM AT bk, AT — a2 & p R
N N—J0H Caddryof £ oW addr & —~ TG
T KBILE S8 H AR R bk o f f WIS p B
Fi 1) G2 ol DX v (4 06 BB 9 % e DX B L Al S
75 2R ik 2, 0 Caddr) R | p FIT 48 ) 1 2% vb X
b(sizeslen,C). B 3 iR T TARGET 2 X 11
fro 2R 7 AL O 1 AR I o R ol A S A Y
75 2R AGH I 22 1 X Ui 4 9 B o 7 0 32 2 Bl B o
AR B R B ASEAL . 6 1 il 3R 1 22 b DX Vi HY R B ) Gk
B A 7.

| pointer p size

Y
buffer \0

off

len

3 i XAT SRR

F1 B HRBEER
Tz vh XA AE i th 2R
strepy(pa s ps) len,—of fy,=>=sizeq—of fu
strecat(py s ps) leng—of fs+leny >=sizey
of fa=>sizey
T FAE P pa=C(addrasoffa) s bg= (sizeq.leng ,Cq) =0Caddry) #
null, p,= Caddr;soffs), by = (size,, len,, C;) = 0 Caddr,) #

null.

TARGET 43l 25 I 1208 43 J2 £ TR & P70
T H CREST® 52 8 (9. 5% 19 29 3K i 4% b
Yices®, TARGET i JF % ¥ 8% & Window 7 Ulti-
mate, Visual Studio 2008 ;& Microsoft Phoenix
SDK 2008%., H &t TARGET 1y #fi % 2% 2 1F M
Phoenix [ — A~ 4 4 2k 52 LY. R 0 7 e AL 5 12
Phoenix ~F &5 T F132 4 15 2547 i 35 B AT A i 35
FF5 AT BT 5 T BB B T SRAT R Y L R Y AT AE A
1 B RS AR TR 34T 75 5 P AT, & 2 ik T
R AT S AL AT I L.

x2 HMOBRHHFSUNITEX

Bk FES AL BATIE X
B size KNG IX b, Hod len :=size,
of fai =0, B MBI R 0Caddra):i=b
B size KANWE WX b, Hhoffa:=0,
C :=null, W5 € R 8Caddry) =0
pai=p;to 0Caddy):=0Cadd) s of far=offitv

wpai=\0" b:=08Caddry) , len :=o0f f4
M pa=Caddryof fu)» ps=(addr,,of f,) b= (size,len,C).

“pa i=vwar

pai=input(size)

pai=malloc(size)

5.2 LWt

Sy vEAL H B S 0 TR G ST I R R B A L
P RANERAENH L& LSS T SPLAT £
AREOT I8 3 A A3 ) X — A o R e 2k
A7 7 W03 DA g g A 0 i 7 0 A 2B B D B
SRS 3 A J5 T AT 1 RE R 0k Y i v AR
£ % WuFTP-1, Sendmail-2 #1 gzip-1.2.4, X
WuFTP-1 fl Sendmail-2 Bt [ SCHER[16 ] ) —2H &
A AR v DX O Y B R L gzip-1. 2. 40
s TR SO 48 FE Y. i TR A B SPLAT
FOR S B — > B B 5 3t 2 A i R O R 4 A L
T A FRATT R By 5 22 3 BB GE B A B
B - Ak 2 R AT 03, B 1 ORI 1Y) BB O k. S
515 417 WA 4 35 5% 8 Intel Duo Core 2. 26 GHz Ak
&R 2GB P AE TS AIL.

http: //seg. nju. edu. cn/ TARGET/
http: //code. google. com/p/crest/

http: //yices. csl. sri. com/

http: //connect. microsoft. com/Phoenix
http: //www. gzip. org/
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TEA S b, TARGET T H BT 75 89 5 K6 0 ke 5 1.2 B T IR UHERR T I 2 PR O AR I A AT
B f B 1§ A 2 A T H Marplet™ $2 41, Marple ¥4 BOREERMALTH 3. 45004 H T AL
A BEAFTE B B 19 18 1) 43 Ry 2 4 1 Csafe) A R B 1Y EL A 00 1) P e 87 5 T R P oI 57 5 B R A B ] G
(vulnerable) . A & HJ (don’ t know) JLZS. &4  TARGET Jr i #E (1) B[] |1 f F Marple i 17 #
A TEARAR 3 A S AE R YN 9k ik e B s AT SR B A543 A 8 s [) AR 4K %) B ) 7 6 43 i 2L B
(TR A E — 3 A5 1 T W] B S 9l R B s ANl e 2R M 4 HpE[LIE L, TARGET 78 WuFTP-1 #
A8 A) I Marple AN 68 1 Wr Bk B A2 75 RE B fik & Sendmail-2 H 4G I 2] 7 8 £ A HLBE. Kb, TAR-
(5 A . P R EIOR AR e PR3 I B 20 48 4 ia 5 GET 78 B F2 /7 WuFTP-1 o iy s 4 19 Bk B 2 e
HB AT BB BB B R 1 2 B R AN BE A . TEAS SE I TER A B LB Rk B AR A i 0 1 ) 4l
B, AR Marple #4520 A BB 035 40 4R S F A5 T o P AR AR AT R . SR E . TARGET
B 1B A48 S 3 AR, Marple %F 3 A4S 5L vfE R T 19 FIT G T 2 B Bk B B SPLAT 4% R £ 5 4, B A
AT AT A RN R 3 . FEAMTIWA T —J7 . R M KBS
%3 Marple 54 & R4 [X?ﬁfitﬂﬂif ,?AR(}ET %727}?43]2?3\@6%? 1) 25 6], 4k 22
e MBI R  WATH R 3 S VR R B L
WuFTP-1 1 1 0 W Z A ELRG T SPLAT 45 AR W <7 B 4R 45 &% 1% I
e i ’ ’ 5 R S 4k 0 B T 65 T 9T 2 B 0 s T i 2
VE - Marple 4 7 LB BT 4 R0 2 0] RE O B R oL M Fage PeOBCHCE TR ZE BB s 53 — 7 T, BR TR BOA R A

Y IR B AR ST SR RSO R IE ARG 4 T 1 0 B8 B ASE . TARGET 3 % 35 4% 25 &
B 43 B 1 5 10 3R 55 7 7 Bl Ak 2 A% SO 26 B 1 7

P (1) 303 FAE A R i 3 0 40 4 A A 5 DT R B 7 55 T 2
COESCH gzip- 1 2.4 B F TR 00 BRIGRCR 10, 818 Xk % M E k. NEP AT LLE B, TARGET 16 2%
J& JRSCHE # % Marple #E4T T 80t 2> T —4b 12 4. 28 E T WG 7 35 6 0 2 1 17 20 % SPLAT
5.3 LWERHH e AR THFE BB ] 1/6. Dt R e 3 o i A
5.3.1  GRFAKIRE B 45 A B A5 S B F A8 4 I AR AN

F A P HE T PIAS T RAGIN B A9 BE A7 L Hoh SEPEAT I DTS 45 1 05 ]

=4 K A 1A A0 ER BE AR T BE 1 EE B

SPLAT $i AR TARGET
AR W e /s
0 e o U 41 57 s B /s A 55 o K T 4T 5 B B e W
WuFTP-1 0.2 2 3 1020 4 1 2.1 3
Sendmail-2 0.3 1 3 600 4 0 1.1 167
grip-1.2.4 4.5 3 2 485 3 2 26. 2 176
5.3.2 Mk AR TR s BN AR BOR B 45 0T P T L ) A ]

P 5 BT PR D RAE AR BN A BT R A UK IV TSR AR A B R AR AR 1 IR
B AR B i T A DR A B R e R AR AT R I R R OB LS g i T
i AT UK RV 2 SRR e e SR I B AR 2 PE RO e o v A A B 3 A T 9 AR A ).

RS MK ERE T

] SPLAT # & TARGET
I 7 — — — — — , —— —
22 A R B ) A R B B 8] /ms Zk A B B ) A ISR B B 8] /ms
WuFTP-1 13995 1747 25651 3 3 105
Sendmail-2 1028 774 52877 5362 252 643
gzip-1. 2.4 4252 482 8711 1271 233 1635

M S LA . TARGET BEAR AL sl A9 OBCR 21 SPLAT $0R 9 1/6., BTl 48
FHA 9 YRR BT 46 9% 19 1) 8] . TARGET 2% 38 A= i) IS ) 29y SPLAT AR K 1/40. 5t R 2 3 i il
i AR BBy SPLAT $ORM 1/3. 800 IS i 45 8 RS 17 1 45 44 £ 5L 1 v 9
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O B AR NP BB AR A L A 7 2 A R L Y
I3 A AT AR R M Y9 4 1 A i 3 A A 7D ).

fE13 1F B 2 fE Sendmail-2 3 IfE 72 )7
TARGET 2328 sl i A B9 IBOE 2. X2 i
TR B SCHEAE BT 51 19 Xk — > B 5 19 48 1E W] fE
o T B P B A 0 9/ L HL DR RS A DL K
A S PP IR BT XA A OO 0 — A
BRI T BB AR R B4 . T TARGET J2: 78 50
KRB B R Y b AT 0K Y L T A Y
PR 22, e DA S oA S0 i K 4 g% A 1 0 4 e A

AUCECHE 2. N3 5 A RATIE AT UA I3l A A
JCTT 8 19 32 8 DR 3R il 2 A s ki A B YR T
A Je A B 1 A Y R
5.3.3  BREEKLINIT 8

6 T HCE T Sl AR I 1 B A i I A T L AT
BETR AR 2 th T B A I 0 A o AT A I 1Y
ERIEG SR A OB g T 7RI R A A
AR TE ) AR B R AT E 2 i A A R I ) 37
W) 25y 7 0 e A R A A A T BRI ) P R O T
B fih 2 BT 1 #E 9 1 ]

R 6 FIAGREGH T

. SPLAT A& TARGET
BT — T e — — B T —
] BE i ) 0 BB RERE i i) /ms ol BE i ) 8K BB RERE i ] /ms
WuFTP-1 13 19472 89932 4 7 35
Sendmail-2 8 3921 9519 4 565 467
gzip-1. 2.4 29 2726 13653 9 709 2040

M 6 AT LLE L TARGET it i 2 v 5 22
HEAT R I P W] BETE A B2 R SPLAT $ R 1/3, 3
A B R ECA R SPLAT $.R M9 1/20, FF I #6109
B A 8] SPLAT 4 R 1/40. H R K& i F
SPLAT $¢ AR KAl FI# & 4 A1 915 2, B UL 5 24
BRET T W K GE h XAE S iE ) L T TARGET
AN e A A e 285 20 A L i A ) AR A 0 R i T T
), PRI SPLAT 45 R 8l 45 46 ] it 53 19 v 500 B[]
FFa§ ¥ & F TARGET.

5.4 it i

M B3 AN F AR Al LUE L 5 A B R G R
AP AR AH %, TARGET 4 80 6% 7 I3k A=
JG SR o A W0 K S B ] ) 4 L O e R SRR )
1) 5 22 BRI

HHT TARGET AU SZHERI C 15 5 o i 22 vh X
T I BE S AFLAS 1 R 3 Sk 8 dole B 4SS TR R TS A
B bR VB PE 11 7 3K O 8 M R ) SRR A 2 AR R T
BB B B A LA DA WA A AT 4l
SR RE B R S XA 7 i AR S e R AR S 1 0 B
AW %) T4 5 1 T i 0] 25 S 3802 28 I 3 s AS X D
2 1) AT B 0 A E AT R I, AT AS BB R I 3 Bk B
W R BE T RS A A A R R — P AR A T I

6 MEXI{EITiE

AR A Bl B B A I B R — BT o R S Bl 3
W25, 3 0 3 A B [a & I $2 R L i ProPolice® Al

CRED"™ 5% FH ) 5 125 AN J2 24 1 2% 44 e o 1 10 3
FHA T 2 BT T A ey A7 250 46 26 IR R ) L)l i is
A I W AR 1 O SR DU A 1R 1 A AL EAS T L R AT
B Ie G b X U B I A T AR T Bl A A A Y
A e o s T B R

HAETTe gz i X I 2R i R . Grosso
SIS P 35t % B D ok B0UR D A U A Ok R B 2%
X 3 . Shahriar 85 B X% vh X 3 Y 3X 2K BB
P T — 2R S R AR A O FE T A AL T i AR
3843 BE. 6 F DART™ , Xu S0 & 17— Fh 22 vh
DX IR . SPLAT, H 32 2 otk 2 4 AU
2% 1 DX — BT SR AN S R A G2 n AT A S A
B N4 iz 7 ¥k W vl 3 J k. %05k 5 H B R iR
B PAT I AR — R TG 22 0l b ) i R Y B A
AR IFR P BE 2 M AR T AR 5 Z A L FRAT
1) 7 ) FH 3 285 00 BT 1) 235 R ke i /0 DN o e v 5
i Iy B B A o O 00 s AR B AT I A A Y R BE TR )
AT AR 703 Y 4 L 4 s 7 AT 9 e k. [ml B, 3K
TR S T SPLAT 4V Ry 2% v X A — Bt Al 4%
HEAT A5 A HE R 0 JEARL i — B R T AT Rk

75— AH S Y R i 3l A 4 S IR
Aggarwal Sl ] BOON #2543 B 2, el
T S ) 2 o X G A AT O T AR L
M ). 5 3T J5 ¥ B A AR J& Christoph 5§
P Check “n’ Crasht®? F1 DSD-Crashert*,

@  Gee extension for protecting applications from stack smash-
ing attacks, http://www. trl. ibm. com/projects/security/
en/

SSp/



962 i "

Bl

L
¥

e 2011 4

Check ‘n’ Crash f# f§ ESC/JAVAP 4547 JAVA
PRI eR B B %R JF AR T T ORI AR A
S e o L B WA= R TR s e 7 5 N R T S =
OB R N BRI R B ) R SRR AR A
AIBE A 1R AR O i P iX — (), DSD-Crasher £ ) &
S AT 9] 33 33 Daikon' " S AR P o 1A
A IR AR (8] 1 29 45 14, T AE — 8 P2 B 1 %
iR EE. SR, Daikon fir it 2 21 (1) A 48 2 BT 4 a8
)2 2R G0 A6 1 FH 1% 00 F 1T e 2 AR AR
MZEEETEEREAESENFEHA T T A4S0
filh & 149 53 41 Daikon Fir A B A8 A% 2R AN K 1 19
BT A2 5 WA AR A — i IR R R W) 3% 5 7k 18
R E Ly O RN WS K 1 E S v O {2y N 2 G R
TR ME LA 5 2 AH L FRATT G i S
B &8 SRR 7 45 0 15 B 48 3 B 2l Hb A el il A
fik 2 I I\ L IE A B o DT 3RE B AR IR AR

i#

7 £

BEXE BEA A TR A DA T I B A 3 Py 7 A
A A 23 [B) I R 2 4 5o S B0 ROM AAT AN BE B G
TS T e B 1) 1 0 3 AR 9% 1 ORI 3T 4 4 1)
L ASSCAR 7 — P2 T i 25 00 M 25 2R 09 F AR i)
TR AT IR 7 3 - 8 FH 0 25 20 A TR A 15
T v AT RE 5 A R A AT BE T R e LR B 2 YL 5F
PE A ARdE I TR G AT LTk | 3 S IR
N BN o N R g TR L R PO R S P i
BRATTI T — IR X C 15 5 28 oh X 6 BB
JERIA T . TARGET, I8 — 4 C i 5 AL fER
Jp BHEAT TSR BIOETE. LA R AR S A IR A
AT IR T5 AR LA A 0 B A5 B AR A
AR ARG 00 3T

FEAR SCHIEFE (1 HE Al b JATH R %07 T
B 22 TR e R ) N s AT 3 K ot B
Z 1055 25 23 B A5 SR — 25 B AR I 3T 4.

B O AXedFo 4L E —1EH £ Computer
Science Department, University of Virginia, USA
AT K35 9 808 % R 4. Mary Lou Soffa # 4 4=
Wei Le P EAARAR TG T RBBETEXRHERL,
R AT #H S S T B Marple 894 ARBT X £
oG A B, A2 R T RS 0 Bt |
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able in most cases.

To address the problem of generating an adequate test
suite, concolic testing has been proposed for testing software
automatically, with the goal of exploring as many paths of a
program as possible. In concolic testing, the program under
test is concretely executed and symbolically evaluated simul-
taneously. Instrumentations are inserted to the program to
collect the symbolic path constraints and value updates during
program execution. The symbolic constraints are solved to
generate test inputs which execute new paths. When symbol-
ic expressions cannot be solved, they are simplified by repla-

cing with corresponding concrete values. However, concolic
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testing lacks the prior knowledge of target faulty statements.
From the perspective of detecting defects, time is wasted in
generating and executing test inputs that cannot find defects.

Since only test inputs that can cover suspicious state-
ments may exploit real defects, test inputs cannot reach sus-
picious statements cannot make any contribution for finding
defects. If the information of where a suspicious statement is
located and how the defect could be exploited are available,
one way to reduce testing costs without compromising defects
detecting capability is to avoid generating and executing test
inputs that cannot reach the suspicious statements. Some
static analysis tools can report the position of suspicious
statements and how they can be exploited. But static analysis

tools suffer high false positive rates due to conservative as-

sumptions used during the analysis process. Identifying real
defects from a large amount of false alarms is still a labor in-
tensive task.

The static analysis and dynamic testing approaches are
complementary. The benefit of using static information to
guide dynamic testing is twofold, first, the potential vulnera-
ble information provided by static analysis tools can be used
to guide dynamic testing process; second, the runtime infor-
mation provided by dynamic testing can be used to confirm
and refine the results of static analysis tools. Our research
problem is how to leverage the report of static analysis tools
to guide dynamic testing and thus reduce the costs of dynamic

testing.



