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A Location Privacy Preserving Approach on Road Network
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Abstract  Mobile users often issue the nearest neighbor query based on their current locations.
Generally, a mobile terminal (user) sends the query including his location information to an un-
trusted location-based server and leads to his location privacy is leaked. So, it is important to pro-
tect mobile user’s location privacy while providing location-based service, especially in a road net-
work application. According to the structural characteristics of the road network, two cloaking
subgraph structures, cloaking cycle and cloaking tree, are proposed. They blur the user’s loca-
tion information and protect the user’s location privacy effectively. Furthermore, a novel location
privacy preserving approach, called cloaking cycle and forest (CCF for short), is proposed. CCF
finds cycles and forest that satisfy certain conditions using breadth-first search in graph. When
the road network contains one-way streets, CCF can still protect the mobile user’s location pri-
vacy. In an experimental test based on real and simulated datasets, the effectiveness on protecting

location privacy and efficiency on providing service quality of CCF are given.
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Background

Location privacy preserving problem is an important
branch of data privacy and security. By linking other public
information or tracking the location of a mobile user, an ad-
versary can reidentify the mobile user and learn the user’s
private information. Aiming the problem, M. Gruteser and
D. Grunwald first presented the location k-anonymity model
to prevent linking-attack and tracking-attack. Then many
works have been done to design efficient, scalable and flexi-
ble system architectures and algorithms, which balance the
trade-off between privacy and service as well as possible.
The system architectures of these works adopted include non-
cooperative, centralized trusted and peer-to-peer cooperative.
Landmark objects and false dummies are two main methods
using non-cooperative architecture, where mobile users send
generated false positions or the locations of their closest land-
marks to the server. There are also many works adopted cen-
tralized trusted architecture, which blur the mobile user’s
exact location using a trusted third party (anonymizer) and
send the blurred location to the server. The classic data
structures that the anonymizer utilized to divide the space in-
clude quadtree and hierarchical gird index data structure. The
algorithms these works proposed include Interval-Cloak,
Clique-Cloak, Bottom-Up and Top-Down Dynamic Grid
Cloak, Hilbert-Cloak and so on. In peer-to-peer cooperative

architecture, each mobile user is a peer and they collaborate
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with each other to protect their own location privacy. Most
works supposed that the mobile users move in the Euclidean
space. But in real life, people often travel along a fixed road
network. XStar model was first proposed to solve the prob-
lem of location privacy on simple road network, which only
includes two-way streets. But through carefully observing,
we find that one-way street is also a most common road
type, it plays a significant role in alleviating traffic pressure,
decreasing intersection conflict and improving the speed of
vehicles. And at present, many domestic and overseas cities
have implemented one-way traffic. So, aiming to this com-
plex road network, the authors propose a novel method,
called cloaking cycle and forest, which can not only provide
exact location services for mobile users. but also protect their
location privacy effectively.

The paper focuses on the field of location privacy preser-
ving on road network. The research group has done much
work in designing effective and efficient protecting algorithm
and other techniques in data privacy, such as privacy preser-
ving data publishing, privacy preserving data outsourcing and
so on,
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