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Abstract  Fine-grained data integrity checking methods by crossing hashing could isolate a por-
tion of corrupted data segments and assure the integrity of other data at the same time, so as to
mitigate the disaster effect on the data by some random errors or intentional forging modification.
To improve the efficient of current available method for multi-error cases, a new crossing-hash in-
tegrity checking method is proposed based on Galois field uniform partition of multi-dimension
structure, herein an efficient integrity indication code for multi-errors case is constructed accord-
ingly. The method has a modular hash check structure. All hashes are divided into several
groups. where each group with ¢ rows d—1 columns hashes can indicate the integrity of all data
independently in a moderate grain and combined hashes of several groups can indicate the integrity
of data in a finer grain. At the same time, in a d dimension vector space over GF(g), one more
error can be indicated by adding ¢ rows d —1 columns hashes every time. Performances with vari-
ous parameters of the code are analyzed. The performances analysis and experiments results show
that this code can indicate multiple errors accurately and efficiently. The code provides a scalable

scheme for different applications with several parameters.
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Background

For digital evidence is inherently vulnerable., and it is
easy to be modified while it is very difficult to discover the
modifications, people doubt the integrity of digital evidence
more and more. One important application of hash in com-
puter forensics is to compute and record the hash value of a
forensic target disk during imaging to assure the integrity of
the cloned copy.

Preserving the integrity of evidence data in the cloned
copy is a fundamental problem. Otherwise, either the de-
fendant or the prosecutor can easily challenge the validity of
it. However, simply taking one cryptographic hash for the
whole copy is not appropriate due to the nature of hash func-
tion that even if one bit inside the whole copy has corrupted,
the hash value of the “damaged” one will not be the same as
the previously computed hash value, thus the integrity of the

hard disk cannot be verified and the evidence becomes useless.
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Fine-grained data integrity checking methods could iso-
late a portion of corrupted data segments and assure the in-
tegrity of other data at the same time, so as to mitigate the
disaster effect on the data by some random errors or inten-
tional forging modification.

The issue of traditional method, i. e. using n hash to
check n data objects respectively, lies that the hash data
themselves will occupy huge amounts of storage space at a
fine-grained level. For the case of low error ratio of data ob-
jects. it is more efficient by crossing-hash checking than tra-
ditional method. This paper proposes a new crossing-hash in-
tegrity checking method based on Galois field uniform parti-
tion of multi-dimension structure. The method can indicate
multiple errors accurately and efficiently, and provides a scal-
able scheme for different applications with several parame-

ters.



